
European Crime Prevention Award (ECPA) 

Annex I  

Approved by the EUCPN Management Board in 2014 

Please complete the template in English in compliance with the ECPA criteria 

contained in the Rules and procedures for awarding and presenting the 

European Crime Prevention Award (Par.2 §3). 

 

General information 

• Please specify your country. 

Ireland 

 

• Is this your country’s ECPA entry or an additional project?  

This is the entry 

 

• What is the title of the project? 

Cyber-UP – CyberYouth Diversion Project  

 

• Who is responsible for the project? Contact details. 

Detective Superintendent Michael Gubbins       Michael.p.gubbins@garda.ie  

 

• Start date of the project (dd/mm/yyyy)? Is the project still running (Yes/No)? If not, 

please provide the end date of the project. 

10 September 2017 – This project is still running 

 

• Where can we find more information about the project? Please provide links to the 

project’s website or online reports or publications (preferably in English). 

These documents are currently being prepared. A preliminary presentation on the project is 

attached and provides an outline and the rationale behind the project. 

 

• Please give a one page description of the project (Max. 600 words) 

mailto:Michael.p.gubbins@garda.ie


The Garda Cyber Crime Bureau is the law enforcement sector tasked with the investigation 

of cyber-criminality within Ireland. In undertaking this role, the Bureau interacts with core 

sections with the Garda organisation, partner agencies such as the Centre for Cyber Crime 

Investigations within University College Dublin, corporate sector, private sector and other 

government agencies. In tandem with investigating cybercrime the Bureau seeks to prevent 

crime by educating the public in the area of computer crime, social media abuse, online 

fraud and exploitation. As the number of young people that use computers and the Internet 

for social, educational and personal reasons continues to grow the opportunities for 

criminality that they encounter will also increase.  

As part of its essential remit, the Garda Cyber Crime Bureau is tasked with the prevention of 

crime among the young and the older members of Irish society. While that remit is fulfilled 

for older members of the community through media releases, the use of advertising and 

Garda web presences, and the forums crime prevention such as Crimecall presents, these 

methods have a limited reach to the youth who are both the leaders and the criminals of the 

future.  

The Garda Cyber Crime Bureau’s Cyber-UP (Use Properly) project is a youth diversion and 

education programme that is being introduced to purposely target young members of the 

community who are online aware and as such are or will be familiar with the potential the 

internet presents for criminal activity or abuse. The program is new to the Bureau and the 

Garda organisation and will be initiated in cooperation with the Crime Prevention section of 

An Garda Síochána and Community Relations sector.  

In addition to re-educating children on the dangers and benefits of online skills, the project 

will reach out to parents and guardians in order to upskill them on online awareness and the 

pitfalls their children’s connectivity can present. However, the project is not designed to 

inform children or young people on cyber risks or exploitation but on the dangers and 

consequences that may arise from abusing their skills.  

The Cyber-UP project will be rolled out over a combination of video advertisements on the 

media, education packs which can be delivered through the schools’ system, information 

seminars that would be available in cooperation with teaching and parents groups, and 

youth reach programs through identified youth groups, computer user societies, computer 

events. In addition, the involvement of corporate computer organisations will bring added 

value and potential for both the project and the participants.  

This project is new within An Garda Siochana and is the Garda Cyber Crime Bureau’s 

initiative in tandem with the EMPACT European wide targeting of cybercrime and security. 

The project is a new initiative and while it requires full structuring, it is expected to be in 

place in a short term with limited investment and cost. Further information will be provided 

as the project develops and catches traction.  

  



 
• The project shall focus on prevention and/or reduction of everyday crime 

and fear of crime within the theme. 

• How does the project contribute to crime prevention and/or to the reduction of 

crime or the fear of crime? (Max. 150 words) 

The project aims to recognise the skills and awareness of youth in the area of computers and 

cyber. It creates a positive focus for their skills and redirects those skills towards providing 

mentoring and coaching to their peers and fellow young people.  In this was it presents a 

preventative approach by identifying an audience that, through online activity, can readily 

be engaged by abusive or exploitative activity online. It engages with that audience at an 

early stage and provides them with a new legal and socially acceptable forum to use their 

skills  for good rather than criminality in an atmosphere of encouragement and education. 

 

• How is the project contributing to raising citizens’ awareness of crime prevention? 

(Max. 150 words) 

The project is aimed at young citizens/residents and their parents, leaders by highlighting 

the opportunities for criminality that online forums or use can present unless that energy is 

properly harnessed and directed with early intervention and awareness.  

 

• The project shall have been evaluated and have achieved most or all of its 

objectives.  

•  What was the reason for setting up the project? What problem(s) did it aim to 

tackle?  

The project has been initiated by the Garda Cyber Crime Bureau following a number of 

cases in which cyber skilled youths have come to the attention of the Bureau for online 

criminality. These youths could have used those skills in a different manner if they were 

guided on the potential their knowledge presented, the benefits it could bring and the 

consequences of abusing those skills and the forums they used.   

 

• Was the context analysed before the project was initiated? How, and by whom? 

Which data were used? (Max. 150 words)  

The context was analysed by investigators within the Garda Cyber Crime Bureau from its 

current and past caseload in which offenders under 18 were identified. The data was the 

skillset they possessed, the damage their actions caused and the potential benefit they could 

have brought to a more structured and positive forum.  

 



• What were the objective(s) of the project? Please, if applicable, distinguish 

between main and secondary objectives. (Max. 150 words)  

Its primary aim is to ensure that those students, youths who may be tempted to use their 

online skills for illicit or illegal means are encouraged to use their skills for good and mutual 

benefit and to move away from criminality. The secondary aim of the project is to identify 

those young people who have the necessary computer and cyber related skills that could 

bring significant value to peer supported training forums in schools, youth groups and social 

clubs. It also aims to bring on board partner agencies that can bring corporate value to these 

projects while offering a supported mechanism that can be used to identify those young 

people who are worthy of potential corporate investment.  

 

• Did you build in internal goals to measure the performance of the project? If so, 

please describe at what stage of the project and how you measured whether the 

project was moving in the planned direction. (Max. 150 words) 

Internal goals will be built into the project to ensure its progression is monitored and 

appropriate and its benefits are measured and mutual.  

 

• Has there been a process evaluation? Who conducted the evaluation (internally or 

externally?) and what where the main results? (max. 300 words) - for more 

information on process evaluation, see EUCPN Toolbox No.3, p.9-10 & part 2 - section 2A 

A project evaluation mechanism will form an essential part of the  project and it is 

anticipated it will be carried out independently by one of the academic partner agencies.  

 

• Has there been an outcome or impact evaluation? Who conducted the evaluation 

(internally or externally?), which data and evaluation method where used and 

what were the main results? (Max. 300 words) - for more information on outcome or 

impact evaluation, see EUCPN Toolbox No.3, p.7-9 & part 2 - section 2A 

As above, this evaluation will form an essential part of the project. To ensure maximum 

value and transparency the project board recommend that the evaluation is carried out 

independently as above.  

 

• The project shall, as far as possible, be innovative, involving new methods 

or new approaches. 

• How is the project innovative in its methods and/or approaches? (Max. 150 

words) 

The project is innovative for a number of reasons. It has never been carried out before 

within An Garda Siochana and has no precedent in previous project. It is a diversion program 



that aims to identify potential young offenders in the cyber world that is presenting a 

growing offending profile. In addition to targeting potential offenders, the project will set 

out to educate their parents and guardians on the illegal use of the Internet and online 

communications and how skills can lead youth to crime and the associated punishments. 

The project will be a collaborative mission between law enforcement, industry, academia, 

governmental agencies and social groups.  

 

• The project shall be based on cooperation between partners, where 

possible. 

• Which partners or stakeholders were involved in the project and what was their 

involvement? (Max. 200 words) 

Partners are listed in the presentation that forms part of this application. They are identified 

partners University College Dublin, Campus Watch Ireland, Crimecall, Banking & Payment 

Federation of Ireland, Europol, Twitter and Facebook. Proposed partners Trend Micro, 

CoderDojo, National Parents Council, Microsoft, YouTube, Dr Mary Aiken, Ms Pauline 

Whalley SC, Department of Education and Skills and Professional Development Service for 

Teachers (PDST).  

 

• The project shall be capable of replication in other Member States.  

• How and by whom is the project funded? (Max. 150 words) 

The project is funded by An Garda Síochána with potential investment by partner agencies. 

However the investment requirement is minimal.  

 

• What were the costs of the project in terms of finances, material and human 

resources? (Max. 150 words) 

These are being identified in full but are expected to be kept to a minimum with the primary 

investment being in terms of personnel.  

 

• Has a cost-benefit analysis been carried out? If so, describe the analysis, 

including how and by whom it was carried out and list the main findings of the 

analysis. (Max. 150 words) 

A cost benefit analysis is in progress.  

 

• Are there adjustments to be made to the project to ensure a successful 

replication in another Member State? 



Minimal adjustments may be necessary but these will be process and procedural rather 

that operational.  

 

• How is the project relevant for other Member States? Please explain the European 

dimension of your project.  

The project is relevant for all EU Member States as it would be suitable for replication in 

any State. It has relevance to the EMPACT projects on crime prevention and cyber security 

and addresses an area of criminality that is seeing an exponential growth with increasing 

impact among young people and student groups.  

 

 

 

Please provide a short general description of the project (abstract for inclusion in the 

conference booklet – max. 150 words).  

The world of the youth of Europe is migrating online as more and more communication, 

socialisation and education is carried out over computers and electronic networks. At the 

same time this online world provides a private global forum where e-skills can open access 

to significant illicit benefits and questionable peer recognition. The Cyber-Up youth diversion 

project of An Garda Síochána aims to help identified young people redirect those cyber skills 

to the benefit of their peers in a positive way by giving opportunities to learn, educate and 

share those skills with friends and benefactors.   

 

 

 


