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Editorial

Dear Reader

On behalf of the Maltese Presidency of the EUCPN, I welcome you
to this issue of the EUCPN Newsletter. On the 7th March the first
board meeting of the two planned during the Maltese Presidency
was held in the neighbouring island of Gozo with the theme
"Organised Crime - domestic burglaries", this meeting and
conference held the day after were successful and further insights
from the local point of view and from Europol were given and
explored in the subject. The crime prevention perspective from our
University of Malta representative was also featured in this meeting.

Another important issue, which was the Memorandum Of
Understanding with EUROPOL was officially signed during this
meeting which is an important step for the EUCPN, and I believe that we should strive to
continue to take all opportunities to work closer with such organisations. The delicate issue of
the financing of the EUCPN was discussed with good results.

During the next Board meeting which is going to be held during the 27th and 28th June the
theme "Organised Crime - Pick Pocketing" is going to be addressed. As it is well known this
crime phenomenon has spread and is on the increase throughout EU member states and of
course also Malta which considers this issue very important and which has to make us all
strive to find and disseminate effective crime prevention measures and tools.

I would like to thank to the EUCPN Secretariat for preparing this Newsletter and also the
Member States for their contributions. I hope you will enjoy the Newsletter.

Silvio Valletta

Chair EUCPN

New products EUCPN

EUCPN publications 2016

This listing shows which products were released in 2016. It gives a short description of each
publication and provides you with the link where you can find it on the website.

Find the full list here.
 

European Crime Prevention Monitor 2016

In this sixth monitor, the European Crime Prevention Network focusses on organised crime.
Organised crime is a threat to citizens, businesses, state institutions as well as the economy
as a whole. It not only menaces peace and human security, it also undermines economic,
social, cultural, political and civil development of societies around the world and violates
human rights. Organised crime is a broad, complex and multifaceted phenomenon which can
touch upon various areas of life. Organised crime covers a wide range of phenomena,
including trafficking in drugs, firearms and even persons. At the same time, organised crime
groups exploit human mobility to smuggle migrants and undermine financial systems through
money laundering. Therefore, it is not easy to get an overview of this phenomenon. To
amend this, this monitor report provides an overview of the relevant existing data available on
‘organised crime’ at the EU level and also focuses on the main trends and levels op
perceptions, experiences and recorded levels of ‘organised crime’ in the EU Member States.

Read the full report here.
 

Work Programme 2017

The EU Trio Presidency of the Netherlands, Slovakia and Malta had chosen the topic
Organized Crime as their overall theme.

The incoming EU Trio Presidency Estonia, Bulgaria, Austria will focus on improving the safety
in communities which are targeted by organized crime among other volume crimes.

Read their full work programme here.

Research and publications

EUROPOL

EMSC - First Year Activity Report

Migrant smuggling has become the fastest growing criminal sector - to tackle this Europol
have brought together some of the best investigators in Europe.

This report looks at the evolution of migrant smuggling and the development of the European
Migrant Smuggling Centre in 2016.

Read the full report here.
 

Banking Trojans: From Stone Age to Space

The “Holy Grail” for most cybercriminals is to steal the money of unsuspecting users.
Unfortunately, there are many ways for cybercriminals to access confidential financial
information, including bank account credentials. These methods include phishing campaigns
with a fake bank web page, and info-stealing malware with simple keylogging capabilities for
documenting victims’ usernames and passwords.

Banking Trojans differ from standard Trojans, as they are written for the express purpose of
stealing confidential information from victims’ bank accounts and online payment services.
They are sophisticated and equipped with Man-in-the-Browser (MiB) techniques such as
web injections or redirection mechanisms.

Read the full report here.
 

EUROPEAN FORUM FOR URBAN SECURITY (EFUS)

Local stakeholders discuss strategies and practices against discrimination during a
seminar in Vienna

Vienna, Austria, March 2017 – In the framework of the “Just and Safer Cities for All” (JUST)
project co-funded by the European Union’s Rights, Equality and Citizenship programme, Efus
organised a two-day seminar on “Preventing and Countering Discriminatory Violence at the
Local Level”, on 2 and 3 March, in Vienna, Austria. This initiative was officially supported by
the municipality of Vienna and the European Commission’s representation in Austria.

Read the full report here.
 

Do-it-yourself policing: challenges and opportunities for public security

Berlin, Germany, January 2017 – What are the potential and challenges of social media use
by citizens when it is closely related to or overlaps in part with police work? How can crime
prevention benefit from do-it-yourself (DIY) policing? How can we improve collaboration with
citizens within current legal frameworks? How can citizens and police closely cooperate on
DIY policing? How can investigations benefit from DIY policing? These were the main
questions discussed at the workshop on “Do-it-yourself policing” of the MEDI@4SEC project,
held in Berlin (Germany), on 10 January.

Read the full report here.
 

THE INTERNATIONAL JUVENILE JUSTICE OBSERVATORY (IJJO)

Let’s decide how to measure school violence

Violence in schools and other education settings causes serious harm to children and
adolescents that can last into adulthood. As the UN World Report on Violence against
Children observed, it is a global phenomenon (Pinheiro, 2006). Policies, laws and strategies
to prevent school-related violence depend on accurate knowledge of its global prevalence,
trends and effects, but such evidence is lacking.

Read the full report here.
 

Practice guide for restorative justice services

This Practice Guide is the result of the Summer School ‘The Victims’ Directive – challenges
and opportunities for Restorative Justice’ organised by the European Forum for Restorative
Justice (EFRJ) on 13-17 July 2015 in Lisbon, Portugal. Thirty professionals coming from
different parts of Europe and beyond and with different backgrounds and experiences met on
this occasion to gain a better understanding of the Directive 2012/29/EU (hereinafter referred
to as Victims’ Directive) establishing minimum standards on the rights, support and protection
of victims of crime.

Read the full report here.
 

A Law Enforcement Official’s Guide to the OJJDP Comprehensive Gang Model

The OJJDP-funded National Gang Center has published "A Law Enforcement Official’s
Guide to the OJJDP Comprehensive Gang Model". This guide provides law enforcement with
an overview of the OJJDP Comprehensive Gang Model, an evidence-based framework that
offers strategies to help communities prevent and reduce gang violence. The guide includes
information on the model's five core strategies, essential elements for implementing the
model, advantages for law enforcement agencies, and how law enforcement officials can
introduce the model within their communities.

Read the full guide here.
 

A Qualitative Study of Youth and the Juvenile Justice System: A 100 Percent
Pittsburgh Project

The process and findings presented here are an intentional effort to operationalize the 100
Percent Pittsburgh organizing principle’s values, particularly the result of “voice.” This pilot
was designed to purposefully elicit and integrate an understanding of the context and
influences that impact young people in their daily lives. We also sought to amplify the often-
missing voices of youth who have firsthand knowledge about the juvenile justice system to
complement the existing quantitative data. This knowledge, we believed, is essential if we are
to understand the reasons for disproportionate involvement of youth by race and gender and
to elicit opportunities for improvement, action and meaningful systems change.

Read the full report here.
 

EUROPEAN UNION AGENCY FOR FUNDAMENTAL RIGHTS (FRA)

Together in the EU - Promoting the participation of migrants and their descendants

Integrating migrants, refugees and their descendants is of critical importance for the future of
the European Union. This report examines Member States’ integration policies and action
plans for promoting their participation in society, focusing on non-discrimination, education,
employment, language learning and political engagement.

Read the full report here.
 

Ensuring justice for hate crime victims: professional perspectives - Summary

Hate crime is the most severe expression of discrimination and a core fundamental rights
abuse. The European Union (EU) has demonstrated its resolve to tackle hate crime with
legislation such as the 2008 Framework Decision on combating certain forms and
expressions of racism and xenophobia by means of criminal law. Nonetheless, the majority
of hate crimes perpetrated in the EU remain unreported and therefore invisible, leaving
victims without redress.

Read the full report here.
 

EUROPEAN INSTITUTE FOR CRIME PREVENTION AND CONTROL AFFILIATED WITH
THE UNITED NATIONS (HEUNI)

Exploitative sham marriages: exploring the links between human trafficking and
sham marriages

European Institute for Crime Prevention and Control, affiliated with the United Nations
(HEUNI) in cooperation with partners from Estonia, Ireland, Latvia, Lithuania and the Slovak
Republic, has recently completed a transnational project entitled “Preventing human
trafficking and sham marriages: a multidisciplinary solution” (HESTIA). The project is the first
systematic research on the links between human trafficking and sham marriages. The final
report consists of five individual country reports in addition to an introductory chapter which
summarizes the main findings.

The full report can be downloaded here as pdf. 
 

EUROPEAN MONITORING CENTRE FOR DRUGS AND DRUG ADDICTION (EMCDDA)

Communities That Care (CTC): a comprehensive prevention approach for
communities

Community coalitions are a strategy to coordinate activities and resources to prevent
adolescent substance use and delinquent behaviour. They can help mobilise communities in
prevention and health promotion initiatives.

The Communities That Care (CTC) approach sets out to reduce adolescent health and
behaviour problems. It does so by identifying strong risk factors and weak protective factors
experienced by this group and then selecting tested and effective prevention and early
intervention programmes to address them.

In this EMCDDA Paper we make an analysis of five studies evaluating the effectiveness of
CTC, mainly from outside the EU. The results of our analysis lead us to conclude that further
investigation of this prevention model within the European context appears to be merited.

Read the full paper here.
 

Cannabis legislation in Europe: an overview

At a time of increased debate on the laws controlling the use of cannabis in the European
Union, this report answers some of the questions most often asked about cannabis
legislation. Using a question and answer format, basic definitions and the obligations of
countries under international law are set out in a section on ‘What is cannabis and what are
countries’ obligations to control it?‘ Two following sections examine the links and disparities
between the content of the laws and their guidelines on the one hand and the actual
implementation of the laws on the other. The final question and answer section considers
whether changes in law have affected cannabis use and how much public support for legal
change exists, as it looks at the future direction of cannabis legislation in Europe.

Read the full report here.
 

An overview of the drug-related deaths (DRD) key indicator

This document gives an overview of the drug-related deaths (DRD) indicator, one of five key
epidemiological indicators used by the EMCDDA for the collection and interpretation of
harmonised, good quality data at European level. It is written in an easy to understand
manner and is intended for a wide readership.

Read the full report here.
 

UNITED NATIONS INTERREGIONAL CRIME AND JUSTICE RESEARCH INSTITUTE
(UNICRI)

Report on Children and Counter-Terrorism

The overall objective of this United Nations Interregional Crime and Justice Research
Institute (UNICRI) report is to shed light on the particular vulnerability of children and
juveniles in the context of counter-terrorism, and to increase the capacity of governments to
integrate existing international juvenile justice and child protection standards into their national
counter-terrorism frameworks.
The report examines the position of children in international law as perpetrators and victims
of terrorism. It also explores radicalisation, de-radicalisation and counter radicalisation by
analysing the counter-terrorism laws and practices of two case study countries: England and
Germany, and seeks to analyse the extent to which they comply with international juvenile
justice and child protection standards. Finally, the report provides a number of generally
applicable recommendations that will allow governments to strengthen their capacity to
integrate international child rights standards into domestic counter-terrorism frameworks.

The report can be downloaded here. 
 

AUSTRALIAN INSTITUTE OF CRIMINOLOGY

Returning to work after armed robbery in the workplace

Armed robbery exposes workers to serious harm in an environment where day-to-day
safety is not normally a concern, and can have a wide range of negative consequences for
employees. Victims may find it difficult to return to or cope at work.

This research examined a sample of 93 victims of armed robbery in the workplace from the
AIC’s Database of Victimisation Experiences to determine what helped or hindered their
return to work. The results are discussed in the context of enhancing how small businesses
respond to and support victims of armed robbery in the workplace.

Read the full report here.
 

Labour exploitation in the Australian construction industry: risks and protections for
temporary migrant workers

There have been a number of alleged cases of labour exploitation involving temporary
migrant workers in Australia since the late 1990s. The Australian construction industry was
identified as particularly problematic, with allegations of deception in relation to work
contracts, lack of compliance with employment standards, limited autonomy and threats of
abuse levelled. In response to these concerns, the Sisters of Saint Joseph of the Sacred
Heart Josephite Counter- Trafficking Project and the Catholic Archdiocese of Sydney
commissioned the Australian Institute of Criminology to undertake research on labour
exploitation in the Australian construction industry, with a particular focus on temporary
migrant workers.

Read the full report here.
 

The Netherlands

Declining juvenile crime: Explanations for the international downturn

In The Netherlands registered youth crime figures show a spectacular downward trend from
2007 (minus 60%). This decrease can be seen amongst girls and boys, and also amongst
ethnic minorities and the native Dutch. This trend can also be observed in a lot of other
countries. It is striking that also in international terms youth crime has been capped. A
strikingly similar picture is apparent to the one in the Netherlands. The level of the available
evidence of the decrease in youth crime in a large number of different countries means that
the possibility of a coincidental development occurring at the same time is extremely small,
and hence there must be a causal connection. It seems that a number of international
developments created a climate favorable for juvenile crime reduction: more
(techno)prevention, less use of alcohol, more commitment to schooling, more satisfaction
with living conditions, and the use of time. For The Netherlands this goes together with an
diminished willingness of the Dutch police to follow up on suspicions that a youngster
committed a minor offense. However, the real trigger for the freefall of youth crime seems to
be the extensive worldwide dissemination of smartphones and online-games that started in
2006/7. This led to a lot of free time spent ‘looking at screens’ and not being present on the
street and public space. So the main factor responsible for the fall in youth crime can be
found in the use of free time and a different role and influence of peer groups.

You can download the full article here.

Member States' good practices

SPAIN

Successful results of “domus plan” of spanish national police

In March 2016, Police Headquarters in Madrid set up an operational coordination plan
involving investigators, public order and forensic officers throughout the region in order to
tackle the increase of domestic burglaries which was registered during the past years.

The plan has been expanded once the "weakest points" were detected and has been also
amended because criminal groups discovered some investigative tactics and they tried to
deceive the Police.

The Domus Plan has achieved a decrease in the number of burglaries committed with force.
Since the Plan started, more than 1.500 people were arrested. Besides, criminal groups that
tried to come into Spain to commit these crimes have seen the result s and have preferred to
wait to ”see how everything evolves”.

In addition, in the framework of this Plan, during March, any citizen who has been a victim of
a burglary during 2016 or 2017 can go to the Police Headquarters in Madrid to recognize the
effects, demonstrate his legitimate property by presenting copy of the corresponding police
report and, if possible, any other means of evidence, in order to get its return.
 

BELGIUM

Rosette Operation in the Brussels area

From 15 to 19 May 2017, the Rosette Operation will be organised in the Brussels-Capital
Region. During this week, about 200 community protection guards, theft prevention advisors
and police officers will control a large number of doors to check if the hinges and locks are
secured. The purpose behind this operation is to make citizens aware of the need to take
measures and prevent home burglaries in the Brussels-Capital Region.

The aim is to verify 3 security elements on all entrance doors in neighbourhoods that are the
most confronted with burglaries: the cylinder, the rosette and the space between the door
and the frame. For instance, the cylinder cannot exceed more than 2 mm, the rosette must
be a security rosette and there must be no space between the door and the frame.

In case of a problem with one of these 3 elements, the house occupant receives a report at
home with the name and address of the theft prevention advisor of the neighborhood so as to
make an appointment with him. During a later visit, the theft prevention advisor can carry out
a complete security check-up of the house, in consultation with the occupant.

Results of the Rosette Operation 2016

Number of doors checked 13.011

Number of doors at risk 4.917

Proportion of doors at risk 38%

Number of flyers distributed 31.798

SLOVAKIA

Thefts committed by abusing of trust of seniors

The victims of thefts where offenders use some ruse are mostly senior citizens. This is
related to their mental state of mind in consequence of ripe old age and with it relating
„childish“ overcredulity. Because of their loneliness they have an increased need to
communicate even with strangers. Low social status is often the reason that seniors easily
believe the unrealistic offers.

The offenders use for gaining of a trust the simple legends in which they act as persons
acting in favour of aggrieved persons. Frequent used legends are: the offender
impersonating a employee of powerplants, a employee of Social Insurance Agency, a
doorstep trader or a person in life misery. In this way offender creates a situation in which it´s
allowed for him to enter the dwelling and to lead an intensive conversation with victim during
which he gains the victim´s trust. In the result of lowered attention is aggrieved person
consequently robbed often of life savings. A typical example is, that the offender
impersonates a employee of powerplants, under the pretext of return of overpaid or control
the electrometer enters the dwelling, where asks the victim for changing a banknote of higher
nominal value, whereby the victim inadvertently shows him the location of savings, which are
stolen by offender after he attracts the victim´s attention to something else (e. g. to control of
switches).

To eliminate such type of crime there are used the preventive measures aimed at education
of senior citizens, which are conducted mainly through the mass media (television, radio,
information leaflets), as well as through direct contact of police with seniors, concretely
during the performance of patrol service by uniformed police or during the discussions in the
clubs of pensioners. 
 

PORTUGAL

Safe Summer: Direct Key

Concerning the prevention of house burglary, Portuguese Internal Affair Ministry established
a special program, called “Safe Summer: Direct Key” (Verão Seguro: Chave Direta) in order
to protect the houses of citizens outside enjoying vacations. It aims to ensure, in a targeted
and effective manner, the safety of the homes of all citizens who wish to join this program
during summer months (from July 1st to September 15th).

It is a private property protection operation that is carried out through the increase of the
patrolling and surveillance actions of the residences.

As part of this operation, in 2016, the portuguese Security Forces – the National Guard
(GNR) and the Public Security Police (PSP)- monitored 2,847 homes and no occurrences
were recorded in the period under review.

More details at (only in portuguese language):

• https://veraoseguro.mai.gov.pt/Pages/Home.aspx

• http://www.gnr.pt/VeraoSeg_chaveDirecta.aspx

• http://www.psp.pt/Pages/programasespeciais/ferias.aspx?menu=3
 

HUNGARY

Built safety

In 2013 the National Crime Prevention Strategy – which is the baseline for the National Crime
Prevention Council (NCPC) – decided to promote architectural solutions that help to
construct safer homes and safer environment. While it did not attract great attention in
Hungary, Crime Prevention Through Environmental Design (CPTED) has gone wire in other
countries. By following CPTED principles architects build real estates that are not promising
for criminals because of its flood lightness, accessibility and orderliness. The Hungarian way
was different. We protected our homes by planting enormous bushes around our houses,
like some sort of fortress, to keep unwelcomed guests away.

The past two years NCPC looked over the international practices and carried out a treatise
called “Crime prevention by using architectural methods” that fits the Hungarian
circumstances. Getting to know these methods and good practices allow us to open new
horizons in crime prevention. NCPC works hard to share the gained knowledge with the
related professionals and the population through different channels. Our open call welcomes
projects that by using our GIS database and the international good practices are able to
provide livable and safe environment.
 

THE INTERNATIONAL JUVENILE JUSTICE OBSERVATORY (IJJO)

Addressing the Intersections of Juvenile Justice Involvement and Youth
Homelessness: Principles for Change

A young person’s involvement with the justice system can increase their likelihood of later
experiencing homelessness for many reasons, including the fact that educational disruptions
and juvenile delinquency records can make it harder to obtain employment. Youth
experiencing homelessness may also be swept into the juvenile justice system through laws
that prohibit simply being in public spaces, such as juvenile curfews, or anti-sitting or sleeping
ordinances. Both juvenile justice involvement and youth homelessness have long-term
negative consequences. The Principles in Part I of this document provide a roadmap for
communities to help young people avoid experiencing juvenile justice system involvement
and/or youth homelessness. Part II of this document includes specific resources and
examples to guide communities as they work to put Principles for Change into practice. 
Read the full report here.
 

EUROPEAN FORUM FOR URBAN SECURITY (EFUS)

Prevention of radicalisation: tailor-made support for local and regional authorities

In order to help local and regional authorities design and implement their strategy for the
prevention of radicalisation, Efus creates tailor-made programmes aimed at:

understanding radicalisation and raising awareness among local stakeholders;

designing a multi-sectoral local strategy;

supporting and providing adequate tools to families;

preventing and strengthening resilience;

carrying out disengagement and de-radicalisation actions,

designing and publicising counter-narratives.

More information can be found here.

Member States' policies

Austria

Austrian Policy on Community Policing - SECURITY.TOGETHER in Austria

“SECURITY.TOG ETHER in Austria” placed a focus upon institutionalising the dialogue
between citizens and the police on a local level, and upon contributing towards jointly shaping
public security in one’s immediate environment.

More information can be found here.
 

Austrian Policy on Violence Against Women

In principle, violent attacks can happen any time and any place, and it will never be possible
to completely eliminate them by police measures alone. Combating crime, which includes
violence and sexual assaults, can only be successful if all stakeholders in this country join
forces. It is important to create a general attentiveness among girls and women, who are
potential victims, and to thus build threat awareness. This is a task which requires joint
efforts by the police, the medical profession, nursing staff, counselling and victim assistance
centers, and the general public. It is a fact that most instances of violent attacks occur in the
immediate social vicinity of the victims, hence the threat is highest in the supposedly most
secure place: at home. No matter what the circumstances, the basic principle is that
responsibility for the act lies solely with the perpetrator and never with the victim!

More information can be found here.

Upcoming events

Date Event Location

9-10 May
2017

Conflict in Europe: Meeting the Challenge Dublin, Ireland

17 May 2017
7th Annual International Symposium on Human
Trafficking and Migrant Smuggling

Brussels,
Belgium

17 - 18 May
2017

VSE 2017 Annual Conference - 'Victims of Crime:
Rights, Needs & Responses’

Dublin, Ireland

19 May 2017
The rise of polarisation and radicalisation in Europe -
Tackling all forms of violent extremism at the local level

Rimini, Italy

4-7 June 2017
7th World Congress on Family Law and Children's
Rights

Dublin, Ireland

6-7 June 2017 Conference on Youth and Young adult offenders Barcelona, Spain

19-20 June
2017

22nd German Congress on Crime Prevention (GCOCP)
Hanover,
Germany

19-21 June
2017

Stockholm Criminology Symposium 2017
Stockholm,
Sweden

4-7 July 2017
CJP’s International Criminal Justice Summer Courses
2017

Barcelona, Spain

24-28 July
2017

EFRJ Summer School 2017 Como, Italy

29 July - 4
August 2017

Children as Actors for Transforming Society
Caux,
Switzerland

23 October
2017

Third international symposium on drug-impaired driving Lisbon, Portugal

24-26 October
2017

Second European conference on addictive behaviours
and dependencies

Lisbon, Portugal

26-27 October
2017

3rd International conference on “Wastewater – Based
Drug Epidemiology”

Lisbon, Portugal

26-28 October
2017

10th European Congress on Violence in Clinical
Psychiatry

Dublin, Ireland

15-17
November
2017

Security, Democracy & Cities Conference Barcelona, Spain

6-8 December
2017

Counterterrorism (CT) and Applied Intelligence Course
The Hague,
Netherlands

June 2018 Stockholm Prize in Criminology 2018 Stockholm Sweden

For more information on one of these events, click here.

Preview

The next edition of the EUCPN Newsletter in June 2017 will focus on organized crime
targeting Domestic Burglary. We kindly invite readers to share their news and information on
European crime prevention issues with the EUCPN Secretariat by sending contributions (in
English, 100-150 words abstract) to eucpn@ibz.eu.
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