European Crime
Prevention

Network

The European Crime Prevention Network (EUCPN) serves as a conduit for good
practices in crime prevention. These good practices rely on current evidence and
other quality criteria that assist the target groups in selecting effective preventive
action to address their own crime problem in their own context. It simultaneously
facilitates efforts at knowledge synthesis across projects.

This template serves as a formal framework for extracting information on the nature
of potential good practices. All questions are to be completed in English.

With this completed template, the applicant aims to
[OShare good practice for inclusion on the EUCPN’s channels (Knowledge centre,
newsletter, publications, etc.)

X Participate at the European Crime Prevention Award (ECPA)1

The applicant gives permission to publish this information and her/his
contact details on the EUCPN’s website.
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General information

1. What is the name of the intervention?

Scam call and payment fraud prevention

2. Country of application

Finland

3. Who is responsible for completing this template?

Organisations responsible for this application: Elisa Ltd and Traficom
Contact person:

Karri Jdkko, Director, cSOC, (Elisa Ltd)

Address: Elisa Ltd, Ratavartijankatu 5, 00520 Helsinki

Contact details: Karri Jékké +358503137071

E-mail (if possible, add institutional e-mail): karri.jakko@elisa.fi

Klaus Nieminen, Chief Specialist, (Traficom)
Address: Erik Palmeninaukio 1, 000530 Helsinki
Contact details: klaus.nieminen@traficom.fi

If different, please provide contact details to ask for additional information: General
inquiries at Traficom: Lauri Isotalo (lauri.isotalo@traficom.fi)

at Elisa: Karri Jdkko, Technical inquiries: Jukka Pietarinen, +358505067250,
Jjukka.pietarinen@elisa.fi

4. Timing

Start date of the intervention: 1/07/2021

Is the intervention still running: X Yes [J No

If not, please provide the end date of the intervention: Click or tap to enter a date.

5. Where can we find more information about the intervention? Please provide
links to the intervention’s website or online reports or publications (preferably
in English).
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Traficom recommendation to telecommunications operators on detecting and preventing caller ID

spoofing

e https://kyberturvallisuuskeskus.fi/en/regulations/recommendation-telecommunications-

operators-detecting-and-preventing-caller-id-spoofing
Traficom regulation 28 on the interoperability of communications networks and services

e https://www.traficom.fi/en/regulations/regulation-28-interoperability-communications-

networks-and-services

e Please see Sections 7 (The use of Finnish numbers as the calling party number) and 10 (Validity

of a subscription number)
Traficom press releases:

1. Traficom and Finnish telecommunications operators join forces to help customers by stopping
caller ID spoofing, https://www.kyberturvallisuuskeskus.fi/en/news/traficom-and-finnish-

telecommunications-operators-join-forces-help-customers-stopping-caller

2. Obligations of the Regulation come into effect - up to 200,000 scam calls are prevented per

day, https://www.traficom.fi/en/news/obligations-regulation-come-effect-200000-scam-calls-

are-prevented-day

3. Traficom recognises cooperation for preventing scam calls and messages with the Information
Security Trailblazer award, https://www.kyberturvallisuuskeskus.fi/en/news/traficom-

recognises-cooperation-preventing-scam-calls-and-messages-information-security

Information about the technical solution and statistics about mobile number spoof prevention

1. https://elisa.fi/ideat/scam-calls-damage-trust-in-finnish-phone-numbers/

2. https://elisa.com/carrierservices/operator-solutions-and-services/fraud-call-prevention-

solution/

3. https://ficom.fi/news/combatting-scam-calls-and-smss-how-finnish-authorities-and-telcos-

join-forces-for-protection/
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https://elisa.com/carrierservices/operator-solutions-and-services/fraud-call-prevention-solution/
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The intervention is based on the principles of situational crime prevention, aiming to reduce
opportunities for crime through technological measures before offences occur. It proved to
be an excellent and effective example of applying crime prevention theory and situational analysis to
solve a real-world problem. Falsifying the caller’s telephone number to make it appear Finnish
was previously a common tactic used by foreign criminals. This method, known as number
spoofing, aimed to convince Finnish victims that the call was legitimate, prompting them to
answer and potentially disclose online banking credentials or grant remote access to their
computers.

The problem of scam calls received widespread attention in the Finnish press during
summer 2020, prompting Traficom, Elisa and other telecom operators to begin exploring
ways to prevent it. This collaboration laid the foundation for developing crime prevention
measures and the national solution currently in place.

The National Bureau of Investigation received over 1,500 crime reports, and Finnish
citizens lost over 7 million euros to such fraudulent calls in 2020 and 2021, with spoofed
Finnish numbers being a key element of the deception.

The issue has since been resolved in Finland through a nationally coordinated solution
based on an innovation developed by Elisa. Led by Traficom, Finnish telecom operators
collaborated to implement a nation-wide measure, formalized by a regulatory directive
effective from October 2023. This intervention effectively prevents scam calls from
appearing as Finnish numbers, significantly reducing fraud risk. According to the National
Bureau of Investigation, crime reports have dropped sharply: In 2022, proceeds of crime
fell below 3,000€ with only few reported cases. Elisa has since blocked over 23 million
scam calls, and statistics show a marked decline in attempts, as perpetrators have realized
their calls no longer reach Finnish users. As a result of the intervention, the financial and
emotional harm typically experienced by victims of scam calls has been significantly
reduced. Elisa was, to the best of public knowledge, the first telecom operator in the world
to implement technical measures to detect and block number spoofing. The company
began effectively blocking scam calls already in 2021 and later presented its solution to
Traficom and other Finnish operators, demonstrating its effectiveness with supporting
statistics.

In the first phase all incoming calls with a Finnish telephone number other than a mobile
number were addressed. Mobile number validation required further work based on an
innovation developed by Elisa. This measure effectively prevents scam calls from appearing
as Finnish numbers, significantly reducing the risk of such fraud.

Blocking scam calls in Finland was achieved through close cooperation between authorities
and telecommunications operators. Solutions were prepared in cooperation with
telecommunications operators in a Traficom working group. This effort represented a
globally unique collaboration that successfully neutralized a cyber threat targeting at
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Finnish society and its everyday citizens.

The initiative demonstrated the critical importance of developing and maintaining
cooperation across different sectors of society. Finland has a long-standing tradition of
cross-sector collaboration in responding to cyber threats and other crises. This joint
approach, rooted in Finland’s comprehensive security model, has become an internationally
respected example of how to tackle threats in a digital society. In preventing call ID
spoofing it is crucial that all telecom operators support the solution that also demonstrates
the importance of broad collaboration and, also due to that a regulation was seen
necessary to enforce the implementation.

Collaboration between Traficom, the National Bureau of Investigation, Elisa and other
telecom operators played a crucial role in addressing the issue. Scam calls remain a
significant issue in other Member States. The national collaboration model led by Traficom
can serve as an example for other Member States in implementing a nationwide solution.
This intervention has attracted significant interest from other Member States and has been
the subject of bilateral discussions with multiple National Regulatory Authorities, as well as
broader dialogue in international forums and conferences.

Description of the crime problem(s) the activity wishes to address

7. What problem does the intervention wish to address? Please elaborate on its
nature, scale, context, involved actors (offenders, victims, other involved
parties), causes, risk and protective factors, etc. (Max. 200 words)

The intervention addresses the widespread issue of caller ID spoofing, where foreign
criminals falsified telephone numbers to appear Finnish. The National Bureau of
Investigation received over 1,500 crime reports, and Finnish citizens lost over 7 million
euros to such fraudulent calls in 2020 and 2021, with spoofed Finnish numbers being a key
element of the deception. Typical scam call scenarios included:

— Technical support scams, where fraudsters posed as IT company representatives
claiming to assist with urgent cybersecurity issues.

— Bank customer service scams, where criminals impersonated bank staff offering help
with online banking problems.

The scale and severity of the issue became clear through close collaboration between the
National Bureau of Investigation and telecom operators: This cooperation revealed that
number spoofing was a key enabler of successful fraud.

Before Elisa began developing situational crime prevention measures to detect and block
number spoofing and implemented its technical solution in 2021, internal statistics from July
of that year indicated that approximately 75% of all incoming international calls to Finnish
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numbers used spoofed caller IDs. The data also revealed that the scammers operated in a
highly professional manner, concentrating their activities almost exclusively on weekdays
and during office hours—times when victims were most likely to answer and engage.

8. Was the problem and its context analysed before the intervention was
initiated and in what way (How, and by whom? Which data were used?)? If
so, in what way did this analysis inform the set-up and implementation of
the intervention? (Max. 150 words)

Before the intervention was initiated, the problem and its context were thoroughly
analysed using data from the National Bureau of Investigation and Elisa. The National
Bureau of Investigation provided statistics on the number of criminal reports and the
financial damage caused by scam calls. Finnish citizens were losing millions of euros
annually, with hundreds of reports filed. Elisa monitored phone traffic prior to the
solution’s deployment, revealing the scale of the issue. Elisa’s data showed that the
majority of incoming international calls used spoofed numbers, and on peak days, up to
90% of calls were identified as fraudulent. This analysis clearly demonstrated the severity
of the problem.

9. What is/are the objective(s) of the intervention? Please, if applicable,
distinguish between main and sub-objectives.! (Max. 150 words)

Main objective: Support broader societal efforts to reduce the overall incidence of fraud
and to minimize both the number of victims and the harm they experience.

Sub-objectives:

e The primary goal was to prevent the misuse of Finnish phone numbers and restore
public trust in caller ID information as well as reduce the volume of scam calls
targeting and disturbing customers. Eliminate a specific method of phone-based
fraud from Finland entirely.

These objectives guided the design and implementation of the crime preventive
intervention, aligning technical measures with broader public safety and customer
protection goals.

! Main objectives define what changes you desire with respect to the previously defined
problem and/or within the target group. In other words, if you achieve these strategic goals,
then the project achieves its purpose of preventing and/or reducing crime or fear of crime.

Sub-objectives are more short-term and establish the objectives of specific actions.
Achieving these goals is necessary to achieve the main objectives.
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and why it is expected to be effective

10. What is the target of the intervention? Please motivate your answer (Max.
150 words)

XUniversal prevention: the intervention targets potential offenders and victims in the
general population, or general places or systems.

[OSelective prevention: the intervention targets groups whose members have a higher risk
of committing deviant behaviour or being victimised, or specific places or systems that are
at an increased risk of becoming the scene of a crime.

OIndicated prevention: the intervention targets individuals who are already exhibiting
problem behaviour, with the aim of preventing re-offending, or those systems or places
that are the scene of crime.

Motivation: Primary goal was to prevent the misuse of Finnish phone numbers and restore
public trust in caller ID information as well as reduce the volume of scam calls targeting
and disturbing customers — with the broader aim of minimizing victimization and harm
caused by such crimes.

11.How is the intervention expected to achieve its goals on a practical level? In
other words, what are the activities of the intervention, its outputs and its
outcomes? If possible, you can describe the Logic Model? of the
intervention here. (Max. 200 words)

2 A Logic Model represents the relationship between the project’s key activities and the
intended outcomes in a way that shows the underlying logic behind the project. It usually
presents this relationship in a diagram that plots the resources that the intervention employs
(i.e. inputs), the action designed to achieve the outcomes (i.e., activities), the expected and
unexpected changes produced by the activities (i.e., outcomes), and the units of service or
products (e.g., the number of workshops with young people to prevent juvenile delinquency,
the number of talks with elderly people to prevent victimisation through fraud and theft,
etc.) that the activities generate (i.e., outputs).
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The intervention achieved its goals through a series of practical activities, outputs, and
outcomes. The core crime preventive activity involves implementing technical
measures to detect and block humber spoofing—a tactic commonly used by criminals
to make scam calls appear as if they originate from Finnish numbers. The solution,
developed by Elisa to also support situations involving international roaming of Finnish
subscribers using their phone abroad to make calls, was later adopted nationwide
through a regulatory directive issued by Traficom.

Expected outputs include a significant reduction in scam calls appearing to come from
Finnish numbers and increased public trust in caller ID information. The anticipated
outcomes are fewer fraud cases and victims of crime, less financial and emotional harm
to Finnish citizens, and the elimination of a specific method of phone-based fraud in
Finland.

The Logic Model of the intervention is structured as follows:

e Inputs: Technical expertise and resources from Elisa, collaboration with
Traficom and other Finnish telecom operators, and data from the National
Bureau of Investigation.

e Activities: Development and implementation of technical measures to detect
and block spoofing; nationwide rollout via regulation.

e Outputs: Fewer spoofed scam calls; improved trust in Finnish caller ID.

e Outcomes: Decline in fraud cases; reduced financial and emotional harm to
victims of crime; removal of phone-based fraud method. Criminals are less able
to build trust in victims when they call.

12.How is the intervention expected to have an effect on the identified
problem? In other words, is the intervention based on any particular crime
prevention/reduction mechanism(s)3 or principle(s)? Please, also
explain if and how the activation of this/these crime prevention mechanisms
is dependent on the particular context of the intervention (Max. 200
words)

By implementing technical solutions that block criminals from spoofing Finnish phone
numbers, telecom operators are modifying the situational conditions that enable phone-
based fraud to reduce opportunities for offending. This approach increases the effort required
to commit the crime and raises the risk of detection. It exemplifies situational crime

prevention by targeting the conditions that facilitate scams. The measure protects potential

3 Mechanisms are how the intervention has its effects on a particular problem, within a
specific context. For a list of potential mechanisms, see final page of this document.
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victims without requiring a change in offender motivations.

The intervention is expected to have a significant effect on the identified problem of scam
calls through the implementation of technical measures to detect and block number spoofing.
This approach is based on the crime prevention principle of disrupting criminal acts by
stopping them before they are carried out. By preventing scam calls from appearing as if
they originate from Finnish numbers, the intervention disrupts the criminals' ability to
deceive victims and carry out fraudulent activities. Of course, this also protects vulnerable
targets, and similarly reduces the harmful consequences for victims ie. criminals have
now fewer opportunities to contact soft targets (eg. senior citizens) and thus this
intervention makes it more demanding to carry out criminal acts and prevents financial loss
and emotional harms. It also decreases the fear of crime. Finally, this intervention also
incapacitates perpetrators since they have now no ability to use Finnish phone numbers in
their criminal acts.

Description of outcome evaluation results or indications of theoretical plausibility

13. Has there been an outcome* or impact® evaluation? and what were the main
results? Please, also describe which indicators were used to measure the
effects of your intervention. (Max. 300 words)

Outcome evaluation:

The success of the intervention was evaluated by monitoring the number of scam calls
before and after the implementation of the model. Call statistics from Elisa and all other
operators have clearly shown how the implemented model effectively prevented scam
calls. Additionally, data obtained from the National Bureau of Investigation indicated a
significant reduction in the number of crimes.

The three indicators used to measure the direct effects of the intervention included:

- The number of scam calls detected from data provided by telecom operators before
and after the implementation.

- The financial losses reported by Finnish citizens due to scam calls.

- Data from the National Bureau of Investigation on the number of crime reports

4 Outcome evaluation: Measures the direct effect (i.e., extent of the changes) of the
intervention on the target group, population, or geographic area. The information
produced by the outcome evaluation determines at what level the objectives were
achieved.

> Impact evaluation: Measures long-term effects of the intervention on the target group,
as well as indirect effects on the broader community. The information produced by the
impact evaluation determines at what level the ultimate goals of the intervention were
achieved.
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related to scam calls.

The outcome evaluation shows clearly that given objectives were achieved at the
highest level.

Impact evaluation:

The three indicators described above provided a comprehensive view of the intervention's
impact, demonstrating its long-term effects reducing the number of scam calls and
associated financial and emotional harm to victims. The important indirect effect of the
intervention includes the restored trust of Finnish citizens that calls with Finnish numbers
are not spoofed. Thus, we can state that ultimate goals of the intervention were fully
achieved.

14.If applicable, please provide more information on the quality of the
evaluation(s). For example: who conducted the evaluation (internally or
externally?), what evaluation approach (pre-post-test design, randomised
controlled trial, theory-based evaluation,...) was selected, what data and
data collection method(s) were used, etc. (Max. 150 words)

The evaluation was based on statistical data, analysis and reports provided by National
Bureau of Investigation, Finnish banks, Finance Finland Association, Finnish telecom
operators and Traficom’s National Cyber Security Centre. The quality of the evaluation is
strengthened by the use of multiple independent sources and their cross-comparison. Since
the statistical data, analysis and reports cover a long time span, it provides a reliable picture
of how this crime prevention intervention achieved its long-term impact and strategic
objectives. The aforementioned internal data, analysis and reports were used to built the
situational picture, guide the intervention towards its goals, and manage operative steps to
ensure the effectiveness of implemented actions. This information also supported the
planning and adjustment of future measures, as criminals attempted to adapt their methods
to bypass the preventive measures.

15. If no outcome or impact evaluation has been conducted, are there any
theoretical indications that the intervention might be successful? If
applicable, please motivate these indications. (Max. 150 words)

Not applicable
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16. Has a cost-benefit analysis® been carried out? If so, describe the results of
this analysis, including how and by whom it was carried out. (Max. 150
words)

The cost-benefit analysis was conducted when the developed model was made mandatory.
The analysis was carried out by Traficom and it was issued to public consultation along
with Traficom Regulation 28. The result of this assessment was that obligations will not
result in unreasonable costs for telecommunications companies.

A comparison between public annual statistics on financial fraud and the intervention’s
direct and indirect costs suggests that the investment pays for itself within just 3 to 5
weeks.

We estimate that this intervention has cumulatively reduced criminal proceeds by tens of
millions of euros in Finland. The implemented measures have effectively stopped the use
of spoofed Finnish telephone numbers, significantly disrupting fraud attempts and
protecting potential victims from financial and emotional harm.

Description of the nature of the intervention, its original context, and its
implementation

17.What are the costs of the intervention in terms of finances, material and
human resources? If needed, please provide an adequate timeframe to
contextualise the costs (e.g. cost per participant, cost per month of keeping
the project running, cost including/excluding personnel costs) (Max. 150
words)

The solution incurred internal costs in terms of working hours (Traficom, Finnish telecom
operators and National Bureau of Investigation). In addition to internal work, there were
minor external costs related to development and implementation expenses charged by a
third-party vendor related to the national solution framework. Furthermore, the national
solution model includes a monthly service fee applicable to all operators.

The internal development, piloting and research cost related to technical solution were
allocated to year 2022. Setup costs for the technical solution and IT platform were
incurred in year 2023. Since October 2023, monthly service fees have been applied for
telecom operators. The costs incurred by the intervention were minimal in comparison to
the substantial financial losses previously experienced by citizens as a result of fraud.

6 Cost-benefit analysis: A type of economic evaluation that compares the direct and
indirect cost of the resources employed in the intervention, with the equivalent economic
value of the benefits. If no outcome evaluation has been conducted, a cost-benefit analysis
is simply not possible.
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We cannot provide exact cost analysis and figures since these costs are company
confidential information (ie. telecom operator investment data and monthly service fees).

18. Were external reviewers, evaluators or researchers involved in the
evaluation, and if so, what was their role in the evaluation? (Max. 150
words)

Traficom has received multiple queries regarding the initiative and has presented and
discussed the initiative with multiple national regulatory authorities (NRA) and law
enforcement agencies (LEA) in the EU. Traficom was also invited to present and discuss
the initiative in important international security forums like European Competent
Authorities for Secure Electronic Communications Expert Group (ECASEC EG). This work
was confidential, but Traficom received very important information and insights from
these discussions.

19. Which partners or stakeholders are involved in the intervention and why?
What is the level of their involvement? What was their role in the
evaluation? How well does this partnership function in practice? (Max. 200
words)

Traficom, National Bureau of Investigation, Elisa and other Finnish telecom operators have

been participating in the work, with the cooperation proving effective and well-functioning
in practice.

Elisa, the leading telecom operator in Finland with an estimated market share of
approximately 40%, began effectively blocking scam calls in 2021. It later presented its
solution to Traficom and other Finnish operators, demonstrating its effectiveness with
supporting statistical evidence.

Traficom played a significant role in organizing the national response, bringing together all
Finnish operators, and organizing the collaboration that ultimately led to the issuance of a
national directive. Their involvement was essential in ensuring that the technical measures
developed by Elisa were adopted nationwide. Traficom's regulatory directive, which came
into effect in October 2023, formalized the nationwide solution and ensured its
implementation across Finland.

National Bureau of Investigation provided statistics on the number of crime reports and
the financial damage caused by scam calls.
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https://www.traficom.fi/en
https://poliisi.fi/en/national-bureau-of-investigation
https://elisa.com/

20. Describe the implementation of the intervention’s activities and its outputs”’.
(Max.200 words)

The intervention was implemented through several practical measures aimed at preventing
scam calls. Elisa developed technical solutions capable of detecting and blocking mobile
number spoofing. This solution was later adopted nationwide through a regulatory directive
issued by Traficom.

The key activities of the intervention included:
e Agreeing the ultimate goals of the intervention
e Workshops where all telecom operators solved technical challenges
e Pilots and tests where teleoperators validated technical models in their networks
e Regulative work where Traficom drafted recommendations and new regulations
e Operative technical system planning, development, ramp-up and launching
e Dissemination and preparing documents

The outputs of the intervention were:

Piloting phase to test the concept in Elisa's network in summer 2021

Verifying and ensuring the functionality of the technical model in November 2021

Launching a national model to stop fixed network number spoofing in July 2022

Launching a national model to stop mobile network number spoofing in Oct 2023

Validating the results and performance in 2024

The impact of this intervention was a significant reduction in scam calls that appeared to
come from Finnish numbers and increased public trust in caller ID information. The
anticipated outcomes included a decrease in fraud cases, reduced financial and emotional
harm to Finnish citizens, and the elimination of a specific phone-based fraud method from
Finland.

21.Has there been a process evaluation® and what were the main results?
Please, also describe what indicators were used to measure the
implementation of your intervention? (Max. 300 words)

7 Outputs refer to the units of service or products (e.g., the number of workshops with
young people to prevent juvenile delinquency, the number of talks with elderly people to
prevent victimisation through fraud and theft, etc.)

8 Process evaluation: A process evaluation documents how the activities were

implemented in order to determine any deviations from the original planning. It facilitates
finding explanations for when the results of the intervention are not as expected.
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The process evaluation in the intervention is based on meeting notes, memorandums, drafts,
presentations, blueprints, statistics and technical documents in the period from January
2021 to year 2024.

This vast and comprehensive set of documents show that there were only minor deviations
from the original planning. The technical solutions were drafted several times, but this was
necessary in order to reach the intervention’s ultimate goals. Based on the main indicators,
it can be stated that the results of the intervention were largely as expected:

e numbers of reported crimes
e proceeds of crime

e telco data indicating the number of calls with falsified caller ID information (CLI)
towards network.

22.1If applicable, please provide more information on the quality of the
evaluation(s). E.g., what data and data collection method(s) were used,
what research methodology, etc. (Max. 150 words)

Some of the data we used was very detailed primary data:

e The scam calls detected from telco data before and after the implementation
Other data was secondary data from internal databases and external sources

- The financial losses reported by Finnish citizens due to scam calls

- Data from the National Bureau of Investigation on the number of crime reports
associated with scam calls

The research methodology was primarily chosen based on a current state analysis and aimed
to assess how effectively the intervention has achieved its objectives.

23. What, if any, contextual factors/circumstances may have caused this project
succeed in your own country/region/locality that won't necessarily exist
when practitioners in other places try to replicate it? If applicable, mention
organisational, institutional, and socioeconomic contextual factors. (Max.
150 words)

One important factor to support the intervention and the resulted success is that Traficom,
Finnish telecom operators and National Bureau of Investigation have always worked in
very close co-operation and that Traficom has the necessary regulatory power to tackle the
issue. When these parties saw the phenomenon of CLI spoofing, they were instantly
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turning to Traficom to share their views and ideas on this topic. Thus, it was relatively easy
to form and establish a collaboration team to solve CLI spoofing in Finland.

Furthermore, there are aspects that facilitated success:

e These experienced specialists had time, resources and authority to launch tests and
pilots

e In the team there was low hierarchy, bureaucracy and top management control

e The team had a mandate to work as a united team and share all relevant
information

e There were representatives that had mandate to represent their telecom companies

e Team members had a strong motivation and willingnes to take on challenges and
solve problems

Additional ECPA questions

24.How is the intervention innovative in its methods and/or approaches? (Max.
150 words)

The problem of scam calls received widespread coverage in the Finnish press during the
summer of 2020, and Traficom as well as all operators started thinking how the problem
could be avoided. In March 2021, Traficom initiated a series of workshops where different
solutions were proposed and analyzed. All Finnish operators were very active in this work
and the experts in these workshops were highly motivated to find a solution. In one of
these workshops, Elisa described their own model and asked that this model could be
tested in Elisa's network in Finland.

Elisa was given a permission to pilot in real life and to start test how Elisa's model works.
Thus, Elisa started active monitoring of traffic where their own subscribers were affected
and started developing technical measures to detect and block number spoofing. This
work together laid the groundwork for the national solution now in place, significantly
reducing the risk of scam calls and enhancing public trust in caller ID information.

The aforementioned development process was very successful. This new innovative way
combining theory and experimenting in real life context was unique and has gain a lot of
interest around the world. Elisa was, to the best of public knowledge, the first telecom
operator in the world to implement technical measures to detect and block number
spoofing.
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Initiatives like these also hold great potential for developing new solutions against future
threats in digital society.

25.How is the intervention relevant for other Member States? (Max. 150
words).

Scam calls remain a significant issue in other Member States. The national collaboration
model led by Traficom can serve as an example for other Member States in implementing
a nationwide solution. As the most relevant channel for scam calls are the international
interconnect routes, acting on a national level on these interfaces has been the most
beneficial approach. Elisa offers its technical solution to Member States as a commercial
product.

Other Member States have shown great interest in this intervention. It has been discussed
bilaterally with multiple NRAs and in several international forums and conferences. For
example, Ireland has taken the learnings from this project and put them into use.

This intervention shows the importance of cooperation between authorities and telecom
operators. This also facilitated the success of this intervention. It is an excellent cross-
sectoral and effective crime prevention intervention which is relevant for all Member
States.
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List of potential crime prevention mechanisms?®

e Establishing and maintaining normative barriers to committing criminal acts
o e.g. 'Offenders, we are watching you’ campaigns
¢ Reducing recruitment to criminal social environments and activities by eliminating
or reducing the social and individual causes and processes that lead to criminality
o e.g. social and financial support for disadvantaged families
e Deterring potential perpetrators from committing crimes through the threat of
punishment
o e.g. decreasing the time between arrest and punishment
e Disrupting criminal acts by stopping them before they are carried out
o e.g. increasing police patrols in vulnerable areas
¢ Protecting vulnerable targets by reducing opportunities and make it more
demanding to carry out criminal acts
o e.g. placing locks and cameras
¢ Reducing the harmful consequences of criminal acts
o e.g. initiatives to recover stolen goods
e Reducing the rewards from criminal acts
o e.g. restorative justice programmes
¢ Incapacitating (or neutralising) perpetrators by denying them the ability (capacity)
to carry out new criminal acts
o e.g. imprisonment of key gang members
¢ Encouraging desistance from crime and rehabilitating former offenders so they are
able to settle back into a normal life
o e.g. prison rehabilitation programs
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