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Please complete the template in English in compliance with the ECPA 
criteria contained in the Rules and procedures for awarding and presenting 
the European Crime Prevention Award (Par.2 §3). 
 

General information 

1. Please specify your country. 

The Netherlands 

 

2. Is this your country’s ECPA entry or an additional project?  

Yes, this is our country’s ECPA entry. 

 

3. What is the title of the project? 

Behind Your Screen - The Project Week 

 

4. Who is responsible for the project? Contact details. 

TMI academy: Michiel Kalverda, michiel@tmi.academy  

 

5. Start date of the project (dd/mm/yyyy)? Is the project still running 

(Yes/No)? If not, please provide the end date of the project. 

01-10-2018 - Yes  

Since 2018, TMI Academy has developed several workshops that at first have 

been implemented individually but since then have been integrated in the 

Project Week Behind your Screen. 

 

6. Where can we find more information about the project? Please provide links to 

the project’s website or online reports or publications (preferably in English). 

https://www.tmi.academy/projecten/projectweek-achter-de-schermen 

https://www.tmi.academy/projecten/cyber-stories  

https://www.tmi.academy/projecten/online-hate-speech  

https://www.tmi.academy/projecten/money-muling  

 

mailto:michiel@tmi.academy
https://www.tmi.academy/projecten/projectweek-achter-de-schermen
https://www.tmi.academy/projecten/cyber-stories
https://www.tmi.academy/projecten/online-hate-speech
https://www.tmi.academy/projecten/money-muling


7. Pleae give a one page description of the project (Max. 600 words) 

The Project Week Behind Your Screen is an interactive week for high schools 

focusing on cyberbullying, sextortion, money muling, fake news and 

cybercrime. The Project Week is still conducted every week, reaching 8.000 

students per year. 

Through digital games, interactive classes and film education by students of 

journalism, this project managed to coach the target group, elevating their 

knowledge about the subject matter and giving them the required tools and 

skills to recognize and prevent victimization in the future. 

Cyberbullying is a problem that is growing in the Netherlands, during the 

pandemic the number of reports doubled. One in eight youngsters in the 

Netherlands between 12 and 18 indicate having been the victim of internet 

fraud (CBS, 2019). This makes youngsters an important group to educate in 

digital literacy, teach what digital crime is, how it can be recognized and how 

victimization can be prevented. However, youngsters are a difficult target 

group to reach effectively according to the Dutch Ministry of Justice and 

Security.  

TMI Academy developed through collaboration with their partners both the 

CyberStories workshop (Hatespeech and Phishing) and the Money Muling 

workshop as a means to leverage their network of (primarily preparatory 

secondary vocational education) schools, and develop an innovative way to 

reach this difficult target group about the subject matter. The successful 

workshops then were transformed into a project week with more activities and 

more themes, which the name of the project week refers to: know everything 

that’s happening Behind your Screen. 

A primary focus of the developed Project Week was to not only educate by 

teaching in a classical sense: its focus (and presumed strength) lies in coaching 

the youngsters by peers (that is, first-year students of journalism), using their 

tone of voice, experiences and relatable (cultural) experiences; eventually 

leading to them being able to make the right decision by themselves, setting 

new accepted normative barriers among themselves - together with their 

peers. The activities that are performed during the project week are set up to 

be closely aligned with the own experiences (and preferences) of the 

participating youngsters and emphasize the fun aspects of learning together. 

An important aspect of the project week is creating videos about the subject 

matter, which refers to the fun part of learning together.   

Another component of the Project Week focuses on teaching the teachers of the 

youngsters, making sure they themselves also understand the subject at hand 

and how to coach and educate further. An extensive teach-the-teacher program 

has been developed to make sure that teachers will be able to provide further 

support to their students. 



As of 2021, over 8.000 youngsters have participated in the Project Week (a 

number which is increasing on a weekly basis), learning more about how to 

recognize these types of crimes and building their resiliency against them. 

The separate workshops on which the Project Week is based have been 

developed through a one-time financial stimulus. However, through the never-

ending supply of educators (first-year students of journalism) the Project Week 

continue to exist without the need for external funding. 

 
I. The project shall focus on prevention and/or reduction of everyday 

crime and fear of crime within the theme. 

8. Which crime prevention/ reduction mechanisms were used in this 

project to contribute to crime prevention and/or the reduction of crime or 

the fear of crime? Multiple answers are possible.  

☒Establishing and maintaining normative barriers to committing 

criminal acts 

e.g. ‘Offenders, we are watching you’ campaigns  

☐Reducing recruitment to criminal social environments and activities 

by eliminating or reducing the social and individual causes and 

processes that lead to criminality 

e.g. social and financial support for disadvantaged families  

☐Deterring potential perpetrators from committing crimes through the 

threat of punishment  

e.g. decreasing the time between arrest and punishment 

☐Disrupting criminal acts by stopping them before they are carried out  

e.g. increasing police patrols in vulnerable areas 

☒Protecting vulnerable targets by reducing opportunities and make 

it more demanding to carry out criminal acts  

e.g. placing locks and cameras 

☐Reducing the harmful consequences of criminal acts  

e.g. initiatives to recover stolen goods  

☐Reducing the rewards from criminal acts  

e.g. restorative justice programmes 

☐Incapacitating (or neutralising) perpetrators by denying them the 

ability (capacity) to carry out new criminal acts  

e.g. imprisonment of key gang members  

☐Encouraging desistance from crime and rehabilitating former 

offenders so they are able to settle back into a normal life  

e.g. prison rehabilitation programs  

 

Explain how this/these crime prevention mechanisms were used ((Max. 300 

words) 



Due to their youthfulness, (often) emotional instability and their relatively 

open-minded approach to new experiences, youngsters are at a higher risk of 

being exposed to undesirable behaviour in the digital world. Additionally, they 

are oftentimes inadequately equipped to assess situations or the negative 

consequences of their own actions. The educational goals of the workshop have 

been aligned to address these issues: to not only inform  the youngsters about 

the risks and consequences of their digital behaviour, but to also teach them to 

adequately cope with undesirable situations. 

The learning objectives include not only knowledge but also perspective of 

action. Students are given the knowledge in a presentation, but they also have 

to apply that knowledge and are allowed to use it freely by creating media. 

They are thus encouraged to 'contextualize' the learning process, connecting 

theoretical knowledge with knowledge of everyday practice. For example, 

several students showed this through the making of this video: 

https://www.youtube.com/watch?v=wSekmL-s6U0  

This project also contributes to establishing and maintaining normative barriers 

to committing criminal acts. Our peer-to-peer educators do not focus on telling 

what is right and wrong behaviour in regards to the themes - it’s not their role 

to police the students. Instead, they are there to inform and coach. This puts 

them in a position to facilitate a conversation between peers, to define and 

establish what would be an ideal way to behave digitally. The target audience 

has difficulty identifying the boundaries between criminal and non-criminal 

behaviour - and these boundaries may pose especially difficult from the 

perceived perspective of anonymity online. Teaching them the difference 

between right and wrong behaviour, particularly without judgement, allows 

them to learn and reflect upon these norms in a positive way, allowing them to 

define these normative barriers in the safety of the classroom. 

 

II. The project shall have been evaluated and have achieved most or all 

of its objectives. For more information on evaluation, click here 

9. What were the reasons for setting up the project? Was this context analysed 

before the project was initiated and in what way (How, and by whom? Which 

data were used?)? In what way did this analysis inform the set-up of the 

project? (Max. 150 words) 

The Ministry of Justice & Security has identified a challenge in conveying 

themes such as hate speech and other forms of cybercrime to a young 

generation, a target group that is hard to reach effectively. The challenge that 

has been identified is twofold: on the one hand reaching young people and on 

the other hand the search for which parts of these themes are relevant for this 

target group. 

https://www.youtube.com/watch?v=wSekmL-s6U0
https://eucpn.org/document/research-report-evaluations


Digital Literacy will be introduced into the Dutch high school curriculum in 

2023. Through the Behind Your Screen Project Week, TMI has identified an 

opportunity to respond to this and make an offer for schools.  

The basis of the Project Week lies in giving workshops at secondary schools. 

The activities focus on making media and the knowledge gained is directly 

tested with serious gaming. At the end of the activities, the students receive 

direct feedback on the acquired knowledge. 

 

10. What were the objective(s) of the project? Please, if applicable, distinguish 

between main and secondary objectives. (Max. 150 words)  

Main objective: providing education in the field of digital media and promoting 

digital citizenship of the students through knowledge and action perspective on 

cyberbullying, sextortion, hatespeech, money muling, hacking and phishing.  

Secondary objectives: 

• Providing insight to teachers to assist with communicating 

performance; 

• Optional: involving parents, teachers and/or grandparents in the 

produced works of the students (parent evening, teacher training, 

etc.) 

• Didactic advice for the improvement of the Project Week 

The Utrecht University of Applied Sciences was a partner in several 

separately developed workshops where their role was to give TMI 

Academy didactic advice in creating the workshop and teaching the 

students a didactic training. They will perform the evaluation of 

Project Week  

• Final report evaluation of workshop 

The same research group of the Utrecht University of Applied 

Sciences evaluated the workshop Cyberstories (which has since been 

integrated in the Project Week) for relevance, consistency, 

effectiveness and usefulness. 

 

11. Has there been a process evaluation?1 Who conducted the evaluation 

(internally or externally?) and what were the main results? Which indicators 

                                              
1 Process evaluation: Also called implementation evaluation, or monitoring, this 

process documents how the activities were implemented in order to determine any 

deviations from the original planning. It facilitates finding explanations for when the 

results of the intervention are not as expected. 

 



were used to measure the process? Did you make changes accordingly? 

(max. 300 words)  

A process evaluation has not been carried out yet and due to the pandemic 

(and the fact that schools were closed), this has been delayed further. However 

the importance of an adequate evaluation is stipulated by TMI, and this has 

been planned for 2022 together with the Utrecht University of Applied Sciences. 

In this evaluation new methods will be applied to more adequately measure 

actual gains in knowledge within the target group. 

One of the building blocks for the Project Week has been evaluated in 2018. 

The same research group evaluated the process of the creation and 

implementation of the CyberStories workshop. As this evaluation was largely 

positive, TMI Academy feels confident in applying the principles underlying the 

CyberStories workshop (adjusted slightly based on the evaluation) throughout 

the Project Week while awaiting the evaluation that will take place in 2022. 

The evaluation for the workshop pointed out that it is relevant and based on 

recent insights into cybercrime. The workshop is largely internally consistent: 

the learning processes and the intended learning outcomes are aligned. This 

makes the workshop logically structured, which increases the chance of 

effectiveness. The workshop proved useful for the hard to reach target group of 

young people as the workshop appealed to students, most likely because of the 

active input that was asked of the students, the variety and the enthusiastic 

presentation.  

The research group also formulated a suggestion for improvement: to support 

the development and evaluation of the workshop with more extensive research. 

After the integration of the workshop within the Project Week this suggestion 

has been applied through creating extensive research reports together with 

researchers from project group members. In the Project Week these 

researchers are involved from the start of the development to guarantee the 

right variables can be measured to determine effect. 

 

12. Has there been an outcome2 or impact3 evaluation? Who conducted the 

evaluation (internally or externally?), which data and evaluation method 

                                              
2 Outcome evaluation: Measures the direct effect (i.e., extent of the changes) of the 

intervention on the target group, population, or geographic area. The information 

produced by the outcome evaluation determines at what level the  objectives were 

achieved. 

 
3 Impact evaluation: Measures long-term effects of the intervention on the target 

group, as well as indirect effects on the broader community. The information 



were used and what were the main results? Which indicators were used to 

measure the impact? (Max. 300 words)  

There has been an outcome evaluation conducted externally by the research 

group of the Utrecht University of Applied Sciences for the original CyberStories 

workshop. The methods applied involved a mix of qualitative and quantitative 

methods: document research, observation, interviewing and testing. Given the 

limited resources for the research, it was decided to focus on evaluating the 

effectiveness of the workshop. 

The workshop for the students participating in the study could be regarded as 

effective. After the workshop, the students appeared to have significantly more 

knowledge about phishing as a problem, recognizing phishing and preventing 

phishing than before the workshop.  

The effectiveness of the CyberStories workshop is measured by the extent to 

which young people learn during the workshop what the problem of phishing is, 

how they can recognize phishing messages, and what they can do to avoid 

being phished. After the workshop, the students appeared to have significantly 

more knowledge of phishing as a problem. The students also scored more on 

their knowledge of recognizing phishing after the workshop than before the 

workshop. The increase in knowledge about recognizing phishing is medium. 

Furthermore, after the workshop, the students also appeared to have more 

knowledge about the prevention of phishing than before the workshop. The 

workshop thus had an effect on the students' knowledge of phishing. There was 

no significant difference between the percentage of correctly rated posts before 

and after the workshop. 

Again, an evaluation for the Project Week has not been carried out yet. As the 

Project Week is based on the same principles as the Cyberstories Workshop - 

being the coaching through students of journalism, learning by doing and 

teaching the teachers - TMI Academy feels confident about reaching the desired 

effects through the Project Week while awaiting the evaluation taking place in 

2022. 

 

III.  The project shall, as far as possible, be innovative, involving new 

methods or new approaches. 

13. How is the project innovative in its methods and/or approaches? (Max. 150 

words) 

Behind Your Screen focuses on a new approach in education. The translation of 

complex matter to young people through learning by doing, creating a video 

                                              
produced by the impact evaluation determines at what level the ultimate goals of the 

intervention were achieved. 

 



about the theme and applying theory directly in practice by creating digital 

media is a non-traditional but highly effective way of teaching. The use of first -

year journalism students for education is perceived as new by young people 

and ensures that through a one-time financial stimulus the themes of the 

workshop within the Project Week continue to exist without the need for 

external funding. Additionally, this project identified and remedied not only 

knowledge gaps within its participating students, but also in their  teachers.  

In the near future, TMI will be developing a new curriculum for teachers, 

allowing them to be better prepared for future development in regards to digital 

risks, applying the methods and tools that were developed as a result of this 

project. 

 

IV. The project shall be based on cooperation between partners, where 

possible. 

14. Which partners or stakeholders were involved in the project and what was 

their involvement? (Max. 200 words) 

Various partners have participated in the creation of the different workshops 

throughout the years. The network that TMI has collected can be divided into 

two groups of partners: knowledge partners and logistical partners. Because 

the workshops all recur in the Project Week, all of these partners can be said to 

have contributed to it.    

Knowledge partners are generally researchers from universities. Also, in some 

cases TMI has worked with companies that specialize. These partners 

contributed mainly in the development phase of the workshops. The main 

knowledge partners within this project are:  

 Utrecht University of Applied Sciences 

 VU Amsterdam (university) 

 Digital Power 

 Electronic Crime Task Force  

Logistical partners mainly contributed to the implementation of the workshops. 

For example, schools made spaces available and scheduled students out of 

their normal schedules. In particular, we have had a wonderful partner in the 

project from which the Money Muling workshop emerged. Stichting Alleen Jij 

Bepaalt Wie Je (“only you decide who you are”) bent has given us access to 

600 young people who have been able to receive lessons on this hugely 

important topic.  

The main logistical partners:  

• Stichting Alleen jij Bepaalt Wie Je Bent 

• 36 high schools in the Netherlands 

 



V. The project shall be capable of replication in other Member States.  

15. How and by whom is the project funded? (Max. 150 words) 

Several workshops (Cyberstories, Hate Speech, Money Muling) were funded by 

the Dutch Ministry of Justice and Security through a one-time financial 

stimulus. Through the never-ending supply of educators (first-year students of 

journalism) these workshops continue to exist within the Project Week without 

the need for external funding. The Project Week should be replicable in other 

Member States. The cooperation between knowledge institutes can provide 

adequate insight into effective means of teaching target groups locally in 

Member States (and identify what specific local and cultural aspects need 

addressing); journalism and media focused studies whom can provide the peer-

to-peer educators; and educational parties (such as TMI) whom can create and 

facilitate the workshops, can enable projects of this nature to be replicated in 

other Member States. A financial injection from a relevant local governing body 

could jumpstart such projects and result in both short and long term positive 

effects.  

 

16. What were the costs of the project in terms of finances, material and 

human resources? (Max. 150 words) 

TMI trained over 150 PTE (part-time employee) trainers and peer-to-peer 

educators. With this project TMI helped all the schools to find subsidies to fund 

the Project Week. A total of 2.2 million was raised for the schools to fund the 

two year project. With the schools' own contributions, it has proved viable to 

continue the projects after the initial subsidy (but also with the help of other 

subsidy funds).  

The research, the translation of the research into a workshop and the digital 

implementation for sustainable impact has cost about 300,000 euros per 

module. TMI has become more efficient, so new themes will be cheaper.   

For the project weeks, the cost is about 50,000 euros for a two-year course. It 

generally helps schools if this is largely subsidized in the first instance. Schools 

then get two project weeks, parent evenings and train-the-trainer sessions for 

teachers. 

 

17. Has a cost-benefit analysis4 been carried out? If so, describe the analysis, 

including how and by whom it was carried out and list the main findings of 

the analysis. (Max. 150 words) 

                                              
4 Cost-benefit analysis: A type of economic evaluation that compares the direct 

and indirect cost of the resources employed in the intervention, with the equivalent 

economic value of the benefits.  



No, such an analysis has not been carried out. 

 

18. Are there adjustments to be made to the project to ensure a successful 

replication in another Member State? 

There are three things that are helpful when replicating this project. Firstly, a 

consortium of partners that is comparable to the partners in this project would 

be beneficial. It is also important that peer educators are found in the country 

concerned. And lastly: an adequate cultural and linguistic al translation of the 

educational material. This is necessary because there are subtle cultural 

elements in the material TMI creates. These are important details that let the 

lessons resonate for the students (i.e. Dutch influencers and/or celebrities are 

used in the material to resonate well with the target audience). 

 

19. How is the project relevant for other Member States? Please explain the 

European dimension of your project.  

94% of all youngsters in Europe are online daily. Building resilience against 

bullying, violence and outright cybercrime through education in digital literacy 

is a must for the future. The approach developed during this project aligns 

closely with the experiences of youngsters. 

 

Please provide a short general description of the project (abstract for inclusion in 

the conference booklet – max. 150 words).  

94% of all youngsters in Europe are online daily. Building resilience against 

online bullying, violence and outright cybercrime through education in digital 

literacy is a must for the future.  

The Behind Your Screen Project Week is an interactive week for high schools in 

the Netherlands focusing on cyberbullying, sextortion, money muling, fake 

news and cybercrime. Through digital games, interactive classes and film 

education by students of journalism, this project manages to coach the target 

group, elevating their knowledge about the subject matter and giving them the 

required tools and skills to recognize and prevent victimization in the future. 

The Project Week aligns closely with the experiences of youngsters which 

contributes to the successful approach. 

The Project Week is still conducted every week, reaching 8.000 students per 

year. 

 

                                              
 



 


