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To generate profits, expand 

their activities and conceal their 

operations, organised crime groups 

are increasingly misusing legal 

infrastructures, the legal economy 

and public services.. 



Introduction
In Europe, organised crime is no longer an activity that remains hidden in the shadows. It is evolving in ways 
that can no longer be ignored: criminal groups have managed to seamlessly blend in legal activities in order to 
cover their tracks. Europol’s EU Serious and Organised Crime Threat Assessment (EU-SOCTA) states that the 
structures, tools and tactics utilised by criminals have transformed and that the “very DNA of crime is shifting”.1

Assuming that organised crime groups solely restrict their actions to the illegal domain would be a dangerous 
misconception. Today, the reach of organised crime groups (OCGs) stretches far beyond their usual illegal 
markets. To generate profits, expand their activities and conceal their operations, organised crime groups 
are increasingly misusing legal infrastructures, the legal economy and public services. As a result, organised 
crime networks depend on local infrastructures to continue carrying out their activities and hide in plain sight. 
Furthermore, OCGs are not stopped by geographic boundaries: the free movement of persons, goods, services 
and capital underpinned by the EU Single Market is exploited by these groups, who will cross borders in order 
to establish their activities in areas with a more “lenient” legislation, or simply in order to further expand their 
influence and geographical reach. 

Europol emphasises the fact that the most threatening criminal networks should not be viewed as isolated 
entities, but as actors operating within a dynamic criminal ecosystem. Rather than acting alone, they cooperate 
with other criminal actors, adapt rapidly to changing circumstances and continuously exploit weaknesses 
in society, legislation and the legal economy. These networks operate according to a “blueprint of criminal 
opportunism”: criminal networks constantly identify and exploit vulnerabilities that can generate financial 
gain. Traditional law enforcement efforts should therefore be complemented by measures that reduce these 
criminal opportunities and strengthen the resilience of legal and administrative systems. This rationale closely 
mirrors the administrative approach, which aims to reduce opportunities for criminal infiltration by strengthening 
administrative resilience and addressing the vulnerabilities that organised crime seeks to exploit.2

It is important to recognise that national and local administrations may unintentionally create or maintain 
vulnerabilities that organised crime groups can exploit. Administrative authorities may unknowingly facilitate 
criminal activities by issuing permits, licences or subsidies to individuals or businesses linked to organised crime, 
or by failing to detect signs of criminal infiltration. To reduce these risks, public authorities, policymakers and 
practitioners need to understand how organised crime exploits legal frameworks and administrative processes in 
order to identify vulnerabilities before they can be exploited.

The following problem analysis examines the main methods used by organised crime groups to infiltrate and 
exploit the legal economy, whilst highlighting why targeted preventive measures are essential. Strengthening 
administrative processes not only helps prevent criminal infiltration, but also preserves public trust, protects public 
safety, reduces nuisance and safeguards the integrity of local communities. 
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How does organised 
crime infiltrate the 
legal economy? 
In order to continue and expand their activities, OCGs 
require access to legal facilities:3 they infiltrate the legal 
economy, infrastructure and government services for 
different purposes, and in a number of ways: 

The misuse of legal 
business structures

In the European Union, 86% of the most threatening 

criminal networks have been found to be exploiting 

the legal business structure (LBS)4, which serves to 

illustrate how widespread this is.

For organised crime groups, LBS are multifunctional tools 
that they can infiltrate to differing extents and in a variety 
of ways. LBS can be used as cover for the OCGs’ crimes 
(smuggling operations with transport companies), as a front 
to commit illegal activity (with illegitimate investment firms) 
or even as money-laundering schemes. In doing so, they 
conceal the origin of criminal proceeds, give illicit activities a 
legitimate appearance and facilitate the integration of crim-
inal profits into the legitimate economy.

This misuse of LBS can be temporary and occasional 
(offering criminals security and flexibility) or long-term. By 
misusing LBS systematically, OCGs make legitimate busi-
nesses an integral part of their criminal operations, rather 
than using them only for isolated or short-term purposes. 
To do this, criminals will infiltrate already existing companies 
or even create new businesses. Their “legal” activity will 
therefore cover their illegal enterprises by lending them a 
façade of legitimacy. For instance, an OCG could create a 
pizza delivery business, which would look like a legitimate 
and legal company on the surface but serve as a front for 
drug trafficking. As the purpose is to provide a cover for their 
criminal activities, the criminals would provide pizzas, but 
also misuse the logistical aspects of the business (motor-
cycles or cars and the GPS) in order to deliver drugs to 
customers. 

All economic sectors are at risk of exploitation, but a few 
have been highlighted by Europol as being particularly 

affected: cash-intensive businesses such as hospitality, 
logistics sector with transportation companies, for instance, 
and finally, the construction sector.5

Criminal finances 

According to Europol, criminal finances are assets origi-
nating from illegal activities that have been processed to 
conceal their illegal origin. As soon as these funds are inte-
grated into the legal economy, they are used to continue 
and embed the OCGs’ activities within society.6 In the 
following subsections, we will examine two mechanisms 
connected to criminal finances:

1.	 Money laundering and the process of legalising illegal 
revenue;

2.	 International payments and money transfers, which 
can be used to conceal criminal assets and obscure 
the movement of funds across borders.

The “backbone of organised crime”: 
money laundering 

The laundering of money gained from criminal activity 
stands out as perhaps the most significant point of inter-
section between the legitimate economy and organised 
crime. Europol’s SOCTA 2025 refers to money laundering as 
the “backbone of organised crime”, illustrating how crucial 
money laundering is for OCGs to prosper.7 By carrying out 
their illegal enterprises (such as human trafficking, fraud, 
drug trafficking…), OCGs accumulate considerable profits, 
which then have to be integrated into the legal economy 
in order to be useful to the criminals. Money laundering 
schemes provide legitimate fronts to organised crime and 
hide the criminal origins of the revenue. 

Money laundering is generally structured by three stages:

•	 The placement of the funds originating from the crime, 
•	 Its layering in order to hide the criminal trail, 
•	 The integration of the funds, making them appear to 

originate from a legitimate source of income.8 

OCGs exploit LBS in all three of these steps for their 
endeavours.

Different methods are being used to launder the criminal 
money, depending on both the scale and recurrence 
of the money laundering and the OCGs’ proficiency: 9 
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cash-intensive businesses such as retail stores, nightclubs 
or restaurants are frequently exploited in order to merge the 
illegal profits to the legal revenue. 

Funds 
originating 

from criminal 
activity

Funds now 
appear as 
legitimate

Integration of 
these funds 
in the legal 
economy

The smuggling of cash by post and parcel services or by 
couriers is another frequent method used by criminals.10 
They can also buy luxury goods, invest in real estate and 
create networks of shell companies in order to add multiple 
layers of transactions to hide the origins of the funds. 
Another tool in common use by money launderers is docu-
ment fraud: OCGs use forged ID documents and fictitious 
invoices to open bank accounts and disguise the illegal 
origin of the cash.11 Money laundering can also be carried 
out by means of money muling. A person, the money mule, 
receives a specific amount of money in their bank account, 
sent by a third party. Their task is to either take the cash out 
of the account and physically give it to someone else or to 
simply transfer it to another account. In return, the money 
mule gets a commission.12

Money laundering is not solely a technical process, it causes 
real and lasting damage to the legal markets, introducing 
profound economic consequences. For instance, in the real 
estate sector, the influx of illicit funds can artificially inflate 

property prices, making properties unaffordable for legiti-
mate buyers. By investing their laundered revenue, OCGs 
then expand their influence and create economic depend-
encies by gaining footholds in legitimate industries.13

These “traditional”, cash-intensive ways of laundering 
money are still prominent, but there is also an increase 
in money laundering in the digital arena. With internet 
vouchers, online payments, prepaid cards or cryptocurren-
cies, criminals can hide the movement of illegal profits and 
their origins.14 Cryptocurrencies and other digital assets are 
increasingly used to obscure the origin of illicit funds, while 
anonymisation techniques and multiple digital transaction 
channels make it more difficult to trace financial flows and 
identify beneficial owners.

Digital money laundering methods have multiple 
advantages: 

•	 The instantaneity (as the traditional methods appear to 
be rather slow as a method of moving cash), 

•	 The unlimited volume capacity of money being 
laundered, 

•	 A lower detection risk,
•	 Improved anonymity.

Criminals can, moreover, misuse underground banking 
systems, also known as an informal value transfer system 
(IVTS). An IVTS is a network of people or a system receiving 
funds and makes those funds, or their equivalent value, 
available to a third party in a different geographic location. 
These IVTS are used by criminals to launder the financial 
gains of activities such as property crime, smuggling of 
migrants, drug trafficking and trafficking of human beings. 
Hawala is described by Europol as an example of an IVTS 
that serves criminals by laundering and moving their illegal 
profits.15

International payments and 
money transfers

As discussed in the previous subsection, OCGs increas-
ingly use digital methods to anonymously and quickly 
launder money while hiding their tracks. In the last two 
decades, the means by which money has been able to 
move across borders have evolved quite quickly, as a result 
of which transferring money and making international 
payments have now become a major administrative chal-
lenge. This occurred as a result of increased supervision 
by the banking sector arising from improved EU legislation 
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regarding anti-money laundering. Criminals were having 
a harder time using banks to exploit their illegal funds and 
had to come up with new methods to profit from their 
revenues.16 Since then, the rise of cryptocurrencies, online 
platforms, underground banking systems and peer-to-peer 
services have outpaced the existing regulations by contin-
ually offering new methods of transferring money globally, 
whilst managing to avoid further regulations and fees linked 
to traditional banks.17

The use of international payments and money transfers by 
OCGs is not necessarily linked to the laundering of crim-
inal proceeds. It can serve to pay associates or criminal 
services providers and to keep their illegal businesses 
running. For instance, an OCG selling drugs would still need 
to pay the different people working for them in different 
countries, such as corrupt customs officers, the people 
arranging shipments and those providing fake documents. 
In order to do so, they can use money transfer services or 
underground banking services to disguise their payments 
as traditional business expenses to avoid any unwanted 
attention on their activities. The use of such methods is 
therefore not just about laundering or disguising money, 
but also to fund and coordinate the ongoing criminal activ-
ities of these groups. To illustrate this, we can once again 
refer to the IVTS Hawala, a method of money transfer oper-
ating outside of the conventional banking systems to avoid 
regulations or scrutiny. 

In a typical transaction, a person in one location gives 
money to a Hawala operator and requests that an equiv-
alent amount be made available to a recipient in another 
location. The operator receiving the money contacts 
another operator in the recipient’s location and instructs 

them to pay the recipient. No funds are transferred directly 
between the two locations; instead, the two operators settle 
their respective obligations at a later stage through other 
means, such as cash, trade or other forms of settlement. 
This mechanism can enable the rapid and relatively inex-
pensive transfer of funds across borders and can also be 
misused to circumvent currency controls, evade taxes or 
conceal the movement of criminal proceeds. What makes 
it particularly attractive to criminal networks is that for law 
enforcement authorities, the transfer of these funds is much 
more challenging to track.18 Money mules are also used to 
transfer money from one account to another or to transfer 
the cash physically to enable criminals to cover their tracks.

Misuse of transport 
infrastructure (smuggling 
of illicit goods)
Another key method for criminals to pursue their activities in 
the legal domain is the misuse of transport infrastructures. 
This refers to the deliberate usage of transport and logistic 
routes (air, rail, road or maritime networks) as channels for 
the transfer of illegal goods or even financial assets. 

Europe’s transport network, with its ports, airports, as well 
as its highways, represents both important economic infra-
structures and a prime target for exploitation by organised 
crime. OCGs have continuously created sophisticated 
methods in order to exploit those transport infrastructures 
for the smuggling of illicit goods. Maritime transport is a key 
means for criminals seeking to traffic high volumes of goods 
and the operational characteristics and structure of ports 
are quite vulnerable to criminal threats. The volume of ship-
ments processed, the ports’ connectivity with surrounding 
areas, the increasing automation, their open structures and 
the number of different companies as well as personnel are 
all factors contributing to their vulnerability.19

Over 90 million containers pass through European ports 
each year, with only around 2 to 10% undergoing phys-
ical inspection. Ports present a significant vulnerability 
frequently exploited by OCGs in order to ensure the smooth 
transportation of illegal goods. In Europe, major sea ports 
such as the ports of Rotterdam, Antwerp and Hamburg 
have long been key hubs for the entry and distribution of 
cocaine and other drugs, counterfeit goods and weapons. 
In recent years, OCGs have increasingly used secondary 
ports to avoid checks in the major hubs.20 The OCGs infil-
trate, corrupt and sometimes even intimidate personnel 
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involved in the shipping and logistics chain, law enforce-
ment, security companies and customs. This enables them 
to circumvent security procedures and reduce the risk of 
detection by manipulating legitimate transport processes.21

Corruption – Accessing 
permits and business 
licences
As previously noted, corruption is a key enabler of crim-
inal infiltration in ports. However, this risk extends beyond 
ports: corruption is used by more than 60% of EU criminal 
networks.22 Both private and public sectors are targeted 
by corruption. It distorts fair competition and slows down 
economic development, weakens the public institutions 
and erodes the rule of law. Furthermore, corrupt officials 
and individuals work at different levels of the hierarchy. 
Politicians and public institutions from the local to the 
national level could be bribed to influence specific legislation 
or decisions in return for money, gifts or other benefits. Law 
enforcement personnel may also be targeted for corrup-
tion, as a means of circumventing potential prosecutions 
and arrests.23

The issuing of permits and licences helps regulate 
economic activities and ensure compliance with legal and 
regulatory requirements. However, these processes can be 
vulnerable to corruption. When overly complex, they may 
create opportunities for criminals to abuse these proce-
dures.24 Corruption can take many forms, including extor-
tion, in which case officials demand payment or favours in 
exchange for performing their duties; fraud, such as the 
use of fraudulent documents; and bribery, in which officials 

accept money or other benefits in exchange for favourable 
treatment. The proceeds of corruption, such as bribes or 
funds obtained through fraudulent schemes, may subse-
quently be concealed through complex financial networks, 
making detection more difficult. By corrupting officials and 
other key actors, OCGs can gain access to businesses, local 
administrations and key transportation hubs, allowing them 
to facilitate their criminal activities and reduce the risk of 
detection by law enforcement.25

Informal payments and bribery can also be used by crimi-
nals to receive a permit or a licence without going through 
the multiple layers of administrative requirements, and 
sometimes may even involve searching to acquire fraud-
ulent papers. Criminals could acquire a licence in order 
to legally run a bar that could sell alcohol, but solely for 
illegal purposes. This would provide them with a legitimate 
front that could then be used for purposes such as drug 
dealing or tax fraud, thereby combining corruption with the 
exploitation of legal business structures. Corruption there-
fore encompasses all levels of society and happens at every 
stage of the criminal activities,26 ranging from a small-scale, 
petty bribery up to corruption schemes worth millions of 
euros.27 Corruption can serve different purposes for crimi-
nals, but it mainly functions as a way of infiltrating the public 
and private sectors and of gaining influence. 
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Public procurement, unfair 
competition and market 
disruption 
Another important consequence of infiltration by organ-
ised crime is the distortion of legitimate markets and 
public procurement. By laundering criminal proceeds 
through legal businesses or manipulating procurement 
procedures, OCGs gain an unfair competitive advantage 
over legitimate operators and undermine market integ-
rity.30 It is also important to recognise that public procure-
ment processes can be vulnerable to practices that distort 
competition.

The OECD states that “public procurement is one of the 
largest government spending activities in any country”.31 

Given the scale of public expenditure involved, procure-
ment processes can form particularly attractive targets 
for corruption and other forms of manipulation such as 
bid rigging.

OCGs may exploit these vulnerabilities by manipulating 
tender procedures, corrupting officials or using legitimate 
businesses to gain access to public contracts. Such prac-
tices distort competition, disadvantage legitimate suppliers, 
increase procurement costs and can lead to the inefficient 
allocation of public resources. The OECD further empha-
sises that such practices weaken transparency and integrity 
in procurement and can adversely affect market functioning 
by limiting fair competition between suppliers.32 

The European Ports Alliance Public-Private 
Partnership & POSEIDON

In response to the risks of corruption and criminal infiltration in the port sector, the 

European Union launched the European Ports Alliance Public-Private Partnership in 2024. 

This initiative brings together public authorities and private stakeholders as a means of 

actively preventing the criminal exploitation of administrative processes (such as licensing 

and permitting) and of strengthening safeguards. The Alliance provides a concrete 

illustration of collective measures needed in order to address the risks posed by corruption.28 

A second example is POSEIDON (Ports United Against Corruption), an ISF-funded project aiming to 
assess the vulnerability of the supply chains of major EU ports to corruption, to identify and analyse 
good practices for tackling corruption in these ports and to improve communication between the 
different stakeholders.29 

While both the European Ports Alliance and POSEIDON focus on seaports, their approaches 
underline key strategies that can be applied across different sectors that are vulnerable to 
corruption. These include: 
•	 Improving communication between the different stakeholders; 
•	 Proactively addressing the risks of corruption within administrative processes;
•	 Fostering transparent cooperation strategies.
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Conclusion
OCGs exploit the legitimate economy for several purposes. Misusing legal infrastructure, economic activities and 
government services can increase their profits, facilitate the laundering of criminal proceeds or support their illegal 
activities. Such exploitation can also serve their personal interests and enable them to gain influence over businesses, 
political actors and administrative processes, thereby strengthening their control over specific territories.33

These criminal methods of infiltration have created a fast-moving and complex landscape. This landscape challenges 
traditional law enforcement responses, whilst providing an impetus for coordinated and innovative action across national, 
regional and local levels and that encompasses the relevant public and private stakeholders. Research suggests that 
traditional enforcement measures alone may sometimes produce unintended effects. A study by the University of 
Amsterdam has raised the question of whether police crackdowns can, in certain contexts, actually strengthen organised 
crime groups rather than weaken them. By disrupting existing networks, such interventions may create opportunities for 
more adaptive or violent actors to emerge, or incentivise criminal groups to become more sophisticated and resilient in 
their operations. This highlights the capacity of OCGs to rapidly adjust to external pressures and reinforces the need for 
preventive, administrative measures that address the structural conditions that are enabling their activities, rather than 
relying solely on reactive enforcement.34 This highlights the need for complementary measures that not only address 
criminal activities themselves but also the legitimate structures and administrative vulnerabilities that enable them. 
The administrative approach utilises administrative powers, regulatory measures, information sharing and multi-agency 
cooperation to provide a complementary tool that is able to prevent and disrupt the exploitation of legitimate structures 
by organised crime.
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Summary
Organised crime does not operate solely within the illegal 
sphere. Criminal networks rely on legitimate businesses, 
financial systems, transport infrastructure and public 
services to conceal, facilitate and expand their activities. 
Understanding how these legal structures are exploited is 
essential to identifying where administrative authorities can 
intervene.

This section examined the main ways organised crime infil-
trates and misuses the legal economy, from money laun-
dering and the misuse of businesses to corruption, transport 
infrastructure and public procurement. By identifying the 
vulnerabilities that criminal networks exploit, it highlighted  
why preventing and disrupting organised crime requires 
action beyond traditional criminal justice responses.
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Administrative measures have 

the capacity to prevent and disrupt 

organised crime and, in doing 

so, complement the criminal law 

approach. This complementarity makes 

the administrative approach a powerful 

tool for both preventing and tackling 

organised crime. 
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Introduction
As organised crime has become increasingly adaptive and embedded within the legal economy, criminal 
justice measures alone are not always sufficient to prevent or disrupt its activities. Addressing organised 
crime therefore requires a multi-disciplinary response that complements traditional law enforcement with 
administrative measures. This is where the administrative approach comes into play. Administrative measures 
have the capacity to prevent and disrupt organised crime and, in doing so, complement the criminal law 
approach. This complementarity makes the administrative approach a powerful tool for both preventing and 
tackling organised crime.

One of the early examples of an approach that laid the foundations for what is now known as the administrative 
approach can be found in New York in the 1980s. According to the New York State Organised Crime Task Force, 
the construction industry was at the time “riddled with crime and corruption”, including extortion of contractors 
by groups connected to the Mafia, theft of materials, and racketeering involving union pension trusts and funds.1 
These practices relied on the complicity of public officials and had significant consequences for the construction 
industry: public resources were diverted, construction costs and quality were distorted and legitimate companies 
struggled to compete with criminally connected businesses. The resulting concentration of financial power further 
strengthened the position and influence of organised crime in New York.

The struggle against this industry affected by organised crime and corruption is often referred to as the origin 
story of the administrative approach. The traditional criminal justice methods had a limited effect, whilst the very 
structure of government often accidentally supported the criminal groups concerned. In the 1990s, under the 
governance of Mayor Giuliani, New York was granted stronger regulatory powers, which marked a specific shift 
of strategy. The newly instituted measures required all new businesses in designated sensitive sectors to pass 
anti-Mafia screenings in order to receive the permits requested. Furthermore, it also enabled the withdrawal 
of previously allocated permits by the authorities whenever criminal ties were discovered.2 This combination 
of administrative tools and measures that form part of traditional criminal justice was the starting point of the 
administrative approach. 

In the 1990s, Italy experienced a series of high-profile attacks by Mafia organisations against politicians, law 
enforcement and members of the judiciary. During this period, Mafia groups also increasingly pursued economic 
interests, shifting their activities towards the infiltration of legitimate businesses and markets.3 Anti-Mafia 
measures were initially introduced by means of a series of separate legislative measures, until the “Code of 
Anti-Mafia Laws, relevant preventive measures and new anti-mafia provisions” (Anti-Mafia Code) was presented 
in 2012. By bringing together all the anti-mafia measures previously taken into one comprehensive legal 
framework, it aims to combat organised crime and more specifically Mafia-type criminal activity4 by focusing on 
both preventive and investigative measures, but also by confiscating assets and instigating measures against 
individuals. Today, checks and documentation are handled using a national database (The Single National 
Database for Anti-mafia Documentation, BDNA), which has been made accessible to the relevant public agencies 
such as public administrations and entities, the authority responsible for the supervision of government contracts 
and the Chambers of Commerce, Industry, Craftsmanship and Agriculture. Furthermore, local state authorities 
(Prefetture), representing the Italian central government at the provincial level, manage “white lists” of suppliers 
that they have identified as “free from Mafia infiltration”, which has proven to be quite effective, especially in 
sensitive sectors.5 Thanks to this integrated approach, Italy has managed to strengthen its ability to respond and 
prevent the risks of organised crime within its own economic and public spheres.
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The Netherlands provides another important example 
of how the administrative approach developed into a 
more comprehensive legal and institutional framework. 
In response to a sharp rise in crime in the 1980s, the 
Dutch government recognised the growing risks posed 
by organised crime, and particularly its infiltration in the 
legal economy. The Dutch response developed along two 
complementary lines: strengthening law enforcement and 
developing preventive administrative measures. In 1990, the 
Dutch-American Conference on Organised Crime formed a 
key milestone, and emphasised how important the involve-
ment of local government was in tackling organised crime. 
Policy reforms, including the Special Powers of Investigation 
Act in 2000 and the BIBOB (Public Administration Probity 
Screening) Act in 2003, have given authorities more power 
to prevent criminals from abusing legitimate businesses. 
Multi-agency projects and regional collaboration have 
since strengthened the administrative approach in the 
Netherlands.6

However, there is still some confusion surrounding the admin-
istrative approach. This ambiguity is mainly due to the fact 
that the concept is used in a variety of ways across the EU, 
reflecting different methods, definitions as well as practices. 
As a result, it is not always clear what this approach entails 
in practice, nor how the Member States could translate this 
method to their own national or local situation. As of 2022, 
most EU Member States had not yet defined a coordinated 
strategy encompassing legislation, policy and operational 
levels.7 Alongside the diversity of national perspectives, three 
main definitions have emerged at the European level.8 For 
the purposes of this publication, however, we will rely on the 
definition introduced by ENAA in 2019. As ENAA defines it, 

“An   administrative approach to serious and 

organised crime is a complementary way to prevent 

and tackle the misuse of the legal infrastructure 

through multi-agency cooperation by sharing 

information and taking actions in order to set up 

barriers.”9 

It is essential to note that the administrative approach is not 
exclusively defined by a preventive nature: measures from 
the administrative approach can be established based on 
knowledge on former offences, and the use of this method 
by the authorities can also be used in a repressive manner 
to disrupt criminal activities.10 For instance, administrative 
measures may be taken in response to identified criminal 

activity, for example by withdrawing a permit or closing a 
business that has been misused for criminal purposes. The 
administrative approach can therefore be implemented 
in different ways, depending on each country’s national 
context and experience with organised crime.

Despite increasing recognition at the European level, the 
administrative approach remains relatively unknown to 
many Member States and, in particular, to local authorities 
responsible for its implementation. In practice, it means 
that even if the concept is well-developed at policy level, 
translating it into concrete and operational measures at local 
level can still be a challenge. Bridging such a gap not only 
requires clearer definitions, but also practical guidance and 
accessible examples tailored to local contexts.11

The administrative 
approach: five pillars 
for practitioners
In order to tackle the lack of understanding regarding the 
administrative approach and the confusion surrounding its 
application, five pillars have been underlined by ENAA12 as 
an indicator of a successful AA initiative for practitioners. 
These pillars should be understood as guiding principles 
rather than strict requirements. Whilst together, they form 
a strong framework for implementing the administrative 
approach, not every initiative will include all five pillars from 
the outset. Depending on the national or local context, legal 
framework and available resources, authorities may initially 
focus on only some of these elements and progressively 
develop the others over time. Even partial implementation 
can already contribute towards preventing and disrupting 
organised crime:

1. Tackle misuse of legal infrastructure: 

Administrative authorities play a major role in preventing 
and tackling the exploitation of legal infrastructures or the 
economy by criminals. Local and national authorities must 
have the tools to properly fulfil their role of tackling OCGs. 
The first step, therefore, is for each agency to apply its own 
competences independently (e.g. conducting a preventive 
screening to verify the applicant for a licence).13

2. Complementarity: 

The administrative approach should complement, rather 
than replace, traditional criminal justice measures.14 
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It provides additional tools to prevent and disrupt organised 
crime by addressing vulnerabilities in legitimate structures 
that may not be fully addressed through criminal justice 
measures alone. Its effectiveness depends on coordination 
between administrative authorities, law enforcement and 
other relevant actors.

3. Multi-agency cooperation: 

As previously noted, each administration and authority 
utilises their own specific powers in order to prevent and 
disrupt criminal activity. It means that in order to address 
organised crime more effectively, cooperation between 
the different partners is crucial. By way of illustration, 
competent authorities could, in the event of business 
regulations having been transgressed, revoke a business’s 
licence, impose administrative fines or perform inspections. 
Organising coordinated action to address a specific type of 
crime or location by involving different government agen-
cies is a typical concept of the administrative approach and 
is an example of what we call “working apart together”. 

In practice, this concept generally takes two forms:

•	 The first consists of organising joint inspections, 
during which relevant agencies visit a business together 
to verify compliance within their respective areas of 
competence. A restaurant reporting unusually high reve-
nues despite having very few customers can illustrate 
this approach. It may in fact raise concerns regarding 
tax evasion, money laundering or other illegal activities. 
A joint inspection could be organised in which various 
agencies each inspect the restaurant within their own 
area of competence. For instance, the fire department 
could assess compliance with fire safety regulations, 
while food safety officers could verify hygiene standards. 
At the same time, the police could be present during the 
inspection to ensure security and investigate any indica-
tions of criminal activity.

•	 The second form focuses on the exchange of infor-
mation between authorities, allowing each partner to 
take action using its own legal powers (e.g. the Italian 
Anti-Mafia Directorate and the Dutch RIEC).15 Such 
information-sharing is particularly valuable whenever 
one authority possesses information that falls within 
another authority’s area of competence. For example, 
during an investigation, a local police department may 
uncover evidence of potential tax fraud involving a logis-
tics company. By sharing that information with the tax 

authorities, the police will be enabling the tax authori-
ties to launch an investigation of their own and take the 
appropriate administrative or tax-related measures. 

The concept of “working apart together” is explored below.

4. Sharing of information: 

“Working apart together” cannot be successful if infor-
mation is not shared between the different authorities, 
administrative and law enforcement partners. The flow 
of information between the different partners affects the 
effectiveness of inter-agency cooperation. 

However, issues regarding information sharing from higher 
levels to local levels are still present, which then limits the 
ability of local authorities to act. The flow of information 
comes up against a variety of obstacles, such as different 
interpretations of confidentiality, legal constraints or even 
a lack of awareness of the need to share relevant informa-
tion. As a result, the information gathered by the different 
agencies is not automatically shared amongst partners, and 
even when specific legal frameworks may exist to facilitate 
this process, the procedure is not always guaranteed. As 
a whole, the flow of data from administrative authorities to 
law enforcement agencies does not usually encounter any 
issues, but the flow of data in the opposite direction certainly 
does. When awareness of each other’s competences and 
roles and of the relevance of information is lacking, critical 
data might not be shared. This poses a significant problem, 
as administrative authorities may depend on information 
held by law enforcement to identify criminal links or risks 
that fall outside of their own information sources. This can 
significantly limit the ability of authorities to coordinate their 
interventions and use their respective powers effectively.16

5. Take actions to set up barriers:

If authorities are able to identify the criminals’ misuse of the 
legal economy, infrastructure or government services, they 
can then, with the help of relevant partners, take coordi-
nated action to create barriers to criminal activity. These 
barriers include a wide array of measures: revoking permits, 
dissolving businesses, non-conviction based confisca-
tion, coordinating inspections… all of which are explained 
later on in this toolkit. Collectively, these measures aim to 
create barriers to prevent and disrupt organised crime. 



20  I  ENAA  |  Toolkit The administrative approach – Closing the web around organised crime

The Barrier Model
To identify where and how administrative interventions can 
be most effective, the administrative approach can make 
use of a tool known as the Barrier Model. This instrument 
is designed to systematically map out the entire business 
process being exploited by the criminals. It breaks down 
each of the critical steps that criminals take to commit 
a crime and identifies where public and private actors 
can intervene to disrupt the criminal process by creating 

barriers.17 The model is typically presented as a table such 
as the one below (Figure 1). The different process steps of 
a criminal activity (i.e. labour exploitation: recruitment, use 
of services, the transportation of victims and others) are 
listed horizontally across the top. The model combines the 
different stages of the criminal process with five compo-
nents listed vertically: indicators, facilitators, opportunities, 
partners and barriers.

Indicators

 
Signals or warning signs that  

can be detected by authorities  
or other partners

Partners

 
Persons or organisations who can play  

a preventive or “repressive” role

Facilitators 

Actors (e.g. businesses, service 
providers, landlords) that 

knowingly or unknowingly enable 
the crime to happen

Barriers

 
Safeguards or interventions that could be implemented 

to block or disrupt the criminal process concerned

Opportunities 

Societal or legal loopholes  
creating space for crime

Step 1 Step 2 Step 3 Etc.

Indicators

Facilitators

Opportunities

Partners

Barriers

Figure 1: The layout of a barrier model.
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The barrier model is an adaptable tool, in that the table 
allows practitioners and authorities to tailor it to their 
own context. That way, by transparently determining the 
sequence of actions required for the criminal activity (e.g. 
in cases of sexual exploitation: the recruitment of victims, 
their entry into exploitation, the housing of sexual services, 
the transportation of victims, forced labour and the laun-
dering of finances), the model underlines when and where 
intervention is possible. It highlights which authorities are 
best positioned to put up barriers, therefore obstructing 
the criminal process as well as preventing the misuse of 
legal economic structures, infrastructure and government 

services. This model helps to identify vulnerabilities, but 
also facilitates the allocation of responsibilities amongst 
the different partners.18 The Barrier Model is a great tool to 
be able to identify all of the potential actions that could be 
taken by different partners, and therefore improve multi-dis-
ciplinary cooperation by fostering coordinated interventions 
and facilitating the exchange of information amongst part-
ners. The model is therefore a planning tool rather than an 
intervention in itself: identifying potential barriers is only 
the first step; practitioners must subsequently agree upon 
responsibilities, implement the identified measures and 
monitor their results.

Actors of the administrative approach

The administrative approach involves a wide range of stakeholders. These include national 

ministries (e.g. employment or finance), the judiciary, law enforcement, municipal authorities, 

tax and customs authorities, as well as housing, labour, health or safety inspectorates.19

The involvement of different actors is an important strength of the administrative approach. Each 
authority brings its own competences, information and resources, thereby allowing organised crime 
to be addressed from different angles. It also broadens responsibility for preventing and disrupting 
organised crime20 beyond the police and public prosecutors, which can be particularly relevant in 
situations where traditional criminal justice actors are faced with capacity and resource constraints.21

Bringing these different capacities together can also contribute towards a more efficient use of the 
resources available. Practitioners highlighted that cooperation between authorities can reduce the 
duplication of efforts, facilitate the pooling of expertise and allow for more targeted interventions.22 
The added value therefore lies not in involving as many actors as possible, but in identifying the 
relevant partners and combining their respective powers, wherever this can contribute towards a more 
comprehensive response.

Effective implementation nevertheless depends on the ability of these actors to work together. Multi-
agency cooperation and information sharing are therefore central elements of the administrative 
approach, while the challenges associated with establishing such cooperation are addressed further 
below.
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Potential 
implementation 
challenges
While the administrative approach offers significant bene-
fits, practitioners may encounter a number of challenges 
when implementing it. These challenges are generally 
not inherent to the approach itself but relate to the legal, 
organisational and operational conditions required for its 
successful implementation. Understanding these potential 
obstacles, together with the practices that can help over-
come them, is therefore essential.

Establishing an adequate 
legal framework
Whilst some Member States already possess specific legal 
frameworks allowing them to develop extensive administra-
tive measures, most of them are still lacking in this domain 
and will need amendments to legislation in order to imple-
ment the administrative approach to its full potential. 

The Netherlands is an example of a Member State that has 
enacted legislation that provides a legal basis for the admin-
istrative approach. With the BIBOB Act, the Netherlands 
has created a specific authority, the Landelijk Bureau Bibob 
(LBB) or National Bureau Bibob, which operates under the 
authority of the Ministry of Justice and Security. The LBB 
advises the administrative authorities on applicants for 
specific permits after screening their application in order 
to identify potential criminal abuse of the permits and 
licences concerned. However, the request from the admin-
istrative authorities to LBB to share with them their advice 
is non-mandatory. The administrative authorities always 
conduct their own screenings of applicants (applicants can 
be a person as well as a specific business) and will be the 
final authority to decide on the outcome of the application. 
If grounds have been identified that indicate that the appli-
cant may abuse their permit or subsidy in the future, the 
administrative authority can decide to either revoke the 
permits concerned if they have already been issued, or to 
refuse to issue them. Furthermore, this legislation stipulates 
that a list of government bodies23 is required to cooperate 
and share information, when requested by the administra-
tive authorities, except in certain cases. These bodies hold 
data on matters such as criminal justice, the right to lawful 
residence, financial information, work and social benefits, 

food and health and others. In short: information that may 
be crucial to the screening.24

Managing expectations and 
demonstrating impact
In some jurisdictions, authorities are expected to produce 
tangible results from the administrative approach, 
even though implementation remains at an early stage. 
Practitioners highlighted the difficulty of demonstrating 
impact in situations where legal frameworks, risk assess-
ment methodologies and cooperation structures are still 
under development. This can create pressure on local 
authorities to deliver measurable outcomes before the 
necessary institutional foundations are fully established.25

�Building multi-agency 
cooperation across 
institutional boundaries 
Beyond the legal and institutional framework, the admin-
istrative approach also requires authorities from different 
sectors to work together in ways that may differ from estab-
lished institutional practices. Practitioners emphasised the 
fact that successful implementation not only depends on 
legal frameworks, but also on the willingness of organisa-
tions to share information, build trust and work together. 
Building trust between agencies and fostering a culture of 
collaboration can pose a significant challenge, particularly 
where authorities traditionally operate in separate profes-
sional environments.26 

�Protecting practitioners 
and ensuring integrity
In some local contexts, particularly in smaller communities 
where social ties are strong, authorities may encounter 
reluctance to report suspicious activities linked to organised 
crime. Practitioners noted that concerns about intimidation 
or retaliation can affect both citizens and professionals 
involved in administrative enforcement. Ensuring adequate 
safeguards, such as integrity screening, safety measures 
and organisational support for staff dealing with organised 
crime cases, is essential for the sustainable implementation 
of the approach.27
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�Administrative 
enforcement can be  
time-consuming
Multi-agency cooperation can make administrative 
enforcement time-consuming. On the one hand, meetings 
with partners have to be organised on a regular basis, and 
the participants attending those meetings may not all be 
in possession of a decision-making mandate. Reaching a 
consensus may then involve additional meetings before 
a decision can be taken. At that point, the information 
provided on the specific case may be too old to act upon.28 
On the other hand, administrative authorities have to build 
strong cases before they are able to take specific measures. 
Checks and balances (e.g. the right to be heard) have to be 
put in place and can further delay the implementation of 
administrative measures.

The sharing of information between government agencies 
is therefore crucial. Where suspects are linked to organ-
ised crime, police intelligence may support administrative 
enforcement measures such as the revoking of a licence. 
In some jurisdictions where specific legal frameworks facil-
itate more structured and regular information exchange 
between authorities, administrative enforcement processes 
may be more efficient, thereby reducing procedural delays 
in addressing risks relating to criminal activity and thereby 
contributing towards the protection of public safety and 
order.

Where clear governance structures and information-sharing 
arrangements are already established, administrative 
procedures can be carried out more efficiently.

The displacement effect as 
a potential consequence: 
a call for cross-border 
cooperation
Administrative measures can cause what is called the 
displacement effect. The free movement of persons in the 
EU (following the creation of the Schengen zone) can facil-
itate the movement of criminal actors and activities across 
jurisdictions to locations in which laws or regulations appear 
more lenient towards their activities.29 In fact, displacement 
refers to “the relocation of crime from a certain place, time, 
target, method or offender to another, as a result of a crime 
prevention initiative”.30 

To illustrate this effect, we can refer to the initiatives from 
Germany and the Netherlands, which targeted Outlaw 
Motorcycle Gangs (OMCGs) that were engaged in crim-
inal activities in both countries. These groups, having a 
predilection for extreme violence, were consequently a 
significant threat to the public order and safety. Despite 
the fact that the Dutch authorities are working together to 
tackle these gangs (by banning OMCG clubhouses, with-
drawing permits or imposing restrictions), these measures 
led these groups to move across borders and displace the 
issue. The OMCGs were able to relocate to Belgium, where 
they continued their former activities. For this reason, the 
displacement effect underlines the need for stronger and 
improved cross-border cooperation in order to combat this 
potential consequence.31

Information sharing gaps 
to overcome: lessons from 
EURIEC
For the administrative approach, cross-border informa-
tion-sharing remains an important challenge. Whilst organ-
ised crime operates across national borders, administrative 
authorities generally exercise their powers within national 
legal and institutional frameworks. Differences in legisla-
tion, competences and responsibilities can therefore make 
it difficult for authorities to obtain information held by their 
counterparts in another Member State. This is particularly 
relevant when administrative action depends on information 
held abroad, for example when assessing a person or busi-
ness operating across borders.

The Euro-regional Information and Expertise Centre 
(EURIEC) provides an example of how these challenges 
can be addressed in practice. Established in 2019, EURIEC 
aims to strengthen cross-border administrative coopera-
tion between Belgium, Germany and the Netherlands as a 
means of combating of organised crime. It assists specific 
cross-border cases by providing legal expertise by clarifying 
the possibilities, structures and processes available in the 
participating countries and by bringing together relevant 
authorities through expert platforms to explore practical 
solutions for the sharing of information across borders. 
Based on the cases submitted, EURIEC has also developed 
practical guidance on the possibilities and limitations of 
exchanging different types of information across borders.32 



24  I  ENAA  |  Toolkit The administrative approach – Closing the web around organised crime

One of the issues that arises when exchanging information 
across borders concerns the processing and protection 
of personal data. EURIEC’s experience shows that data 
protection rules are not necessarily the main obstacle 
to such exchanges. The GDPR sets conditions for the 
lawful processing and sharing of personal data, including 
the need for an appropriate legal basis and compliance 
with data-protection principles.33 In practice, however, 
cross-border administrative information exchange can be 
restricted by national legislation, including the absence of 
explicit legal grounds for sharing certain types of data and 
limitations concerning the purposes for which information 
may be reused.34 As a result, information that could support 
administrative action in another country cannot always be 
exchanged. EURIEC can help authorities identify the possi-
bilities and limitations of information exchange and explore 
alternative solutions, but where a legal basis for exchanging 
personal data is lacking, such an exchange is not possible. 
In the absence of strong national legislation, it will not be 
possible to fully leverage the EU tools that are available in 
order to improve cooperation regarding the fight against 
organised crime.35

The Benelux Treaty on police cooperation provides another 
example, this time concerning the role of police information 
in support of administrative action. Signed in 2018 and imple-
mented since October 2023, the Treaty was introduced 
in order to strengthen cross-border police cooperation 

between the three countries. With this treaty, cooperation 
between the police forces of the three Benelux countries 
is reinforced, including by allowing the exchange of police 
data. Article 4§3 (title 2) of the Treaty states that unless 
the national law of the requested party explicitly prohibits it, 
the competent authorities in Belgium, Luxembourg and the 
Netherlands may share personal information and data with 
each other upon request, only for the purpose of carrying 
out their legal duties in order to take administrative meas-
ures to prevent criminal offences and to maintain the public 
order. This marks a significant step forwards with regard 
to cross-border information-sharing in the context of the 
administrative approach. However, the practical applica-
tion of Article 4§3 remains dependent on the development 
of national legal and operational frameworks within the 
Benelux countries. Until these implementing conditions are 
in place, the full operational potential of this provision may 
not yet be reached.

Together, these examples highlight two complementary 
dimensions of cross-border information sharing. EURIEC 
demonstrates how a dedicated cooperation structure can 
bring administrative partners together, provide expertise 
and help authorities navigate existing possibilities for the 
sharing of information, whilst the Benelux Treaty illustrates 
the importance of a formal legal framework allowing police 
information to be used to support administrative action 
across borders.
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Conclusion
The administrative approach has become an important complement to traditional criminal justice in the fight against 
organised crime. By mobilising a wide range of actors, it allows authorities to intervene earlier in criminal processes, 
disrupt the misuse of legal infrastructures and put up coordinated barriers against illicit activities. Tools such as the 
Barrier Model further operationalise this approach by translating complex criminal processes into actionable points of 
intervention and by fostering structured multi-agency cooperation.

The added value of the approach lies in its multi-disciplinary nature, its flexibility across national and local contexts 
and its capacity to combine preventive and disruptive measures in a coordinated framework. The five pillars outlined 
in this section illustrate the practical dimensions that underpin its implementation. However, the effectiveness of the 
administrative approach depends on several conditions. These include coherent legal frameworks, sustained information-
sharing mechanisms and the ability to overcome operational challenges such as institutional fragmentation, cultural 
differences between agencies and cross-border displacement of criminal activity. As highlighted by practitioners, 
implementation also requires realistic expectations, gradual capacity-building and attention to the practical constraints 
faced by local authorities.

Ultimately, the administrative approach is not a fixed model but an evolving strategy. Its potential can only be fully realised 
through sustained inter-agency cooperation, continued legal and operational development and a shared commitment 
amongst stakeholders to work “apart together” in a structured and coordinated way to combat organised crime.
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Summary
Organised crime cannot be addressed by law enforce-
ment and criminal justice measures alone. Administrative 
authorities and other partners hold powers, information and 
expertise that can help prevent and disrupt criminal activity, 
particularly in situations where organised crime is exploiting 
the legal economy and infrastructure.

The administrative approach brings these different capac-
ities together through multi-agency cooperation, informa-
tion sharing and coordinated action. Its five pillars set out 
the core principles of the approach, while tools such as the 
Barrier Model help translate them into practice by identi-
fying where and how different actors can intervene. How 
these principles are applied will ultimately depend on the 
legal, institutional and operational context in which author-
ities operate.
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This guideline should be understood 

to consist of recommendations 

rather than fixed steps, and that 

different jurisdictions may follow 

different pathways, depending on 

their institutional context and  

legal frameworks.
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Introduction
This third section of our toolkit on the administrative approach is based on a previous paper published by 
ENAA on how to get started with the administrative approach. As mentioned in the previous toolkit sections, 
the variety of national context and situations makes it rather difficult to publish a one-size-fits-all, step-by-
step guideline. This section therefore aims to serve as a tool that can be used in order to get started with the 
administrative approach (see Figure 1), drawing its recommendations from some of the more experienced 
EU Member States. Consequently, each step then has to be tailored to fit the specific context in which the 
approach will be implemented. The experiences of both the ISEC 2013-2015 project in Genk, Belgium and the 
more recent Luxembourg initiative further demonstrate that this guideline should be understood to consist 
of recommendations rather than fixed steps, and that different jurisdictions may follow different pathways, 
depending on their institutional context and legal frameworks. To help better visualise this process in practice, 
we will be using the Genk project as the main case study throughout this section, while drawing on additional 
examples from other Member States wherever relevant.
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06. Share information
Make timely information exchange between agencies 
as the backbone of cooperation and prevention

01. Compile instrument
Existing administrative tools and good practice

02. Take action
Evaluate which instruments fit your local context 
and adapt them

03. Raise awareness
Equip local authorities with knowledge and tools  
to fight OC 

07. Joint inspections
Bring agencies together in joint field inspections 
to disrupt criminal infiltration

1

2

How to get 
started with the 
administrative 
approach

04. Organise partnerships
Set up a clear cooperation structure for 
coordination and information sharing

Steps to get started with  
the administrative approach

 

Figure 1: The six steps on how to get started with the administrative approach
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The ISEC 2013-2015 project (Genk)

This project, which we will use as our case study for this section of the toolkit, was carried out 

in the Belgian city of Genk between 2013 and 2015 under the EU ISEC programme. Its aim was 

to explore how the administrative approach to organised crime (drawing on Dutch experience) 

could be adapted to the Belgian context.

The project focused on strengthening the role of local authorities by improving awareness, enhancing 
cooperation between municipal services and partners and developing practical tools to detect and 
prevent criminal infiltration in the legal economy.

Despite legal and organisational challenges, the Genk project showed that local administrations can 
play a central role in tackling organised crime when supported by structured cooperation, information 
exchange and targeted training.1

National example: Luxembourg

Alongside the Genk project, Luxembourg provides a recent illustration of how authorities can prepare 
for the implementation of the administrative approach. Its experience demonstrates that getting 
started does not necessarily require new legislation from the outset, but rather a structured process of 
awareness-raising, mapping existing instruments, engaging relevant stakeholders and progressively 
building on existing legal and administrative frameworks. A detailed presentation of the Luxembourg 
initiative is available in the accompanying case study (See further below). 

Compiling as many 
available instruments 
as possible

As the administrative approach is not yet fully understood 
or has not been widely implemented across the European 
Union, doubts remain regarding how the method should be 
applied in practice. Different methods, practices and even 
definitions of the approach amongst practitioners provide 
an explanation for this situation.2 In order to start imple-
menting the administrative approach, the first suggested 
step is to systematically map all administrative instruments 
and measures that are already available in your national and 
local context. This will ensure that existing resources are fully 
understood and leveraged, will avoid unnecessary duplica-
tion and will provide a solid foundation for assessing where 
other solutions or practices might complement gaps or

weaknesses in the current framework. Only after mapping all 
available national or local tools should attention turn towards 
good practices or additional instruments developed in other 
countries.

While many EU Member States already have measures such 
as public-order regulations, applicant screening mechanisms 
and existing business regulations that could help to prevent 
and tackle organised crime, they are not always applied with 
that objective in mind.3 To initiate the use of the administrative 
approach, it is essential to map out all administrative actions 
that might be helpful to address either general organised 
crime, or more specific and widespread crime in the region 
concerned.4 For instance, in the case study taking place in 
the city of Genk in Belgium, the project builds its foundation 
on the Dutch experience with the administrative approach, 
and is therefore benefiting from information and expertise 
that had accrued in the Netherlands. 
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In practice however, compiling a comprehensive overview of 
the available tools can prove challenging. Relevant powers, 
procedures or measures can be dispersed across different 
levels of government and policy areas, while administrations 
may not always be aware of the competences and tools 
available to other actors. This challenge can nevertheless be 
mitigated through a number of good practices. In Belgium, 
for example, municipalities can consult the ARIECs, which 
provide practical information on the administrative measures 
available to mayors, on the legal basis of those measures and 
on the conditions for their use. In Germany, the value of using 
existing sector-specific working groups to identify relevant 
measures and sources of expertise was highlighted. These 
examples show that compiling an overview of available tools 
is often a collaborative process involving multiple partners 
and sources of information.5

A great resource for any entity that would like to compile good 
practices would be the study conducted by Spapens et al in 
2015. This study lists 10 EU Member States and the admin-
istrative regulations they have implemented in their country 
against organised crime. Even though ten years have passed 
since the publication of that study, the practices are still rele-
vant today and are a great starting point to obtain details of 
various examples of measures. This study further catego-
rised three distinct ways in which administrative cooperation 
and measures targeted at preventing and combating organ-
ised crime are used: the use of preventive screenings, the use 
of administrative measures and the use of the “working apart 
together” strategy.6

With regard to the first method, the use of preventive screen-
ings is meant to prevent the infiltration of criminals into the 
legal economy or distinct businesses. It also aims to ensure 
fair competition and transparency, prevent corruption and 
to block businesses owned by criminals from acquiring 
contracts with the government. Commonly, any person 
who intends to start a new business has to provide proof 
of a clean criminal record in order to prove their good inten-
tion regarding that activity. Depending on the field (such as 
a taxi services or working with children), attention will be 
given to relevant infractions, and the staff will also have to 
confirm that their record does not include these particular 
offences. For sectors presenting higher risks to the environ-
ment, health or safety for instance, the background checks 
to be conducted are more thorough and those businesses 
are monitored more closely. The traditional regulations in 
most countries aim to guarantee that businesses will func-
tion properly and are not primarily intended to prevent the 
criminal infiltration of businesses. However, Spapens et al. 

notes that for specific countries and their own experiences 
under specific political regimes (such as the Franco regime or 
communism), imposing restrictions on the free market seems 
to be a delicate matter. Therefore, there is a clear need to 
maintain a balance between restrictions and giving individ-
uals the opportunity to establish businesses. 

Listing the available instruments is not only a national 
responsibility. For background checks, guidelines may also 
be drafted by local authorities. The example of Gothenburg 
and its licensing unit is an example in which comprehensive 
screening is conducted on applicants for medicine, alcohol 
and tobacco licences, which involves thorough documen-
tation and consultations with relevant agencies to ensure 
legitimacy and transparency. For this reason, it is crucial for 
administrative authorities and other government bodies to 
exchange information between them. Background checks 
might not always be sufficient, and other agencies may 
possess “soft” information that would prevent the applicant 
from being issued with the licence they are applying for. Take, 
for example, someone who has previously neglected children 
left in their care but is applying to open a day care centre. 
Whilst no formal criminal record may exist, authorities might 
not issue the licence out of concern for children’s safety. 

In some countries, the local authorities are 
allowed to ask for “soft” information from 
the police in connection with the issuance of 
specific licences. This is the case for Germany, 
where a legal framework was introduced 
to standardise this sharing of information. 
However, the police still retain the power to 
refuse to disclose their knowledge if deemed 
necessary. On the other hand, when there is 
the absence of such framework, administra-
tive authorities could still receive this “soft” 
information via the police in an informal way, if 
they are aware of the matter. As the informa-
tion has been shared informally, the adminis-
trative authorities will not be able to act on that 
fact and will not be able to refuse to issue the 
permit or licence. No action will be taken solely 
on the basis of soft information.7 However, this 
can serve as a reminder to the authorities to 
monitor this business closely.
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Local administrative authorities should be able to take 
action and use local regulations to prevent crime. The 
Belgian city of Turnhout for instance, requires night shops 
to obtain a permit to operate in the area. This aims to limit 
nuisance from late-night traffic and parking issues, whilst 
also reducing risks of criminal infiltration and crime by moni-
toring the location and number of night shops in the city. 
Another notable example would be the Nacka project in 
Sweden. Initially launched as a pilot from 2009 to 2010, it 
led the municipality to implement rigorous screening and 
compliance mechanisms within the public procurement 
process to prevent criminal infiltration and to promote 
transparency. At the time, it was specifically relevant to the 
construction sector. Over time, seeing its successes, the 
municipality gradually integrated these procedures to all 
service contracts that were to be awarded by Nacka.8

The second method, the use of administrative measures 
(on their own or with a contribution from administrative 
bodies and law enforcement), aims to monitor whether 
pre-existing businesses are following and respecting busi-
ness regulations. The first method was preventive, but this 
one can also serve to repress illegal activities. Each indi-
vidual agency and administrative body has a defined set 
of competences that they can use on their own to impose 
restrictions on any business not complying with regulations. 
In addition to monitoring compliance with business regula-
tions, administrative authorities may revoke licences, close 
businesses or impose fines if any inspection reveals that 
the licence holder has not met the requirements. These 
repressive actions can be based on information received 
from other agencies or bodies (e.g. the tax authorities, law 
enforcement…), or on direct findings such as safety or sani-
tary violations. As we noted in our second section of this 
toolkit, administrative enforcements are usually future-ori-
ented and aim to provide an opportunity for improvement. 
However, in case of repeated infractions or violations that 
are too serious, immediate and decisive action can be taken 
by the authorities. This could, for instance, result in the 
closure of the business concerned. 

Finally, the “working apart together” method facilitates coor-
dinated inspections and visits by different government agen-
cies. This collaborative approach allows agencies to leverage 
their respective competences, such as fire safety inspec-
tions, law enforcement oversight or hygiene checks, either by 
conducting joint visits or by sharing information. This combined 
approach is widely seen as effective and complementary to 
criminal proceedings, and helps to disrupt or hold back organ-
ised crime and maintain public order. 

Whilst the study by Spapens et al. provides a valuable 
academic categorisation of administrative cooperation 
and measures into three main approaches, for the prac-
tical implementation of the administrative approach, this 
toolkit will organise instruments into four user-friendly cate-
gories. These four categories, joint inspections, confisca-
tion, preventive (integrity checks) and repressive meas-
ures (revoking licences, closing businesses and dissolving 
associations) offer guidance and examples of measures 
to implement.

Take action: implement 
what is feasible within 
your situation
After having built a comprehensive database with all of the 
available instruments for the administrative approach, the 
second step is to assess these tools within the specific 
context of the area where their implementation is intended. 
Each instrument has to be tested to see if it could fit the 
situation. If not implemented correctly or not implemented 
at all, this approach will not be able to have any direct effect 
on the fight against organised crime, or its prevention.9 The 
activities of organised crime groups can be hindered by the 
potential actions taken by public authorities, therefore, the 
authorities need to identify where the underworld connects 
with the legitimate economy and use the available tools 
accordingly.10

In our case study, the city tried to translate the Dutch expe-
rience with the administrative approach to its own national 
context,11 the project having decided to model its structure 
on the Dutch RIEC in Maastricht. Following the identifica-
tion of tools and instruments in step 1, Genk undertook a 
feasibility study by mapping which administrative measures 
and sources of information were available and assessing 
the ability of each department to recognise and act upon 
suspicious patterns. This study highlighted the fact that 
relevant information was available at the local level, but not 
in a centralised way, therefore leading to issues regarding 
the exchange of information.12

They further realised that despite the limited nature of local 
administrative powers in Belgium, some useful instruments 
were already available. At the same time, Genk started 
cooperating with the Dutch RIEC (Regional Information and 
Expertise Centre) and trying to adapt their best practices to 
the Belgian legal context.13
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Raise awareness  
on a local level
The third step highlights an important aspect of govern-
ance in the administrative approach: the crucial role of the 
local level. As organised crime is present at every level, it is 
important for local authorities to be aware of this issue and 
how they could tackle it. Unknowingly and unintentionally, 
they frequently facilitate the criminals’ exploitation of the 
legal economy, infrastructures and government services by 
issuing subsidies, permits or licences without any knowl-
edge of illegal activity. Raising awareness is not only about 
increasing knowledge of organised crime, but also about 
fostering a willingness to act. Local elected officials and 
administrative staff do not always perceive organised crime 
as falling within their area of responsibility. For instance, 
mayors may view themselves primarily as political leaders 
or service providers rather than actors in crime prevention 
and public safety. Awareness-raising efforts must therefore 
demonstrate how organised crime affects local governance 
and how administrative authorities can contribute towards 
preventing and disrupting criminal activities by means of 
their existing competences. Building this sense of “owner-
ship” is often necessary for the successful implementation 
of the approach.14

To achieve this, organised crime and the administrative 
approach should be presented in the form of concrete and 
recognisable examples. Concepts such as criminal infil-
tration, human trafficking and other types of crime may 
otherwise appear distant or even abstract in the eyes of 
the local authorities. Using practical examples can help 
demonstrate how these phenomena manifest themselves 
in communities. For instance, a carwash reporting unusu-
ally high revenues despite having very few customers or 
employees may indicate labour exploitation, money laun-
dering or other types of criminal activity. Such examples 
help to illustrate both the local impact of organised crime, 
as well as the added value of the approach in identifying and 
addressing these risks.15

Raising awareness and equipping local administrations 
and authorities with the knowledge and ability to identify 
and then exclude criminals from legal processes is there-
fore crucial. They have to be able to independently create 
barriers to the OCGs’ exploitation of the legal domain. To do 
so, relevant partners have to be continuously informed and 
brought together in order to foster a shared understanding 
of the impact of organised crime on local operations and 
policy. Sharing concrete outcomes as well as lessons 

learned with other municipalities and partners enhances 
collaboration and ensures that effective strategies are 
more widely adopted. Additionally, if local authorities clearly 
communicate their efforts and outcomes in tackling organ-
ised crime, they signal their ability to recognise whether 
criminal activity is taking place, thereby deterring criminals 
and providing citizens with additional reassurance. 

In the Genk project, this step was specifically highlighted as 
essential for developing a broadly supported and integrated 
strategy. Their process started by establishing contact with 
the different relevant municipal services (e.g. economy, 
population, police, housing...) and informing them by means 
of local consultations. They gathered support by giving 
briefings to the City Council Executive, the Management 
Team and all department heads within the municipal organ-
isation. A key element of this process was targeted training. 
Around 80 staff members from various departments who 
are likely to encounter organised crime took part in courses 
that taught them how to recognise signs of criminal activity 
and equipped them with the knowledge to identify and 
report any suspicious activity. The project noted a signif-
icant increase in awareness within the municipal organi-
sation, thanks also to the introduction of an email address 
and a report form to encourage the employees to share 
observations. This method enabled the local administra-
tion to recognise, report and act on organised crime risks 
all the while increasing cooperation between the different 
local services.16

Develop a partnership-
driven organisational 
structure
Cooperation is needed to enable the administrative 
approach to be implemented in practice at the local level. 
As we have been able to see in the previous steps, informa-
tion and instruments are often available but are dispersed 
throughout different agencies. In order to benefit from a 
range of tools and be in possession of as much informa-
tion as possible, it is therefore recommended that the local 
authority set up an organisation for cooperation.17 Once 
again, this is what we call “working apart together”. 

First, the organisation for cooperation needs to be set 
up. The relevant partners, such as the fire brigade, the 
tax authorities or the public centre for social welfare for 
instance, need to be identified and contacted. This way, 
standardised operating procedures can be put in place and 
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each actor within this organisation will have distinct respon-
sibilities.18 The next task is the setting up of the organisa-
tional structure itself.

Practitioners have also highlighted the importance of 
assigning a coordinating role to a specific authority, body or 
project team. While information-sharing arrangements and 
legal frameworks remain important, experience suggests 
that cooperation often benefits from having a clearly 

identified actor responsible for bringing partners together, 
maintaining momentum and ensuring follow-up. Such a 
coordinating function can also help partners better under-
stand each other’s competences, the information available 
and potential contributions to the administrative approach. 
In many cases, authorities are not fully aware of the exper-
tise or information held by other actors, even though these 
may prove highly relevant in tackling organised crime.19

The organisational structure of the Genk project serves as a practical example: the Executive Committee 
(ExCom) oversees the overall management of the project, devises strategies to handle any potential 
challenges and monitors the progress and results. This committee is made up of a project coordinator and 
an administrative assistant (the project team), a police representative, a representative of RIEC Limburg, 
the social affairs department and its director, the prevention officer and finally, the city’s in-house legal 
counsel. The core of the administrative approach in this project is made of the Local Operational Meetings 
(LOM). During the LOM, external and urban partners would be sharing information, discussing cases 
(not in the presence of the police nor the public prosecutor) and preparing any enforcement actions. 
Finally, the Local Police Chief, the mayor, the prevention officer (department head of the Safety House) 
and the director of Social Affairs form the centralised pilot committee, responsible for the city’s general 
security policy’s coordination.20 In summary, the clear assignment of responsibilities, the establishment 
of standard operating procedures and regular information meetings are crucial, not only for day-to-day 
operations but also in order to build a culture of trust and collaboration. This way, maximum use can be 
made of the tools and information available whilst simultaneously improving the local authorities’ capacity 
to respond to organised crime.

Similar partnership-driven organisational structures exist 
across different governance levels and regions. On a 
national level, the Czech Republic provides a compelling 
example of cross-agency cooperation at the national level 
through the initiative known as Tax Cobra. This task force 
brings together the National Organised Crime Agency of 
the Czech Police, the General Financial Directorate and the 
General Directorate of Customs in the effort to combat tax 
evasion and other related crimes. Designated members 
of these agencies are able to exchange information in a 
timely manner and therefore coordinate proceedings, most 
specifically in cases of value added tax and excise fraud. 
The structure is formalised by means of a Memorandum 
of Understanding between the agencies’ leadership. Tax 
Cobra therefore enables the Czech Republic to improve its 
ability to protect public finances by combining customs, tax 
authorities and criminal enforcement expertise.21

At the regional level, France offers an example of part-
nership-driven cooperation through the Groupes inter-
ministériels de Recherche (GIR), established in 2002.  
Their teams bring together personnel from the National 
Police, the Gendarmerie, tax authorities and customs, 
focusing on identifying and seizing illicit assets. Additionally, 
they conduct financial analyses to control whether individ-
uals’ declared incomes align with their lifestyles, based on 
shared financial intelligence databases and interagency 
information exchange. In order to carry out their missions, 
the GIRs use a range of different tax, customs, criminal 
and administrative measures. Between 2009 and 2013, 
they notably confiscated assets amounting to hundreds of 
millions of euros, thereby demonstrating the effectiveness 
of this regional multi-agency enforcement in disrupting 
criminal finances.22
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Local initiatives such as the Emergo project in Amsterdam, 
which was launched in 2007, exemplifies multi-agency 
cooperation involving the Amsterdam city administration, 
the public prosecutor’s office, the police, national minis-
tries and the tax authorities. It brought together rigorous 
research and analysis in order to understand the criminal 
power concentrations in the Red Light District and initiated 
coordinated fiscal, administrative and criminal law enforce-
ment actions to disrupt those structures. Despite facing 
initial challenges such as complex organisational struc-
tures, limited resources and a lack of a legal framework 
for information sharing, Emergo was able to support major 
investigations into drug trafficking, money laundering and 
human trafficking, effectively integrating both criminal and 
administrative responses.23

Information-sharing 
as key to the success of 
the approach

The administrative approach relies heavily on a seamless 
exchange of information between the various agencies 
and partners, such as judicial bodies, local authorities, 
law enforcement and others. It serves as an essential link 
that allows multiple agencies to work together effectively 
despite being physically or institutionally separated. 

For local authorities, having access to information in an 
accurate and timely manner is important in order to take 
decisions and identify any potential risks associated with 
organised crime. For those authorities, combining pieces 
of information held by distinct partners improves the 
overall intelligence picture, which is crucially important 
when carrying out preventive actions. However, the reality 
across many Member States reveals significant challenges 
in achieving a seamless exchange of information. In many 
cases, the information flow seems to be predominantly 
one-sided, going from the local administrative bodies to 
the judicial and law enforcement partners, while reciprocal 
access remains limited. This can be mainly explained by 
institutional and legal barriers, such as strict rules on profes-
sional secrecy, which restrict the sharing of specific data.24 

Complex administrative structures, differing organisational 
cultures and limited cooperation between institutions can 
also create practical obstacles to information-sharing.25

Some Member States provide an illustration of these issues, 
but also of the efforts to overcome them. For instance, the 
complexity of coordination in Belgium is exacerbated by 

the involvement of multiple governments and different 
confidentiality obligations that each agency or body has to 
uphold. Still, legislative measures, such as the introduction 
of case consultations in 2017, have opened up pathways 
for multi-agency cooperation, even when subject to profes-
sional secrecy.26 In practice, Belgium also has mechanisms 
that allow information to be transmitted from the police to 
the local authorities under specific conditions. One example 
is the use of administrative reports, through which relevant 
information can be communicated to the mayor when it is 
necessary for the exercising of their administrative respon-
sibilities. Commonly used in the context of major events and 
public order management, these reports can also support 
local authorities in addressing organised crime-related 
concerns. Such information is shared only after approval 
by the public prosecutor, thereby balancing operational 
needs with the requirements for judicial confidentiality.27 On 
a similar note, the Netherlands has adopted a pragmatic 
approach by relying on existing legal frameworks and coor-
dination mechanisms such as LIECs and RIECs to ensure 
that information exchange takes place within current laws, 
without requiring the need to draft new legislation.28

Incorporating specific tools that facilitate targeted commu-
nication, such as the ones seen in Italy, that relate to 
“anti-Mafia communication” and “anti-Mafia information”, 
serve to relay important updates on criminal convictions or 
suspected mafia infiltration. These mechanisms are essen-
tial in order to prevent corrupt entities from accessing public 
subsidies or contracts, and further illustrate how informa-
tion sharing can function as a preventive tool beyond mere 
enforcement.29

Coordinate on field joint 
actions (inspections)

Finally, the sixth and last recommended step to get started 
with the administrative approach is to set up joint actions 
in the field. Depending on the country’s legislation, the 
agencies and government bodies potentially participating 
in these joint actions may differ. A few EU Member States 
have already been implementing this tool, and their feed-
back shows that they see it as a useful instrument.

For example, a construction site could report unusually 
fast progress in their work despite having limited permits. A 
joint field action could be organised with different authorities 
coming together on site. There, building inspectors could 
check for compliance with the construction permits as well 
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as building codes. The labour inspectors could monitor 
whether the working conditions are safe and the employ-
ment contracts are legitimate, whilst environmental agen-
cies would assess compliance with regulations concerning 
waste disposal and noise pollution. Finally, the police could 
be present to ensure security and to look for any illegal prac-
tices. As we can see with this example, this step allows for 
productive identification whilst also making it possible to 
respond to various regulatory concerns at the same time.

Another example involves the multi-disciplinary approach 
adopted in the city of Antwerp in order to address prostitu-
tion. The local authorities combined their competences to 
act in a more effective way. The police made use of admin-
istrative detentions as well as restraining orders to keep 
sex workers away from certain areas, whilst local sanctions 
were imposed on clients circulating in the district with the 
intention of soliciting. Identified as facilitators, hotels that 
were used to renting out rooms for short stays were pushed 
to change their practices, whilst others were closed down. 
Although prostitution did not entirely disappear, these coor-
dinated actions were able to disrupt the market to such an 
extent that the number of women on the streets dropped 
significantly.30

Additional advice
Dealing with corruption 
within public authorities

How can public authorities remain protected against 
corruption attempts from OCGs seeking to bypass the 
implementation of the administrative approach? Whilst 
this issue has not yet been extensively researched in the 
context of the administrative approach, several practices 
and governance mechanisms appear capable of reducing 
such risks. Preventing corruption not only requires strength-
ening institutional integrity, but also ensuring that public 
administrations are equipped with appropriate safeguards, 
oversight mechanisms and a culture of accountability.31

Robust governance structures constitute an important 
first line of defence. Public administrations should seek to 
limit opportunities for undue influence by establishing clear 
procedures, ensuring transparency in decision-making 
processes and maintaining effective internal controls. In 
this regard, checks and balances are particularly important. 
Administrative decisions should, whenever possible, rely on 

collective decision-making rather than on the discretion of 
a single individual. In Belgium, the Netherlands and Italy for 
instance, administrative approvals often require multiple 
signatures or involve several actors throughout the deci-
sion-making process. This shared responsibility reduces 
the risk of corruption, increases accountability and makes 
irregularities more likely to be detected.

Institutional integrity is also strengthened by broader 
organisational factors. In Belgium, public officials generally 
benefit from a stable professional status, competitive sala-
ries, strong job security and favourable working conditions. 
Whilst these factors alone cannot prevent corruption, they 
play a part in reducing incentives for unethical behaviour 
and help reinforce trust in public institutions.

Some countries have also developed more structured integ-
rity frameworks. For example, the French Anti-Corruption 
Agency (AFA) recommends that local authorities establish 
corruption risk assessments, conflict-of-interest manage-
ment procedures, transparency measures, internal control 
mechanisms and monitoring systems. The objective is not 
only to detect corruption once it occurs, but also to identify 
vulnerabilities and prevent misconduct before it material-
ises. Such measures can strengthen the resilience of public 
administrations against criminal infiltration.32

Training may also serve as a preventive measure. By 
increasing awareness of corruption risks, conflicts of 
interest and reporting procedures, public officials can be 
better equipped to recognise and respond to integrity 
concerns.33

Protecting public authorities from corruption requires a 
combination of organisational safeguards, transparency, 
accountability and continuous awareness-raising. Much 
like the administrative approach itself, preventing corrup-
tion should not rely on a single measure, but on a series of 
complementary barriers that make undue influence more 
difficult, and more likely to be detected.

Safeguards for rights  
and fair process
Legal persons and individuals subject to administrative deci-
sions benefit from legal safeguards grounded in Article 6 of 
the European Convention on Human Rights, thereby guar-
anteeing a fair trial in administrative proceedings. Across 
Member States, authorities must conduct procedures 
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transparently and in a timely manner, informing individuals 
of both their obligations and their rights, whilst adhering to 
principles such as necessity and proportionality. In practice, 
this means ensuring that administrative decisions are prop-
erly justified, proportionate to the identified risk and subject 
to appropriate procedural safeguards.

Ensuring compliance with these safeguards can prove chal-
lenging in practice. Administrative authorities often operate 
within a complex legal environment that requires them to 
respect obligations from local, national and European legal 
frameworks. Practitioners have therefore highlighted the 
importance of identifying potential legal obstacles at an 
early stage of implementation. Anticipating such challenges 
can help avoid delays, facilitate cooperation between part-
ners and ensure that administrative measures remain both 
effective and legally sound.34

A key protection is the right to a fair hearing, which allows 
individuals to present their case before any adverse 
decisions are taken. This is a right explicitly recognised 
in Member States such as Belgium, France, the Czech 
Republic and Sweden for instance. In Germany, this 
right is obligatory. Decisions must be properly motivated 
by the authorities and the authorities must explain the 
reasons as well as the evidence considered, though some 
exceptions may apply if the authority already knows the 
person’s position. 

Sharing sensitive law enforcement information can however 
complicate the transparency process. The Dutch BIBOB 
Act addresses this by involving an independent bureau 
that reviews the confidential data and then advises author-
ities, therefore balancing fairness with ongoing criminal 
investigations.

The affected parties generally have access to appeals (e.g. 
Netherlands, Germany, Poland, Italy…), either via the courts 
or within administrative bodies, and enjoy rights to informa-
tion and legal counsel. Public procurement decisions may 
be governed by civil law procedures, with some variations 
in appeal routes between countries.35

Necessary conditions 
for AA 
Having identified several of the essential conditions for the 
administrative approach to thrive throughout this toolkit, 
we will now summarise them in order to provide a clear 

overview. This section is also based on the lessons learned 
from the Genk project.

Awareness in the local authorities

Beyond securing political commitment, successful imple-
mentation also requires embedding the administrative 
approach throughout the organisation. The administra-
tive approach can only be implemented effectively if local 
authorities recognise that organised crime can affect their 
municipality and that the administration itself has a role to 
play in preventing and disrupting it. This awareness should 
become embedded throughout the organisation so that 
administrative staff routinely consider organised crime risks 
when exercising their existing competences, for example 
when issuing permits, licences or subsidies. Building such 
an organisational culture takes time and requires continuous 
training, practical guidance and clear reporting mechanisms 
so that staff and external partners know how to identify, 
report and respond to signs of criminal infiltration.36

Cooperation for capacity and expertise

Without any cooperation with other partners or entities in 
the security field (e.g. the public prosecution service, the 
police and the tax authorities), the administrative approach 
will not be used to its full potential. This is why we recom-
mend, in our step 4 of how to get started with the admin-
istrative approach, setting up an organisational structure. 
Every partner holds specific information and competences 
that could help to hinder the OCGs’ infiltration into the legal 
domain. Importantly, cooperation does not mean that part-
ners step outside of their respective mandates. Rather, each 
actor makes its contribution by using its own legal powers 
and responsibilities. For example, municipalities are not 
expected to investigate or prosecute criminal offences, 
but can help to tackle organised crime by exercising their 
competences in areas such as public order, licensing, 
permits, subsidies or local regulations. The added value of 
the administrative approach lies precisely in the combina-
tion of these different roles and competences.

Trust needs to be fostered between partners so that coop-
eration is not solely dependent on individual relationships 
or goodwill. Formal arrangements, such as agreements or 
protocols, can help clarify the different powers, roles and 
expectations of each actor. In Belgium, for example, protocol 
agreements are frequently used to establish frameworks for 
cooperation and information exchange.37 At the same time, 
practitioners have noted that effective cooperation often 
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also relies on informal contacts and established working 
relationships between partners. In some situations, these 
informal channels may facilitate faster exchanges and more 
practical cooperation.38 In many cases, successful partner-
ships therefore combine clear structures with a culture of 
trust and with regular interaction between stakeholders.

Establishing a common objective can also facilitate coop-
eration between partners. Actors are generally more 
willing to share information, resources and expertise if they 
understand how their contribution is supporting a shared 
goal. Developing this common understanding may there-
fore constitute an important first step in building durable 
partnerships.39

Furthermore and of equal importance is the need to ensure 
sufficient capacity, quality and judicial expertise within the 
organisations. Addressing and preventing criminal activi-
ties calls for adequate resources and qualified personnel 
at different levels of the municipality but also amongst the 
partners. Smaller municipalities may face particular chal-
lenges in implementing the approach, as staff often fulfil 
multiple functions and specialist expertise with regard 
to organised crime or the administrative approach may 
be limited. In such cases, regional expertise centres (e.g. 
the RIECs or the ARIECS) or support structures can play 
an important role by providing practical guidance, sharing 
good practices but also helping municipalities make full use 
of their existing competences and tools.40 Additionally, and 
as they might be facing the same OCGs, cooperation can 
be fostered between surrounding municipalities so that they 
can support one another in tackling these groups. During 
the ISEC project, Genk realised that other cities were trying 
to get started with the administrative approach. It therefore 
set up a group in which these different municipalities could 
meet and share their experiences and good practice.41

Legal framework for information 
exchange 

One obstacle most likely to arise as a result of coopera-
tion for the administrative approach concerns the sharing 
of information. The method relies heavily on being able to 
receive information from any other body that your own 
authority does not possess. Yet, most EU Member States 
do not have the legal framework that is needed to enable 
the continuous communication of information between the 
different partners.

Although basic elements of the administrative approach can 
be implemented without formal agreements on information 
exchange, establishing such agreements at a later stage 
is strongly recommended as they are crucial for sustaining 
progress and maximising the framework’s effectiveness.

There are also concerns with regard to privacy issues and 
the judicial confidentiality, which have to be respected. For 
instance, in our case study of the Genk project, it was noted 
that in many cases, administrative action did not happen as 
it was missing essential information that would enable it to 
do so. Usually, this missing information involved either judi-
cial or sensitive data, both of which are not easy to access 
(or are simply inaccessible), as a result of which the author-
ities were unable to counteract infiltration by the criminal 
networks.42 Therefore, and if possible, it is advised to pursue 
legislative measures that would not only allow the sharing 
but also the use of any relevant information in the adminis-
trative approach. 

Field operations 

Control actions in the field are necessary for the adminis-
trative approach to be effective. These take place before 
administrative measures are implemented in order to 
collect concrete information that will verify the data that 
triggered suspicion. A full picture of the situation is needed 
in order to take the correct measures and ensure that deci-
sions are legally and administratively sound. The informa-
tion collected on site will therefore serve as justification for 
any administrative action that will be implemented after 
this fieldwork.43
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Luxembourg’s interest in the administrative approach was driven by its willingness to explore additional means 

of strengthening preventive action against crime. Analyses such as Europol’s reports on the most threatening 

criminal networks highlighted the fact that a large proportion of organised crime groups exploit legal business 

structures, rely on corruption and engage in money laundering.1  This prompted the Luxembourg authorities 

to reflect on their own potential vulnerabilities and to consider how administrative tools could complement 

the traditional criminal justice system, which can be lengthy and resource-intensive.

The following case study draws on information and insights provided by the Luxembourg  

Ministry of Home Affairs.

A first key lesson from Luxembourg is the importance of a preliminary awareness raising and familiarisation phase, which 
can precede the steps outlined in this toolkit. Before mapping instruments or implementing measures, Luxembourg 
invested significant effort in understanding the administrative approach itself. This included reviewing existing 

literature (including Benelux and ENAA materials), 
participating in training courses such as those offered 
by CEPOL, attending study visits abroad (notably in the 
Netherlands and Belgium), and engaging in exchanges 
with other Member States. These activities helped clarify 
the concept, its potential impact as well as its limitations, 
whilst also building internal support at the political and 
administrative levels.

Building on this initial phase, Luxembourg followed a 
process that broadly aligns with (but does not strictly 
replicate) the steps presented in this section. This 
process was coordinated by the Ministry of Home 
Affairs, which played a central role in bringing together 
the necessary stakeholders and structuring the starting 
phase:

1. Gaining an overview of the approach and the 
national context: Authorities sought to understand both 
the theoretical framework of the administrative approach 
and how it could apply to Luxembourg. This included 
identifying national threat patterns and analysing existing 
instruments, whilst recognising the difficulty of obtaining 
a complete overview. To address this, a questionnaire 
was distributed to various administrations in order to map 
existing practices and identify gaps, although this exer-
cise also highlighted the inherent challenges of achieving 
a comprehensive picture. 

2. Reaching out and raising awareness: A coordi-
nated awareness-raising effort was launched across 
ministries and administrations. A ministerial initiative 
invited relevant stakeholders to appoint contact points 
for the administrative approach. Bilateral meetings were 
organised with key actors (e.g. labour, finance, health, 
customs…), combining presentations of the threat picture 
with discussions on existing practices, vulnerabilities 
and obstacles. These bilateral meetings as well as the 
above-mentioned questionnaire helped to measure the 
readiness of the stakeholders to further commit them-
selves in the field of the administrative approach. This 
step closely mirrors the importance of awareness-raising 
highlighted earlier in this toolkit, but demonstrates how 
it can be implemented on a national scale. During the 
awareness raising campaign, many stakeholders asked 
to receive more concrete illustrations of the different 
ways in which the administrative approach can be used. 
The organisation in Luxembourg (December 2025) of a 
Benelux conference on the administrative approach was 
an answer to that request and helped to further promote 
the method of the administrative approach. Experts from 
different countries explained how they use the adminis-
trative approach to combat crime and also described how 
criminals abuse the legal economy.

3. Assessing expectations and feasibility: Luxembourg 
authorities then analysed the information gathered to 
better understand what could realistically be achieved 
within their legal and institutional framework. This 
included identifying existing cooperation mechanisms, 
assessing capacities and considering how different 
actors could contribute. 
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4. Gradual implementation: Rather than starting with new 
legislation, Luxembourg emphasised a pragmatic approach: 
making use of existing tools and frameworks first during a 
test phase. This reflects a strong preference, also high-
lighted during exchanges with practitioners, for not delaying 
action by focusing prematurely on legal reforms. Existing 
mechanisms, such as administrative cooperation laws and 
sector-specific controls (e.g. background checks in the 
gambling sector), were seen as a starting point for action. 
The objective of the test phase is to use the existing tools 
more systematically. At the end of the test phase, conclu-
sions will indicate best practices, obstacles and possible 
adaptations that are necessary for more efficiency.

A few important lessons can be drawn from Luxembourg’s 
experience. First of all, awareness-raising and capaci-
ty-building are foundational. Raising awareness amongst 
public officials, fostering a shared understanding of risks 
and ensuring that staff can recognise signs of organised 
crime were considered essential preconditions. 

A second lesson is that cooperation relies not only on trust, 
but also on a clear understanding of what is possible within 
the existing legal framework, as well as of the respective 
capacities of stakeholders involved. In Luxembourg, it was 
observed that uncertainties relating to data protection and 
professional secrecy can impede information exchange as 
well as a limited familiarity with each other’s mandates. To 
address these challenges, the authorities prioritised the 
strengthening of coordination and mutual understanding. 
This was pursued by designating points of contact, 

organising bilateral meetings and conducting a stocktaking 
exercise aimed at mapping existing practices and actors. 
This process made it possible to clarify roles and respon-
sibilities, identify available tools and highlight the principal 
obstacles and gaps.

A third point is that the Luxembourg case highlights the 
importance of risk-based and proportionate approaches. 
Authorities stressed the need to strike a balance between 
combating organised crime and avoiding undue burdens on 
legitimate businesses and citizens. This aligns with broader 
principles of necessity and proportionality underpinning 
administrative action.

Lastly, Luxembourg’s experience reinforces a key message 
of this toolkit: the administrative approach does not neces-
sarily require entirely new instruments or legislation to 
begin with. Many relevant tools already exist within most 
jurisdictions, even if they are not explicitly labelled as part 
of the administrative approach. Identifying, understanding 
and mobilising these tools (all the while learning from the 
experiences of other countries) can already provide a rather 
solid basis for action.

In conclusion, whilst Luxembourg’s pathway differs in 
order and emphasis, it confirms the relevance of the steps 
outlined in this section. It also underlines that getting started 
with the administrative approach is not a one-size-fits-all 
process, but one that needs to be adapted to each coun-
try’s needs and its own context and capacities.

Endnotes
1    Europol, Leveraging Legitimacy: How the Eu’s Most Threatening 
Criminal Networks Abuse Legal Business Structure, Luxembourg: 
Publications Office of the European Union, 2024, 4.

Bibliography
Europol. Leveraging Legitimacy: How the Eu’s Most Threatening 
Criminal Networks Abuse Legal Business Structure. Luxembourg: 
Publications Office of the European Union, 2024.



48  I  ENAA  |  Toolkit The administrative approach – How to get started with the administrative approach?

Citation
ENAA (2026). How to get started with the administrative 
approach. Brussels: ENAA.

Legal notice
The contents of this publication do not necessarily reflect 
the official opinion of any Member State, agency or institu-
tion of the European Union or European Communities.

Author
Chloé Prigent, Research officer, EUCPN-ENAA Secretariat

Summary
Putting the administrative approach into practice can be 
challenging, particularly for authorities taking their first 
steps. Existing powers and information may be dispersed 
across different organisations; relevant partners may not 
yet work together, and the possibilities for administrative 
action are not always immediately visible.

This section provided practical guidance for getting started, 
from mapping existing instruments and raising awareness 
to building partnerships, improving information sharing and 
coordinating joint actions. Drawing on experiences from 
across Europe, it offered a flexible pathway that authorities 
can adapt to their own legal, institutional and local contexts.



TOOLKIT THE ADMINISTRATIVE APPROACH

Part 04.01 
Administrative 
measures  
Joint inspections through  
the ‘working apart together’ method



50  I  ENAA  |  Toolkit The administrative approach – Joint inspections through the ‘working-apart-together’ method

In the majority of EU 

Member States, local policies 

are not primarily directed 

towards tackling organised 

crime. 



Introduction
Local public authorities have the responsibility to maintain public order in their territory. This right can be em-
bedded in national legislation or local regulations that either focus on maintaining public order or on regulating a 
particular sector. In the majority of EU Member States, local policies are not primarily directed towards tackling 
organised crime. This, however, does not mean that these administrative measures cannot be used to disrupt 
criminal networks or to protect legal business structures.1 

Public authorities have various measures available to them. They can conduct a preventive screening to verify 
if the person is suitable and reliable to receive a permit or licence. Furthermore, they can carry out inspections 
to check whether a company is adhering to the conditions of a subsidy. If that is not the case, the authority can 
revoke the permit or licence concerned, issue an administrative fine, (temporarily) close down the premises and in 
some cases confiscate goods.2 

Using administrative measures for this purpose is not yet a common strategy in most EU Member States. The 
reason for this is a lack of resources that many public authorities are dealing with, as well as an unfamiliarity with 
the extent and potential use of administrative measures.3 To clarify, all EU Member States have a transport agen-
cy or administration that verifies the safety of transportation and aims to improve efficient mobility for travellers. 
This includes the ability to conduct inspections to check the safety of buses (and school buses) to increase public 
safety. These inspections can however also serve to tackle organised crime. When the police suspect that a 
cargo ship is also transporting drugs, they can cooperate with the transport inspectorate that checks the required 
documentation of a cargo ship or verify if the ship and its crew are prepared for emergencies. If any drugs are 
then found, the police take over the inspection and it will then become a criminal investigation.
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Working apart 
together
The ‘working apart together’ method involves various 
administrative authorities cooperating to tackle crime 
by conducting joint actions, whilst maintaining their own 
objectives, authority and responsibilities. One example of 
this are joint inspections, in which the labour, economic and 
health inspectorates simultaneously carry out checks at a 
restaurant and each partner focuses on its own domain. 
The labour authorities examine whether all of the staff are 
lawfully employed; the economic inspectors conduct an 
audit and the health department checks whether the (fire) 
safety measures and hygiene rules are being implemented. 

Working apart together takes place in two different ways: 
through joint activities (i.e. joint inspections) on the one 
hand and through information sharing on the other. The 
method is already used by cooperation structures in 
various countries.4 These structures operate at a national 
or regional level,  are made up of several authorities and 
are gathered in one location. They exchange information 
on topics, sectors or specific cases for which each partner 
brings input from their own competence. They also have 
the power to follow-up by implementing and coordinating 
joint actions.5 The partners that are included in such struc-
tures differ between the Member States. The following table 
includes an overview of cooperation structures in different 
countries at different levels: 

National level

The Anti-Mafia 
Investigations Directorate 
(Dia) – Italy

The Dia is an interagency organisation that investigates mafia-type crimes. They 
conduct investigations (both preventive and judicial), gather intelligence (both in Italy 
and internationally) and carry out administrative prevention activities. 

Members include; 
•	 the State Police
•	 General Officers of the Carabinieri 
•	 the Corpo Forestale dello Stato
•	 the Polizia Penitenziaria 
•	 the Guardia di Finanza

The Czech Trade 
Inspection Authority 
(CTIA) – Czech Republic

The CTIA is governed by the Ministry of Industry and Trade. It monitors and inspects 
businesses and individuals that supply or sell goods, provide consumer credit and 
operate marketplaces.6

The CTIA facilitates the sharing of information and coordinated actions (e.g. joint 
inspections) involving multiple authorities, including: 

Trade licensing offices; 
•	 the General Customs Directorate
•	 the Czech telecommunications office
•	 the Czech environmental inspection agency
•	 the police
•	 Professional associations and unions, such as 

-> the Association of Travel Agencies 
-> the Association of Hotels and Restaurants 
-> the Association of Laundries and Cleaners 
-> the Association of Importers and Manufacturers of Automotive Parts and 
Service Equipment (SISA) 
-> the Confederation of Commerce and Tourism (SOCR)
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The Grey Economy 
Information Unit (GEIU) 
– Finland 

The GEIU is a unit within the Tax Administration of the Finnish Ministry of Finance. 
Their goal is to prevent and control undeclared economic activity through the sharing 
of information and practices.7 They have the right to request and receive information 
from other authorities even if this would entail classified information. 

This information can be accessed by the following authorities: 
•	 the Ministry for Foreign Affairs of Finland
•	 the Funding Centre for Social Welfare and Health Organisations (STEA)
•	 Regional State Administrative Agencies
•	 the National Supervisory Authority for Welfare and Health
•	 the Ministry for Foreign Affairs of Finland
•	 the Occupational Safety and Health Administration
•	 the Finnish Transport and Communications Agency Traficom
•	 the Finnish Border Guard
•	 the Bankruptcy Ombudsman
•	 the Police of Finland
•	 the National Bureau of Investigation
•	 the Money laundering Investigation Office
•	 Finnish public procurement
•	 the Finnish Consumer and Competition Authority
•	 the Funding Centre for Social Welfare and Health Organisation. 
•	 the Finnish Food Authority 
•	 the Finnish Immigration Service

The Centre for 
Interinstitutional 
Cooperation – Lithuania 

The Centre was created in 2024 and focuses on the detection of illegal, undeclared 
and forced labour as well as abuses of employment-related taxes. It includes six 
partners: 
•	 National labour inspectorate (NLI)
•	 the State Tax Inspectorate
•	 the State Social Insurance Fund Board
•	 the Financial Crimes Investigation Service
•	 the Police Department
•	 the State Border Guard Service

The centre analysed and identified the following at-risk sectors: construction, 
catering, accommodation, freight road transport and temporary employment.8
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Regional level

Regional Information and 
Expertise Centres (RIEC) – 
the Netherlands

The RIECs have two main tasks: 
•	 facilitate information exchange between multiple partners.
•	 facilitate interventions that tackle organised crime. This can require an intervention 

by one partner or a joint intervention for complex matters. 

They cooperate with the following partners: 
•	 municipalities & provinces/regions
•	 the public prosecutor
•	 law enforcement 
•	 customs 
•	 Tax and Customs Administration
•	 Fiscal Intelligence and Investigation Service (FIOD)
•	 Labour Inspectorate
•	 the Royal Netherlands Marechaussee
•	 the Immigration Service (IND)
•	 the Food and Consumer Product Safety Authority (NVWA)
They operate by means of ‘coalitions of convenience’. This means that depending on 
each case, they identify the most suitable partners for a joint action.9

District Information and 
Expertise Centre (ARIEC) 
– Belgium 

Since 2025, every judicial district in Belgium has an ARIEC. These knowledge and 
expertise centres aim to help municipalities implement administrative measures to 
tackle organised crime. This includes:
•	 supporting cases that require a coordinated approach (bringing together police, 

municipality, inspectorates, the public prosecutor and private partners). 
•	 coordinating or supporting joint actions (e.g. inspections). 
•	 offering legal advice; 
•	 conducting a thorough preliminary screening of permit applicants or integrity 

checks (on police request); 
•	 Partners include: 
•	 Local municipalities 
•	 Local police units 
•	 Public authorities (economic inspection, social inspection, Flemish housing inspec-

tions, etc.)
•	 the Fire brigade
•	 NGOs

Regional Intelligence 
Centres (RICs) – Sweden

The RICs operate across Sweden’s seven police regions. Each RIC brings together 
about 15 authorities in a permanent multi‑agency intelligence hub. The members 
include: 
•	 police intelligence units
•	 customs intelligence
•	 the Economic Crime Authority
•	 Tax Agency crime units
•	 prosecutors/enforcement officials
•	 etc.

The RICs focus on local and regional organised crime by identifying intelligence leads, 
planning joint actions and feeding information into the National Centre.
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CODAF (Departmental 
Operational Anti-Fraud 
Committee) – France

CODAF gathers various authorities to combat fraud and protect public health in a 
coordinated manner, both on a national and local level. They aim to improve communi-
cation and cooperation between services through training, joint operations and mobi-
lising all available administrative and judicial sanctions.10

The members include: 
•	 the public prosecutor
•	 the prefect 
•	 law enforcement (the national police and border police)
•	 the Gendarmerie 
•	 the General Directorate of Public Finances 
•	 the General Directorate of Customs and Taxes 
•	 the National Council for Private Security Activities
•	 authorities responsible for competition, consumer affairs and fraud prevention
•	 the Regional Directorate for Enterprises, Competition, Consumer Affairs, Labor, 

and Employment
•	 the Regional Directorate for the Environment, Planning, and Housing
•	 the Regional Health Agency
•	 local social security organisations (health insurance and pension funds, Family 

Allowance Fund, self-employed social security scheme). 

Table 1: An overview of cooperation structures utilising the administrative approach, source: Spapens, et al., 2015

It is clear that many countries have some type of collabo-
ration structures that involves coordinated action between 
various authorities. These are organised either on a national 
or regional level. What is clear is that only one ‘European’ 
version of such a collaboration exists at this point in time. 
Even then, EURIEC only applies to cooperation between the 
Netherlands, Belgium and the westernmost federal state in 
Germany.11

Joint inspections 

The working-apart-together method refers in the first 
instance to joint inspections. Almost all public authorities in 
Europe, both on a national and local level, have the power to 
detect and tackle various types of crime (e.g. human and/or 
drug trafficking, corruption or money laundering), yet many 
of them do not realise the extent of these actions or how 
they can be used, on a practical level, to tackle organised 
crime.12

There are two main types of inspections:13

1.	 Inspection based on information: an inspection can be 
initiated based on signs of nuisance or exploitation, for 
instance when the same person is working at a car wash 
from the early morning until late in the evening. Another 

possibility involves an inspection being carried out in 
response to complaints or irregularities, such as when 
visitors and large amounts of garbage are seen around 
a vacant apartment. Indications of this type can prompt 
an inspection from the competent authority.

2.	 Official inspections: many entities conduct inspections 
as part of their standard activities. It is during checks of 
that type that anomalies may be found. To illustrate, the 
police can inspect a home to verify who is residing there 
and may find illegal goods.

Public authorities have three types of powers during inspec-
tions: the power to enter a premises, to request information 
and to examine documents. Yet, they can usually only inter-
vene with regard to specific issues. In most countries, these 
include ensuring public order and enforcing civil regulations 
(e.g. checking hours of operation). Similarly, governmental 
inspectorates can only monitor the sector in which they 
operate. Meaning that the Agriculture and Food Authority 
can inspect the legitimate production and/or transportation 
of food products.14 
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Pilot programme of targeted inspections 
involving with joint inspection teams, under 
the three-year plan –Roadmap for combating 
undeclared work 2017-2019

Greece created a pilot project in 2016 to tackle undeclared work. This project included an 

agreement between the government, International Labour Organization (ILO) and various 

social partners. The project focused on: 

•	 Capacity building for inspectors by providing training; 
•	 The implementation of targeted inspections, based on the use of the SEPE risk analysis to select 

businesses to inspect. 
•	 Evaluating the inspections by using a common inspection enumeration sheet to process and 

evaluate the results of each inspection. 

The inspections were carried out by the Labour Inspectorate (SEPE), the inspectorate of the Unified 
Social Security Institution (EFKA), the Financial Police and the Financial and Economic Crime Unit 
(SDOE). They created a cooperation protocol to regulate the inspection process and the sharing of 
information between partners.15

In certain cases, private businesses (e.g. banks) can also 
help tackle organised crime. They can share information 
or deny access to premises. To illustrate, many ports are 
having to deal with large quantities of drugs being trafficked 
in containers. The businesses that own the ports as well 
as the shipping companies can collaborate with the police 
and local authorities to enforce barriers against trafficking 
and corruption by sharing information of suspicious activity 
with the police.16

Example: ‘Flex inspections’ 
in Belgium
One practical example of joint actions are the flex inspec-
tions executed by flexible multidisciplinary teams in the city 
of Genk. The teams work together with law enforcement, 
the fire brigade and various government authorities (e.g. 

economy, social or food inspectorate). They have the power 
to perform inspections in the areas of spatial planning, 
housing quality, fire safety and urban regulations. During 
flex controls in Belgium, the police oversee the safety of 
the other inspectors.17

Flex inspections are mainly administrative. They are organ-
ised by the city and other stakeholders are invited to join. 
An inspection is always based on an information analysis. 
It serves to verify the content of the analysis, to check if 
regulations or licences are being applied correctly or to gain 
an insight into the premises and/or business. To do so, each 
member of the team will inspect what is included in their 
mandate. If any violations are identified, the partners can 
enforce measures, such as a warning, a fine, the suspen-
sion or revoking of a licence or the closure of a premises. 
Afterwards, a briefing will occur with the mayor and the 
public prosecutor.18
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This table lays out the process to set up a flex inspection: 

Step 1: the goal/need for 
a flex inspection

A flex inspection is organised when the local authorities want to gain (a more detailed) 
insight in what is happening in a premises or company. For example, to check if all of 
the workers on a construction site have the correct paperwork. 

Step 2: gathering 
partners 

The composition of the team is flexible. Partners can be included based on the infor-
mation that instigated the inspection as well as the competences that are expected to 
be useful during the inspection. If the complaint is about a casino, the customs or social 
security inspectorate might not be needed. Oppositely, if a massage parlour is to be 
inspected, the food safety inspectorate is less relevant. 

Potential municipal partners include:
•	 the Administrative approach coordinator
•	 the Administrative approach information analyst
•	 the Construction supervisor/inspector
•	 the Fire Brigade
•	 the Housing officer
•	 the Economic inspector 
•	 the Financial inspector
•	 a Population register employee

Potential external partners include: 
•	 Local police (2 persons are present and 1 team serves as back-up) 
•	 an inspector from the Federal Agency for Food Safety 
•	 the Economy inspectorate 
•	 the Social security inspectorate 
•	 the National Institute for Social Security for the self-employed
•	 the Gaming Commission Controller (for betting shops)

Step 3: collecting 
information before the 
inspection 

The Administrative Approach Coordinator gathers and analyses all relevant infor-
mation. This analysis is shared with the partners in advance of the inspection. The 
partnering services review the analysis, add information where necessary and identify 
whether alternative stakeholders are needed.

The police verifies that the chosen date for the inspection does not overlap with the 
closing day or annual closing of the business.

Step 4: briefing partners 
before the inspection

The coordinator briefs all partners before the inspection. This briefing concerns the 
case and the chosen working method after entering the premises. The information is 
discussed and partners can add to it when needed. 

Step 5: consent before 
the start of the inspection

The resident/business owner has to consent to the inspection and sign a written state-
ment. If they do not give consent, the inspection can only be carried out based on an 
official authorisation, such as a warrant. 

The coordinator also explains the reasons for the inspection. This discussion is written 
down by the information analyst.
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Step 6: conducting the 
inspection

The coordinator decides when the inspection will start and which partners can enter at 
what moment. 

Firstly, the premises is entered by the economic and social inspectorate guided by the 
police (for protection). They check for breaches of economic regulations, employment 
and avoid people escaping. 

Meanwhile, the other partners watch the escape routes and the surroundings (i.e. for 
approaching cars or residents). 

During the inspection, every partner has their own tasks and focus areas. It is, therefore, 
important that the chosen method is followed closely to avoid chaos or duplication. 

The control includes: 
•	 Administrative check: the application of all relevant administrative regulations is veri-

fied by the different partners. 
•	 Proof of ID: the social inspectors search for the proof of identity. The results are written 

down by the information analyst and can be consulted by the other partners. 
•	 Criminal check: law enforcement serves as a protection for those involved. While they 

cannot perform a search, they can look around the premises. If they observe illicit 
objects or criminal offences, the inspection becomes a criminal investigation in which 
the police will take the lead. 

Step 7: closing the 
inspection 

Once every stakeholder has executed their checks, they report back to the coordinator 
who finalises the inspection. 

Step 8: debriefing after 
the inspection

After a flex control, a short debriefing occurs. This serves to share feedback among all 
the partners. 

At times, it can be helpful to also address the community by explaining what action has 
taken place for what purpose. This can be done by means of letters to citizens or by 
organising a community gathering. As a result, both citizens and local businesses are 
made aware of the efforts made by the authorities. In the Netherlands, this communi-
cation is extended towards the media. 

Table 2: The process of setting up a flex inspection, source: De Boye, et al., 2015, 78

An important remark is that not every activity needs to be a 
flex inspection. They require time to plan and get together 
all the different partners, which is not always needed. In 
many cases, an inspectorate will conduct an autonomous 
inspection and share the information afterwards if relevant.

Example: ‘Korte klap’  
in the Netherlands 
The ‘Korte klap’ strategy can roughly be translated to the 
‘quick blows’ approach. It entails that law enforcement in the 
Netherlands makes use of quick interventions that require 
few resources but inflict significant damage upon criminal 
groups. An example of this is the dismantling of a drug labo-
ratory and confiscation of the drugs. The aim is to achieve 
quick results and therefore disrupt the criminal processes. 
At the same time, this approach aids information gathering 

and contributes towards public safety, since crime and 
unsafe situations are removed. It also enhances the status 
of the police, as they can report on the number of arrests 
that are made and on the items that were confiscated. 

A shortcoming of this approach is that it mainly impacts 
the local branches and activities of criminal networks and 
not its leading figures. In other words, the root causes are 
not addressed and the activities will continue in the long 
run, either by being performed by different people or at a 
different location. Nevertheless, this strategy is mainly used 
as part of a larger integrated approach towards organised 
crime. It is no longer the case that tackling crime is automat-
ically the task of the police. In many cases, whenever a new 
case arises in the Netherlands, an assessment is made to 
determine which authority is best placed to take the leading 
role in tackling it. 
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Benefits & challenges

Joint inspections are a valuable tool as they provide a quick 
and clear overview of a situation in a cost-effective manner. 
If each agency were to inspect the same holiday park indi-
vidually, it would take a long time for the fragmented infor-
mation to be gathered and shared by all relevant partners. 
In this case, all information is gathered at once and can be 
accessed by the different partners. Additionally, direct lines 
of communication are provided that increase the under-
standing of the tasks and roles of other organisations.  

This allows for the development of mutual trust and facili-
tates information sharing in the long term. 

Additionally, a joint inspection offers more opportunities for 
success as well as a way of sharing resources. Even if one 
agency is not allowed to intervene, another might be able 
to do so based on different grounds. This, however, also 
means that they can be time-consuming, depending on the 
information that needs to be shared or the partnerships that 
need to be formed. 

Benefits Challenges

•	 Cost-effective: a quick & clear overview of a 
situation; 

•	 Increased trust & communication: partners 
understand each other tasks & roles;

•	 Time-consuming: it requires efforts in order to 
share information & plan joint actions;

•	 Policital support is required; 

Figure 1: the benefits and challenges of joint inspections.

The effectiveness of joint actions depends on the quality of 
cooperation between all stakeholders. In most countries, 
the role of the mayor (or the city council) is essential as they 
are the connecting link between all local partners and have 
the mandate to execute many of the administrative meas-
ures. Which actor is best suited to take on the coordinating 
role may differ in individual cases. In Belgium, for instance, 
it is often the municipality that consults the police to set up 
joint actions, whilst in the Netherlands, it depends on which 
authority is best placed.

Finally, various administrative measures, including joint 
inspections, are not meant to punish perpetrators. Instead, 
they aim to protect certain sectors by identifying and 
combating violations. As a result, some authorities might not 
see the need to conduct these inspections for the purpose 
of preventing crime. The working-apart-together method 
will only work with sufficient political support. In practice, 
this usually happens when several authorities are facing a 
serious issue that requires a large-scale, multidisciplinary 
approach.

Information sharing 
The second use of the working-apart-together method 
involves information sharing. Exchanging information is an 
essential part of most prevention work, but it is also the most 
challenging aspect in practice. Usually, the required infor-
mation is dispersed across various databases belonging 
to different stakeholders. In addition, various legislation 
and regulations place limits as to which information can be 
shared by or with which partners.

The effective implementation of the administrative 
approach is a direct result of good information sharing. In 
many cases, inspections are carried out based on informa-
tion received from the police, other authorities or from citi-
zens. For instance, if the police finds that the owner of a bar 
has previous criminal convictions or if members of the public 
submit complaints about nuisance in the vicinity of this bar, 
then the city council can use that information to fast-track 
administrative action (e.g. withdrawal of the licence, inspec-
tions or closing down the premises).

For some types of crime, identifying the signs of suspicious 
activity can however be challenging. On top of that, the 
public authority might not be sufficiently aware of all the 
administrative measures they can undertake or the partners 
with whom they can align these actions.
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Types of information sharing 

Information can be shared and used depending on the national and local frameworks that are in place. The different types 
can be divided up into 4 categories ranging from ad hoc to deliberate (see Figure 2).

Ad hoc
information

sharing

Cooperation
protocols

National
legislation

Cross-border
protocols

Figure 2: A general classification of information sharing between national and local authorities. 

1. Ad hoc information sharing 

A large amount of administrative information is shared on an 
ad hoc basis, depending on the partners, the type of infor-
mation and the regulations in place. This often occurs during 
the course of weekly or monthly meetings in which partners 
sit together to discuss a topic or a person or area at risk. At 
times, such meetings are not based on formal frameworks 
but originate in response to a local need and the willingness 
of the partners involved. 

In some cases, local authorities can consult closed data 
sources, both on a national or even European level. Yet 
these sources are either not fully accessible, or the informa-
tion is not specific enough for the local context. In Belgium, 
there is only limited access to such sources (e.g. the national 
register or land registry data concerning the local territory).19

2. Cooperation protocols

To facilitate the sharing of information on an ad hoc basis, 
cooperation protocols are put in place. They record stake-
holders’ willingness to cooperate and share information 
within their respective field of authority, with the aim of 
implementing administrative measures.20 An example of this 
is the 2001 collaboration protocol between the Romanian 
General Inspectorate of Border Police (part of the Ministry 
of Interior), the Ministry of Transports, Construction and 
Tourism and TAROM S.A. (Romania’s national airline). Its aim 
is to tackle illegal migration by air by sharing information and 
coordinating preventive actions (e.g. heightened controls 
for airports and airlines).21

A related but more extensive instrument is a bilateral treaty 
in which extended authority is given to an organisation. A 
unique example in Europe is the TAV IT-FR Model, a legal 
and operational treaty created for the construction of the 
Turin-Lyon high-speed line. This treaty allows the authori-
ties of both countries to enforce their mandate and power 
in designated areas of the other country. This consists of 
the police conducting joint patrols in the construction areas 
and being allowed to carry out arrests and searches in both 
countries. Moreover, the screenings embedded in the Italian 
anti-mafia code can be extended to French territory and 
companies.22
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Denmark’s National Al Capone collaboration

The Danish national Gang Council (Banderådet) created the Al Capone collaboration. 

It serves as a strategic forum of various authorities (i.e. the police, the tax authority, the 

business authority, the debt collection agency and municipalities) that investigate the 

(suspected) misuse of public funds and criminal activities by organised crime groups. This 

includes chain companies, straw men, professional enablers (e.g. lawyers and accountants) 

and family members that potentially enable crime.23

During 2018, the collaboration investigated cases relating to over 811 people. During the first three 
quarters of 2025, that number dropped to 382 individuals, compared to 493 people in 2024. 
This evolution could point to a decline in organised crime activities due to effective prevention 
initiatives (through deterrence and diversion efforts). An alternative theory is that organised crime 
groups might have changed their methods and activities, making it more challenging to identify illicit 
activities. 

3. National legislation

Very few EU Member States currently have a legislative 
framework that shapes the administrative approach in their 
country: 

•	 The BIBOB (Public Administration Probity Screening) 
act in the Netherlands. 

•	 The Anti-Mafia Code in Italy. 
•	 The DIOB (Direction Integrity assessment Public 

Governance) act in Belgium. 

Some countries, including France and Finland, are currently 
working on the creation of legislation that includes some 
type of administrative framework. Finland’s government 
resolution on a strategy and action plan to combat organ-
ised crime focuses on a whole-of-society approach that 
extends the prevention of organised crime to licensing 
processes, public procurement and subsidy grants. It states 
that a large variety of authorities (i.e. ministry of justice, 
education and finance) need to cooperate and share infor-
mation in order to address infiltration and protect those 
vulnerable to organised crime.24

A comprehensive legislative framework is, however, not 
compulsory. There are examples of countries that have 
a more scattered structure, in which the administrative 
approach is included in different regulations. Sweden’s Act 
on the Obligation to Provide Information in connection with 
Collaboration against Certain Organised Crime is one such 
example. It obliges authorities to share (at times confiden-
tial) information if it is needed for an investigation by another 
authority into serious and organised crime. Currently, the 
act involves over 25 authorities, including law enforcement, 
the tax agency, customs, the social insurance agency, the 
work environment authority and the transport agency. 
It was even expanded in 2025 to schools and municipal-
ities, requiring them to share information with the police 
(pro-actively or upon request) whenever gang involvement 
is suspected in their area.25

There have been some difficulties regarding the implemen-
tation of the Act. For example, it is not always clear before-
hand what information is necessary during an ongoing 
investigation, making it difficult to formulate specific 
requests. Additionally, given the large variety of priorities 
and focus areas amongst those 25 authorities, the infor-
mation might not be shared in a sufficiently timely way or 
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may not be relevant enough. Finally, some local actors, 
such as teachers, expressed concerns about sharing infor-
mation with the police out of fear of harming the trust they 
have achieved with students or families from vulnerable 
neighbourhoods.26 

4. European/cross-border information 
sharing

Cooperation protocols also exist on the European level. 
For example, the labour inspectorates of Romania and Italy 
signed a Memorandum of Understanding on cooperation 
and information sharing in the field of labour exploitation. 
They agreed to share irregularities identified during inspec-
tions relating to violations of workers’ rights (in term of 
wages or working conditions) and compliance with health 
and safety obligations).27

In the Baltic states, the labour inspectorates of Estonia, 
Latvia and Lithuania have a protocol on trilateral cooper-
ation and the sharing of information in the field of occupa-
tional health and safety. They agreed to cooperate in the 
form of joint inspections, to share information regarding the 
results of inspections and changes to national legislation 
and to develop communication and prevention activities.28 

Another example is the European project ‘Posting of 
workers: improving administrative cooperation and access 
to information”. This project promotes cross-border coop-
eration between the Norwegian Institute for Labour and 
Social Research and the labour inspectorates of Denmark, 
Finland, Estonia, Latvia, Lithuania and Iceland. It aims to 
explore collaborations, share good practices and learn new 
operational techniques.29

The international sharing of information is accessible for 
judicial actors via the Schengen Agreement and the Prüm 
Treaty that regulates police cooperation regarding checks, 
surveillance, cross-border pursuits and data sharing. There 
are also European Directives that regulate information 
sharing between administrative authorities. The Directive 
on Administrative Cooperation (DAC), for example, governs 
cooperation between national tax authorities in order to 
tackle fraud, money laundering and tax evasion. Whilst it 
focuses on the sharing of information between tax author-
ities, Article 16 also allows information to be shared with 
criminal justice partners when needed. This is, however, 
only allowed when the country that shares the information 
gives approval for it to be shared with the police. On top 
of that, the information should be essential for the crim-
inal investigation, meaning that the police cannot request 
a large quantity of data in the hope it will strengthen their 
case.

A similar tool is EESSI, the European Electronic Exchange of 
Social Security Information. It is an EU-wide digital platform 
that allows the sharing of social security information (e.g. 
unemployment, family benefits and pensions) between 
countries. Even though its main focus is not preventive, it 
can aid the fight against different types of social security 
fraud. For instance, the system identifies if the same person 
is claiming double unemployment benefits or when fake 
documents are used to claim any benefits.

Nonetheless, it is clear that there is a lack of European legis-
lation that allows criminal information to be shared inter-
nationally with administrative authorities.30 This, however, 
does not mean that no cross-border cooperation or infor-
mation sharing is currently taking place. Various examples 
of cross-border cooperation protocols exist, as mentioned 
above, as well as joint actions that are taking place across 
Europe. 
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Cross-border cooperation through JADs

A Joint Action Day (JAD) aims to tackle a criminal network or hotspot that spans several 

European countries at the same time (or in a short period of time, such as a week).31 One 

example is the JAD organised by the European Labour Authority (ELA) on construction sites 

across the EU. The week involved nine joint inspections in Austria, Belgium, Bulgaria, Cyprus, 

Germany, Lithuania and Malta. The inspections were executed by the police, customs, the 

migration authorities and the labour, tax and social security inspectorates and focused on 

construction sites with a multinational workforce.32

Similarly to joint inspections, JADs require time and resources to plan and execute. Considering that 
they often take place in more than one country simultaneously, the teams need to strictly align their 
activities, communicate which places or people to target and share the results and achievements 
afterwards.

While JADs constitute a good example of cross-border cooperation, they do not automatically 
create a continuous level of information sharing. In practice, information sharing and collaboration 
is frequently limited to the actions and checks carried out in the field. Once this action has ended, 
the intelligence gathered is not always shared or investigated to a full extent afterwards, thereby 
resulting in missed opportunities for further investigation or sanctions.
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Conclusion 
This section examines the ‘working-apart-together’ method in which administrative authorities and law enforcement 
combine their expertise and authority to tackle crime by means of joint operations, whilst maintaining their own objectives 
and responsibilities. The method entails two approaches: joint actions and information sharing.

The first part examines joint inspections as a practical tool to tackle organised crime. It highlights different types of 
inspections and cooperation structures and provides examples from Belgium and the Netherlands illustrating how 
coordinated actions can be organised and implemented in practice.

The second part focuses on information sharing as the foundation of the ‘working-apart-together’ method. It discusses 
the different forms of information sharing, ranging from ad hoc cooperation and protocols to national legislation and 
cross-border methods. Whilst numerous examples demonstrate the value of information sharing as a basis for joint 
actions, it also highlights persistent challenges relating to legal constraints and organisational differences. 
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Summary 
In this section the ‘working-apart-together’ method is 
highlighted as a method for administrative authorities and 
law enforcement to combine their authority and jointly 
tackle crime. This can be done through joint operations 
as well as information sharing. The section emphasises 
how to set up joint activities and four potential types of 
information sharing. 
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Unlike conviction-based confiscation, 

which follows a guilty verdict in a 

criminal trial, non-conviction-based 

confiscation orders can be issued 

before or without a conviction (ante 

delictum). 
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Introduction 
Non-conviction-based asset forfeiture or confiscation is a legal mechanism that allows the state to seize assets 
linked to criminal activity, without the need for a criminal conviction. As such, non-conviction-based confiscation 
is an important administrative tool in the fight against organised crime, one that is complementary to conviction-
based confiscation. It has an important preventive impact because of its profit-reducing and deterrent effects. 
With the confiscation of illicit proceeds stagnating at around a mere 2% according to Europol,1 non-conviction-
based confiscation can make a more effective contribution towards the confiscation of illicit proceeds as a means 
of making organised crime less profitable. 

Unlike conviction-based confiscation, which follows a guilty verdict in a criminal trial, non-conviction-based 
confiscation orders can be issued before or without a conviction (ante delictum). This is why, in some jurisdictions, 
conviction-based confiscation is referred to as criminal confiscation, which indeed is a traditional feature of the 
criminal justice system. Non-conviction-based confiscation is then referred to as civil confiscation. In this Toolkit, 
we consider non-conviction-based asset forfeiture as part of the administrative approach towards tackling 
organised crime, not because such confiscations can be ordered by administrative authorities – in many cases 
a court order is required – but because they have preventive effects and are complementary to the criminal law 
approach. 
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Why use non-
conviction-based 
confiscation
There are two main reasons to make use of non-convic-
tion-based confiscation: because it helps disrupt and 
prevent crime, and because it is often feasible in situations 
where conviction-based confiscation is not. 

The tool of non-conviction-based confiscation is especially 
useful in cases where prosecuting the offender may be diffi-
cult, such as when the suspect is deceased, has fled the 
jurisdiction, or when the criminal activity is suspected but 
cannot be proven to the standard of “beyond a reasonable 

doubt” required under criminal law. Instead, the standard 
of proof in non-conviction-based proceedings is typically 
lower, often based on the balance of probabilities.

The primary aim of non-conviction-based asset forfeiture 
is to disrupt the financial foundations of organised crime. 
Criminal enterprises, whether they are involved in drug traf-
ficking, trafficking in human beings, corruption or money 
laundering, are driven by profit. By depriving offenders 
of the proceeds and instrumentalities of crime, states 
can weaken criminal organisations, reduce their ability to 
operate and deter further illegal activities. Importantly, this 
approach acknowledges that while it may not always be 
possible to secure convictions against individuals who are 
shielded by complex networks, secrecy or intimidation, it 
is nonetheless possible to strike at their economic lifelines.

How does confiscation prevent crime? 

There are several mechanisms to prevent crime. One mechanism is to reduce the rewards from 
criminal acts. It is a well-established fact, rooted in situational prevention theory, that showing that 
crime does not pay reduces the motivation of offenders to engage in criminal activity. Another 
mechanism is to deter potential offenders using the threat of punishment or other negative conse-
quences. However, deterrence is most effective when the probability of punishment is high and the 
punishment is implemented swiftly.2

For confiscation, this means that increasing confiscations and confiscating illicit assets with as 
little delay as possible is key. However, criminal asset confiscation is generally low. Being inherently 
quicker and “easier” than conviction-based confiscation, non-conviction-based confiscation 
contributes towards the prevention of organised crime.

Non-conviction-based asset forfeiture also plays a 
preventative role. By removing illicit wealth from circula-
tion, governments can prevent criminals from reinvesting 
in further crime or corrupting legitimate institutions. For 
example, confiscating properties used for drug production 
or vehicles used for human trafficking can both disable 
criminal infrastructure and protect communities. Moreover, 
the seized assets can often be redirected for public benefit, 
such as funding law enforcement efforts, victim support 
services or community development projects.

Critics sometimes argue that non-conviction-based asset 
forfeiture risks undermining a fair process, since property 
can be seized without a criminal conviction. To address 
these concerns, robust safeguards are essential, including 
judicial oversight, clear evidentiary standards and avenues 
for innocent third parties to contest forfeiture. When applied 
fairly and transparently, non-conviction-based asset forfei-
ture can strike an effective balance between protecting rights 
and enhancing security.
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Key concepts 
and types
Non-conviction-based confiscation, as understood in this 
section, is limited to confiscation orders that are specifi-
cally intended to have a preventive effect. In some cases, 
a confiscation order is “non-conviction-based” solely 
because the person against which they are issued has died 
or received amnesty before their conviction. EU Directive 
2024/1260 on asset recovery and confiscation3 provides 
the framework under EU law for this type of confiscation, 
which it rightfully classifies as non-conviction-based, but 
that is outside the scope of this toolkit. 

Preventive non-conviction-based confiscation is aimed at 
preventing the assets in question from being re-invested 
and instrumentalised in organised crime, or, in other words, 
when the assets or the holder constitute or constitutes a 
threat to public safety or to the legal economy. 

The legal provisions for preventive, non-conviction-based 
confiscation vary between countries: who can confiscate 
what and for what reasons, differs from one jurisdiction to 
the next. A first, important distinction to make in non-con-
viction-based confiscation is between

•	 Confiscation in personam, or a confiscation order 
targeting the (suspected) offenders, and

•	 Confiscation in rem, or a confiscation order targeting 
the assets. 

The most common form of non-conviction-based forfeiture 
is where proceedings are directed against the asset rather 
than the person. The logic is that if an asset is the product 
of crime—or used to facilitate crime—it can be confiscated, 
regardless of whether its holder is convicted. Conventionally, 
the state must demonstrate, on the balance of probabilities, 
that the property derives from illegal activity. The owner may 
then have to prove the legitimate origin of the assets in order 
to have the confiscation order revoked. 

An example in the EU is the Irish Proceeds of Crime Act 1996. 
Assets suspected to be criminally obtained can be frozen 
by the High Court for seven years. If, after this period, no 
lawful origin is proven, the assets are permanently forfeited. 
Ireland’s Criminal Assets Bureau (CAB) has successfully 
seized assets from drug traffickers and gang leaders who 
otherwise avoided conviction. This model has been influ-
ential and is cited as a form of best practice within the EU.

On the other hand, there are systems of non-convic-
tion-based confiscation that target the suspected offender, 
sometimes in addition to the assets. Italy’s Anti-Mafia Code 
provides for several mechanisms of in personam non-con-
viction-based confiscation, where assets are seized based 
on the probable implication of the owner in organised crime, 
even though the goods themselves are not necessarily 
presumed to be illicit. 

The distinction is a technical one, and while relevant from 
a legal point of view, in rem and in personam non-convic-
tion-based confiscation share the same objective: to disrupt 
organised crime. It is important, even in the absence a 
conviction, to confiscate assets if there are strong indica-
tions that either the assets or their owner are implicated in 
organised crime. 

There are two different approaches to this, which differ 
more in terms of their philosophy and framing than with 
regard to the practical and legal implications, namely 
preventive confiscation and unexplained wealth orders. 

Italy, due to its long history of fighting Mafia-organised 
crime, has the broadest legal framework for non-convic-
tion-based confiscation, as its Anti-Mafia Code provides for 
almost all of them.

Preventive confiscation 

Preventive confiscation targets assets of individuals 
deemed a risk to society due to links with criminal organi-
sations, even where no specific offence can be proven. This 
form is intended to be used against organised crime and 
Mafia-type associations. The confiscation order is based on 
a suspicion of involvement in organised crime, rather than 
on proof of specific offences. Courts may order confiscation 
if assets are clearly disproportionate to declared income.

Italy provides a leading example through its Anti-Mafia 
Code. Assets of individuals suspected of being associ-
ated with the Mafia can be seized preventively. This has 
allowed Italian authorities to dismantle economic empires of 
powerful, criminal families without waiting for lengthy trials. 
This approach is exemplary in the EU, but has also raised 
some concerns about compatibility with human rights 
protections, such as the presumption of innocence.4
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Unexplained Wealth Orders 

Some EU Member States use administrative mechanisms 
that require individuals to explain the lawful source of 
their assets if the authorities reasonably suspect they are 
proceeds of crime, based on the fact they are dispropor-
tionate to legally declared income. If they cannot provide a 
credible explanation, the property can be forfeited.

Unexplained wealth orders utilise a ‘reversed burden of 
proof’ approach, in which the burden of proof lies with the 
asset holder. The asset holders have to defend themselves 
and can stop or reverse confiscation only by providing proof 
of the legal provenance of the assets.

 

Italy is at the forefront of non-conviction-based 
confiscation, but others are following suit

Italy introduced “confisca di prevenzione”, preventive confiscation, now governed by its Anti-

Mafia Code (Legislative Decree no. 159/2011), as early as 1982. This model has served as an 

example for other EU Member States as well as the EU. 

In Spain, Article 127 ter of the Penal Code provides for a “decomiso sin sentencia”, a forfeiture 
without conviction. In Germany, the “selbständige Einziehung” or independent confiscation (i.e. 
independent of conviction) in Article 235 of the Penal Code was introduced in 2017. The United 
Kingdom (“civil recovery”) and the United States (“civil forfeiture”) have also adopted forms of 
non-conviction-based confiscation. 

At the EU level, Directive 2024/1260 of 24 April 2024 on asset recovery and confiscation 
incorporates non-conviction-based confiscation as well. 

The crucial difference between unexplained wealth orders 
and preventive confiscation is that unexplained wealth 
orders do not require an indication or suspicion of being 
involved in organised crime per se. An apparent dispropor-
tionality between legal income and wealth is sufficient in 
order to issue an unexplained wealth order. 

Still, in many cases, this difference is so large that one would 
suspect that some sort of tax evasion, corruption, or the 
proceeds of organised crime were involved. The United 
Kingdom introduced Unexplained Wealth Orders under the 

Criminal Finances Act 2017. These allow courts to compel 
individuals to explain the origin of assets above £50,000. 
Bulgaria and Romania have also implemented versions of 
wealth-based forfeiture, often in response to corruption 
and organised crime. For instance, Bulgaria’s Commission 
for Anti-Corruption and Illegal Assets Forfeiture (CACIAF) 
can initiate proceedings against officials with unexplained 
wealth, even in the absence of a conviction.
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EU Directive 2024/1260 on asset recovery 
and confiscation

The 2024 EU Directive on asset recovery and confiscation creates common ground for preventive 
confiscation and unexplained wealth linked to criminal conduct. It defines three criteria for this type 
of confiscation: 

•	 that the assets are frozen in the context of an investigation into an offence, punishable by at 
least three years of prison, committed in the context of a criminal organisation; 

•	 that the offence is likely to produce a significant economic advantage; and

•	 that the national judicial authority is satisfied that the frozen assets are the result of offences 
committed in the context of a criminal organisation. 

As such, it provides for a type of preventive, non-conviction-based confiscation that occupies the 
middle ground between Italy’s preventive confiscation and the UK’s civil forfeiture, but is not as 
far-reaching as neither.

Extended confiscation

Extended confiscation occupies a space between convic-
tion-based and preventive confiscation. It allows authori-
ties to seize and confiscate assets beyond those directly 
linked to a specific offence, where the overall wealth of an 
individual is disproportionate to their lawful income. In this 
case, there has been a conviction for an offence, which may 
have resulted in the forfeiture of assets proven, beyond 
reasonable doubt, to be linked to that offence. However, 
once a person is found guilty of certain offences, authorities 
can presume that other assets held are proceeds of crime 
unless the person demonstrates their lawful origin. 

Italy, again, applies extended confiscation, as governed by 
Article 240-bis of the Criminal Code. It makes it possible to 
presume that certain assets derive from criminal conduct 
if the value of the assets is disproportionate to the lawful 
income and if the holder has been convicted for a crime 
that is considered profit-generating. As a result, those 
assets can also be confiscated. Art. 14 of EU Directive 
2024/1260 establishes the basis under EU law for this type 
of confiscation.

?
?
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Preventive confiscation in action

On 27 September 2023, Italian authorities executed a preventive confiscation order under the 

anti-Mafia legislation against a prominent entrepreneur from Latina. The measure covered 

assets worth approximately €50 million, including 37 companies, 119 buildings, 58 plots of 

land, 57 vehicles and financial assets.

The entrepreneur, who had been arrested in 2020 on charges including corruption, fraudulent 
bankruptcy, extortion aggravated by Mafia methods and kidnapping, was found to have used 
front companies in Italy and abroad to facilitate tax evasion, money laundering and other criminal 
activities. Investigators concluded that he maintained links with organised crime and public officials 
and had acquired assets far exceeding his declared income. He was also placed under special 
police supervision for three years with a residence requirement.

The measure sought to confiscate assets connected to organised crime that were also 
disproportionate to the individual’s lawful income, with the aim of preventing their further use in 
criminal activities and of weakening the individual’s economic power.5

Empty and abandoned 
assets

Vacant and abandoned properties create environments 
conducive to criminality by providing locations with limited 
guardianship and oversight. Such characteristics may 
be exploited by organised criminal groups for activities 
requiring discreet premises, such as the storage of illicit 
goods or the concealment of weapons.6  That is why it 
is important that these assets are discussed within the 
non-conviction-based confiscation.

In Belgium, for example, vacant and abandoned proper-
ties are monitored through an official register. A building 
is generally classified as vacant when at least 50% of its 
usable space is not effectively occupied or used, particu-
larly in a commercial context. Once a property is included 
in the register and no objection is raised by the owner, an 
annual levy is imposed. This mechanism is intended to 
encourage owners to bring the property back into use and 
prevent long-term neglect.7 If the situation remains unre-
solved, expropriation may be initiated when the owner 
fails to submit a renovation or redevelopment plan within 

the prescribed period, or when renovation activities have 
permanently ceased without addressing the property’s 
status as vacant or abandoned.8 This last step can be seen 
as a form of non-conviction-based confiscation. 

Challenges and limitations
Preventive, non-conviction-based confiscation can consti-
tute a risk for constitutional and fundamental rights, most 
notably the right to own property, including the peaceful 
enjoyment of one’s assets. This fundamental right protects 
legally acquired possessions from arbitrary state interfer-
ence and requires governments to provide fair compensa-
tion and lawful justification before restricting, regulating or 
taking one’s property. 

Preventive, non-conviction-based confiscation could also 
collide with the fundamental principle of the presumption 
of innocence by allowing the state to deprive individuals of 
their property without first establishing their criminal guilt 
through a conviction.9
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It is useful, therefore, to consider how the European Court 
of Human Rights has judged in cases concerning preven-
tive confiscation. For instance, in Garofalo and Others v. 
Italy,10 the ECtHR confirmed that preventive, non-convic-
tion-based confiscation is not inherently incompatible with 
the European Convention on Human Rights. The Court 
accepted that Italy’s anti-Mafia regime pursues a legitimate 
and important public-interest objective: preventing individ-
uals suspected of links to organised crime from retaining 
and using wealth believed to have been acquired through 
illicit activities. Because the measure is designed to avert 
future criminal influence and protect society, rather than 
to punish past conduct, the ECtHR held that it falls outside 
the scope of Article 7’s prohibition on punishment without 
law. This distinction between a preventive measure and a 
criminal sanction was central to the Court’s reasoning and 
enabled it to uphold the confiscation framework, even in the 
absence of a criminal conviction.

The Court nevertheless emphasised that such confiscation 
powers cannot operate without safeguards. A key require-
ment is that the domestic authorities must demonstrate 
a sufficient factual basis linking the person concerned to 
criminal activity and connecting the assets to illicit wealth. In 
the Garofalo case, the Italian courts had examined evidence 
relating to the second applicant’s alleged Mafia associations 
and assessed the ownership and control of the confiscated 
property, including assets formally held by family members. 
The ECtHR accepted that these judicial findings provided an 
adequate foundation for the preventive measure and that 
the applicants had access to proceedings in which they 
could challenge the confiscation. Therefore, whilst the strict 
guarantees applicable in criminal trials do not automatically 
apply, the measure must still be subject to judicial scrutiny 
and adversarial procedures.

Finally, the ECtHR underscored the importance of propor-
tionality. Interference with property rights is permissible only 
when a fair balance is struck between the general interest 
in combating organised crime and the individual’s right to 
peaceful enjoyment of possessions. The Court found that 
Italy’s preventive confiscation regime contained mech-
anisms capable of maintaining that balance, particularly 
through judicial review of the evidence, assessment of the 
relationship between the assets and the suspected criminal 
activity, and the opportunity for affected persons to contest 
the seizure. 

The judgment therefore illustrates the Court’s broader 
approach: preventive, non-conviction-based confiscation 
may be upheld as a legitimate tool against organised crime, 
provided that it remains genuinely preventive, is supported 
by sufficient evidence and is accompanied by procedural 
and proportionality safeguards that protect individuals from 
being arbitrarily deprived of their property.

The social reuse of 
confiscated assets
The confiscation of illicit assets has a disheartening and 
deterrent effect on criminals, but there can be other benefi-
cial effects down the line. Of course, the value (often after a 
public auction) of the assets confiscated can be reinvested 
in law enforcement or crime prevention initiatives. However, 
through its social and preventive impact, the social reuse of 
confiscated assets can have positive effects beyond the 
reinvestment in the strictest sense. For instance, CashBack 
for Communities reinvests seized money into programmes 
for young people aged 10–25, particularly those from disad-
vantaged communities or at risk of antisocial behaviour and 
reoffending.11 The programme has delivered strong results 
(2023-2024) in supporting young people and diverting 
them away from the justice system: over 4,300 reported 
a reduction in antisocial or criminal behaviour, nearly 5,000 
received an accreditation, 8000 young individuals reported 
improved wellbeing, and over 7,400 young people reported 
positive changes in behaviour and increased resilience.12

The reuse of confiscated assets for social purposes 
delivers a clear signal to society about the importance of 
upholding justice and legality. It reinforces the rule of law 
in communities directly impacted by organised crime and 
strengthens their ability to resist criminal influence on social 
and economic life, as shown in Member States that already 
apply such measures. 

This is especially the case with confiscated real estate. 
As real estate occupies physical space in communi-
ties, turning it into a (semi-)public space sends a strong 
message. Confiscated properties can remain under State 
ownership for purposes related to justice, law enforce-
ment, public services, or social and economic development. 
Alternatively, it can be transferred to municipal or regional 
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authorities so they can put it to use for these objectives, 
including making it available to NGOs or citizen associations 
such as cooperative companies. For this reason, the EU 
Directive on asset recovery and confiscation encourages 
Member States to adopt provisions enabling confiscated 
property to serve public or social interests. 

Another significant advantage of social reuse lies not in the 
social repurposing of the assets itself, but in the fact that 
helps to reclaim spaces that were previously occupied by 
organised crime. In doing so, the social reuse of confiscated 
assets helps remove organised crime from local commu-
nities. Social reuse of confiscated assets from organised 
crime offers an important safeguard against the risk that 
these resources simply cycle back into the same criminal 
ecosystems through public auction. 

When seized assets, such as vehicles, real estate, or 
commercial equipment, are auctioned off, there is always 
a possibility that they are purchased, directly or indirectly, 
by individuals or entities linked to organised crime, thereby 
allowing illicit capital to be recycled into legitimate ownership 
structures. This can enable criminal networks to continue 
benefiting from their proceeds, preserve their economic 
influence and maintain a visible foothold in society. 

By contrast, redirecting confiscated assets toward social 
purposes, such as housing for vulnerable groups, commu-
nity projects, or public services, breaks this cycle of re-ac-
quisition and converts instruments of criminal gain into 
public value. In doing so, it not only reduces the financial 
resilience of criminal organisations but also reinforces social 
trust by visibly demonstrating that crime-derived wealth is 
being removed from private circulation and reinvested for 
collective benefit.

That does not mean that the social reuse of confiscated 
assets is not without challenges. In many cases, there are 
bureaucratic hurdles that delay the actual reuse. Decisions 
on the purpose of the assets (e.g. which function a confis-
cated building will have) as well as who should be entrusted 
with management or ownership of the property, may be 
time-consuming. Moreover, additional investments, 
for instance to renovate a building, may be necessary, 
presenting a cost that the beneficiaries cannot possibly 
bear.13

Nonetheless, 19 Member States have national legislation on 
the social reuse of confiscated assets, and some Member 
States, like Spain, Italy, and Romania, are strongly invested 
in national systems to promote it.14

In Italy, the National Agency for the Administration and 
Allocation of Seized and Confiscated Assets from Organised 
Crime (ANBSC) is responsible for managing confiscated 
properties when they are the subject of an investigation or 
an appeal, as well as assigning those properties that have 
reached the end of the judicial process. The Agency can 
assign them to state administrations or transfer them to 
regions, provinces or municipalities for social purposes. In 
the whole of Italy, about 20 thousand real estate properties 
have been assigned for reuse to this date. Over one thou-
sand are managed by non-profit organisations. 

Of those, over half are used for the purposes linked to 
welfare and social policies (family homes, shelters, social 
housing), one quarter for cultural or touristic purposes 
(cultural centres, community centres, libraries), 10% for agri-
culture and environmental purposes, and the remainder as 
sports infrastructure or economic infrastructure. 
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Conclusion
Non-conviction-based asset forfeiture takes on different forms in different EU Member States. Nevertheless, these 
mechanisms are crucial in tackling organised crime networks that shield themselves from direct prosecution. The 
confiscation of assets hits organised criminal groups where it hurts the most: in their revenue, which is the primary reason 
to engage in organised crime. Reducing the rewards of crime is a tried-and-tested crime prevention mechanism, targeting 
the financial incentives and infrastructure that sustain criminal networks. It enables states to act even when prosecutions 
leading to convictions are not feasible or will require too much time. For those involved in OCGs, it is perhaps the biggest 
punishment of all. Swift and certain punishment, in that regard, has a significant deterrent effect as well.

Despite challenges around fundamental rights protection, when implemented with strong safeguards, non-conviction-
based confiscation is an effective weapon in the fight against organised crime. Examples from Ireland, Italy, Bulgaria, 
Romania and Spain demonstrate how non-conviction-based forfeiture can disrupt illicit markets and recover assets for 
the public good.

Finally, while not always easy to put in practice, reusing the confiscated assets for social purposes produces additional 
positive results. This can be achieved by making them available to law enforcement agencies, social and welfare 
institutions or not-for-profit organisations aimed at preventing crime, improving the quality of life or enhancing the social 
cohesion in communities.

This signals to communities that justice and lawfulness are important and that they will win in the end. Furthermore, it 
strengthens the ability of those communities affected most by organised crime to resist criminal influence on social and 
economic life, as shown in Member States that already apply such measures.
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Summary 
Organised crime is driven by profit, yet securing a criminal 
conviction does not always make it possible to recover 
the assets that sustain criminal activity. Non-conviction-
based confiscation offers an additional way to target illicit 
wealth, disrupt criminal infrastructure and reduce the 
financial incentives behind organised crime, even where 
prosecution is difficult or impossible.

Different legal models have developed across Europe to 
make this possible, each with its own conditions, standards 
of proof and safeguards. Beyond the confiscation itself, the 
reuse of recovered assets for social and public purposes 
can further strengthen its preventive impact by returning 
criminal wealth to the communities it has affected..
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In response, and of key importance 

to the administrative approach, 

there are reactive mechanisms 

such as revoking licences, closing 

businesses and dissolving 

associations. 
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Introduction
In order to prevent criminals’ exploitation of the legal domain, proactive administrative measures are required 
that empower authorities to identify and obstruct illegal activities embedded within it. As over 80% of the criminal 
networks operating in the EU are using legal businesses to perform their illegal activities, it is of the utmost 
importance to strengthen both local and national administrative frameworks.1

Such frameworks allow public authorities to preserve public safety and order by means of administrative 
measures, whether they be of a repressive or a preventive nature. In the European Union, most administrative 
authorities are able to conduct background checks on any individual wishing to open a business. By doing so, 
issuing permits, licences or subsidies to criminals can be avoided. Specific sectors are misused to a greater 
extent than others, as a result of which the construction, transport, hospitality or real estate sectors are deemed 
high-risk. Thanks to these initial screenings, these sectors can be regulated, and the opportunities for criminals to 
misuse them are reduced. Despite these safeguards, OCGs may still manage to bypass investigations and exploit 
legal structures for their illegal activities. 

In response, and of key importance to the administrative approach, there are reactive mechanisms such as 
revoking licences, closing businesses and dissolving associations. These empower the administrative authorities 
to enforce adherence to regulations and laws more efficiently. Not only are these mechanisms helpful as a 
deterrent against the misuse of the legal economy and infrastructure, but they also are necessary instruments 
to maintain market integrity and protect consumers. These administrative sanctions therefore offer an effective, 
timely and complementary response to judicial intervention.2
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Preventive 
measures to criminal 
exploitation of 
the legal domain
In the European Union, setting up a business has been 
made faster and more accessible by introducing simplified 
administrative procedures and the use of online Points of 
Single Contact. There, individuals or entities can complete 
the formalities to obtain permits and licences.3 Whilst this 
simplification was introduced to encourage economic 
growth, it can also be exploited by OCGs. To do so, they 
usually set up legitimate and ordinary businesses, such as 
bars, real estate firms or gambling arcades as convenient 
fronts to commit tax fraud, launder money or facilitate drug 
trafficking.

Even if such businesses might not always be “actively” used 
to commit crimes, their involvement in these activities still 
poses certain risks. If disputes arise, criminals could resort 
to their common methods of violence and intimidation 
rather than legal processes. If the public becomes aware of 
criminals’ infiltration of this type, a whole sector’s reputation 
could suffer. Trust in businesses but also in public institu-
tions, as they are supposed to regulate them, may become 
eroded in the long run.4

In order to address this issue, the public authorities are 
increasingly relying upon administrative measures to 
prevent criminal infiltration of legal structures. Such admin-
istrative measures involve integrity checks, preventive 
screenings designed to identify any suspicious applicants 
and to verify the legitimacy of their application. These 
screenings usually involve evaluating financial transparency, 
potential conflicts of interest and criminal records. They are 
often conducted by means of cooperation between admin-
istrative bodies and law enforcement and allow for risks to 
be identified in a timely way.

Integrity checks

Integrity checks are different from the standard, routine 
checks carried out in the course of an administrative appli-
cation procedure. In a normal licensing or permit-awarding 
process, authorities mainly verify whether the applicant 
complies with sector-specific criteria (e.g. hygiene stand-
ards, technical requirements or professional qualifications). 

These procedures exist to regulate entry into certain 
economic activities, but they are not primarily designed 
to prevent criminal infiltration. They may have indirect 
preventive effects by, for example, requiring proof of “good 
conduct” to exclude certain applicants with relevant convic-
tions. However, their purpose is to regulate sectors, not to 
tackle organised crime.5

In contrast, integrity checks are explicit, preventive 
screening instruments. Their goal is to assess the integrity, 
legality and suitability of applicants in order to prevent the 
misuse of legal structures by criminals. Instead of asking 
whether the applicant meets formal eligibility criteria, integ-
rity checks ask whether there is a risk that granting this 
administrative decision would either facilitate corruption, 
money laundering or infiltration by OCGs.

Different instruments are used across the EU Member 
States. Many of them are traditional regulatory tools with 
indirect preventive effects, such as certificates of good 
conduct (e.g. Italy, Czech Republic, Germany) or profes-
sional integrity assessments carried out during licensing 
procedures. In Luxembourg, for example, obtaining a busi-
ness permit requires applicants to demonstrate their profes-
sional integrity through an assessment based not only on 
their criminal record but also on the findings of an admin-
istrative investigation. The assessment may also consider 
repeated breaches of company law obligations, tax obliga-
tions, bankruptcy-related misconduct and other elements 
relevant to the applicant’s reliability.6 Similarly, several 
Member States apply enhanced integrity screening only 
in specific, higher-risk sectors. In Denmark, for instance, 
background checks are required before issuing permits in 
areas such as financial services, nightlife establishments 
and activities involving minors.7 Other Member States have 
fully dedicated integrity-screening regimes, such as the 
Dutch BIBOB Act, or the Italian Anti-Mafia Code, which both 
allow authorities to refuse licences, tenders or subsidies if 
applicants pose a serious risk of misuse.8

Germany provides an example of a regulatory system in 
which integrity screening is embedded throughout admin-
istrative law rather than organised under a dedicated 
administrative approach framework. While the constitu-
tional principle of occupational freedom (Article 12 of the 
Basic Law) guarantees the freedom to conduct a business, 
the Trade Regulation Act (Gewerbeordnung) establishes a 
number of important exceptions requiring licencing, regis-
tration and reliability assessments. Businesses must notify 
the competent trade authority when commencing activities, 
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which then enables local authorities to monitor commercial 
activities through the decentralised Trade Register. For high-
er-risk sectors, such as gambling establishments, real estate 
agencies or auction houses, licences are granted only after 
authorities have assessed the applicant’s personal relia-
bility, financial capacity and professional qualifications. Even 
where no licence is required, authorities may request certif-
icates of good conduct and extracts from the Central Trade 
Register to assess an applicant’s reliability before allowing 
certain activities. 

Failure to comply (e.g. including operating without the 
required licences or no longer satisfying the applicable 

reliability requirements) may result in a ban on trading and the 
closure of business premises. Prohibitions extend not only to 
unreliable actors, but also to situations that pose dangers to 
public interests.9 Germany also complements these general 
reliability assessments in the form of sector-specific legis-
lation. Gambling operators are subject to particularly strict 
licensing regimes under the Interstate Treaty on Gambling, 
which authorities use to assess reliability and impose player 
protection requirements before licences are granted.10

These integrity checks can be applied in different admin-
istrative contexts and can be used for additional purposes 
other than for assessing licence applications:11

Licences and permits
Licencing procedures regulate entry into sensitive 

sectors (e.g. gambling, private security, sale of 
alcohol). Standard checks may verify technical or 
safety conditions, but an integrity check examines 
whether granting the licence would pose a risk of 
misuse (e.g. a bar acting as a front for organised 

crime). Under the BIBOB Act or the Anti-Mafia Code, 
authorities may also consider the background of 

associates or family members,  
in order to prevent infiltration.

Certificates and authorisations
In many Member States, applicants in must obtain a 
certificate of good conduct (criminal record extracts) 

before entering certain professions or regulated 
activities. While such certificates primarily regulate 

sensitive economic fields (e.g. taxi driving, child-
care or financial services), they indirectly exclude 
individuals with disqualifying convictions, thereby 
preventing misuse. In integrity-focused tools, the 
question is not just about whether the individual is 

qualified, but rather if the authorisation being applied 
for could allow for unlawful activity.

 
 

Subsidies and grants

Subsidy procedures usually ensure compliance with 
EU state aid rules and national conditions. However, 

public funds are highly attractive for fraud. In Italy 
and the Netherlands, subsidies are screened under 
integrity legislation, thereby allowing authorities to 

deny funds if there is a risk of misuse for money laun-
dering purposes or of supporting criminal networks. 

In Sweden, strong integrity checks are applied in 
the welfare domain, where benefit fraud is fought by 
means of close cooperation between administrative 

bodies, law enforcement and tax authorities.

 
 

Public procurement and tenders

EU procurement law already requires the exclu-
sion of companies convicted of organised crime, 
money laundering or corruption. Some Member 

States go further. An example of this is the Swedish 
Nacka project, which introduced on-site checks 

and follow-up monitoring of contractors. In Italy, the 
Prefect screens applicants under the Anti-Mafia 
Code, and a negative opinion is binding. In the 

Netherlands, suspicious tenders can be referred for 
a BIBOB integrity review to prevent public contracts 
being awarded to criminally infiltrated companies.



86  I  ENAA  |  Toolkit The administrative Approach – Preventive and repressive administrative measures

Often, integrity checks will involve law enforcement agen-
cies cooperating with administrative authorities. That way, 
risks can be evaluated and any preventive action can be 
taken in a timely manner. By integrating integrity checks 
into routine administrative processes, authorities can act 
proactively, and therefore protect the legal economy from 
misuse, all the while preserving a fair and competitive 
market environment. 

Repressive measures 
to combat the criminal 
exploitation of 
the legal domain

The value of integrity checks lies in their preventive 

nature, namely that they stop high-risk applicants 

from obtaining licences, subsidies or contracts before 

they can be misused. However, when infiltration has 

already occurred or if the preventive screening was 

not thorough enough, authorities may need to take 

repressive measures.12

Revoking licences 
and permits

The revocation of administrative decisions, such as permits 
or licences, allows administrative authorities to intervene 
quickly when the activities are found to pose a threat to the 
market integrity or public order for instance. Such meas-
ures are grounded in the principle that these authorisations 
are conditional and can be withdrawn if the conditions are 
violated or misused for criminal purposes or if the authori-
sation was received fraudulently. 

Here, we can draw a distinction between suspension and 
revocation. On one hand, the suspension of administrative 
decisions involves the temporary prohibition of a specific 
activity, after which it may resume under the original author-
isation. This is for instance the case in the Czech Republic, 
in Belgium or Italy. On another hand, the revocation or with-
drawal is definitive. In Italy, if recurrent criminal presence 
on premises has been happening, a suspension can first 
be issued. If problems still persist, the police authority may 

revoke the licence altogether. In some countries, such as 
the Czech Republic and Italy, revocation of the decision can 
follow its suspension. 

Germany further illustrates how withdrawal 
and revocation powers are integrated into 
administrative law. German law distin-
guishes between the withdrawal of an 
administrative act that was unlawful from 
the outset, for example because it was 
obtained fraudulently, and the revoca-
tion of a lawfully issued decision where 
circumstances have subsequently changed 
or the applicable legal conditions are no 
longer being fulfilled. Failure to comply with 
licensing requirements or a loss of personal 
reliability may therefore result in the prohi-
bition of commercial activities or the with-
drawal of a licence.13 

Sector-specific legislation further 
strengthens these powers. For 
example, the Restaurant Licensing Act 
(Gaststättengesetz) allows authorities to 
refuse or withdraw licences for restaurants 
and pubs where the relevant legal require-
ments are not being met, whilst gambling 
legislation subjects operators to strict 
licensing and reliability requirements.14

Rather than solely punishing past wrongdoings, the revo-
cation of licences or permits serves to combat ongoing or 
imminent threats and to prevent the continued abuse of 
legal structures by OCGs. 

Common grounds for revocation across Member States 
include:

•	 public safety threats, public interest (e.g. Belgium, 
Poland, Spain, France, Italy and Germany);

•	 land or zoning regulations, revocation may take place 
if the official purpose of a specific area or property is 
altered, sometimes entitling the affected party to finan-
cial compensation, or if the permitted zoning rules for a 
location are breached (e.g. Netherlands, Spain);



87ENAA

•	 violations of licence conditions (e.g. Netherlands, 
Czech Republic, France); 

•	 erroneous issuance of the decision, which means that 
the permit or decision had been erroneously granted due 
to incorrect information or false pretences (Germany and 
Spain);

•	 affected liquidity or insolvency, if the individual that 
has been granted the decision is either declared bank-
rupt or if his company is being liquidated (Poland).

The legal qualification of revocation depends. In some 
systems, it is treated as an administrative sanction, such 
as in France, the Netherlands in some cases, Germany or 
Belgium. However, in the case of suspension in Belgium, 
they are not specifically classified as administrative sanc-
tions. This classification is very important as it determines 
whether the full procedural rights under Article 6 of the 
ECHR apply.15

This mechanism has to be governed by essential admin-
istrative principles, such as necessity, proportionality and 
procedural fairness. Permit and licence holders are provided 
with safeguards such as the notice of intended action, 
formally notifying them of the reasons for revocation so 
they can prepare a defence. They are also entitled to a fair 
hearing where they may present evidence or arguments, 
and have access to appeal procedures to challenge unfa-
vourable decisions before an independent tribunal.16 Such 
procedural protections ensure that revocations are not 
arbitrary but balanced responses aimed at protecting the 
legitimate economic activities from OCGs.

Closing premises

Another important repressive measure is the temporary or 
permanent closure of businesses or premises. Rooted in 
the powers of public authorities to uphold public safety and 
order, this intervention enables authorities to close down 
locations that have become hubs for illegal activities or were 
repeatedly linked to OCGs.17

Across the various Member States, administrative author-
ities possess multiple options for intervening in or around 
business premises. These include the suspension of busi-
ness activities, enforcing building maintenance, the eviction 
of tenants, restricting access, and most notably ordering 
the closure of the premises. The application and the extent 

of these powers differ in each country, but the closure 
of premises is widely recognised as a key instrument. In 
France, for example, the 2025 law aimed at combatting 
narcotrafficking introduced a provision allowing the repre-
sentative of the State in the department (or the Prefect of 
Police in the case of Paris), to order the closure of busi-
nesses and public premises for up to six months in order 
to prevent specific offences, including those relating to 
criminal organisations and drug trafficking.18 Similarly, 
in Luxembourg, the amended Law of 18 July 2018 on the 
Grand Ducal Police empowers mayors to order the tempo-
rary closure of commercial establishments, cafés and 
similar venues, where necessary, to put an end to distur-
bances to public order. This power forms part of the mayor’s 
broader administrative police responsibilities and enables 
local authorities to intervene rapidly to restore public order 
through administrative rather than criminal measures.19 In 
Germany, the police may order the temporary closure of 
premises where necessary to eliminate threats to public 
safety. Such measures may accompany prohibitions on 
commercial activities at locations where businesses are 
being operated without the required authorisations or 
where their continued operation endangers public interests. 
In the Netherlands and Belgium, mayors may shut down 
premises without any need for public nuisance incidents 
to have occurred, especially if drug-related activities are 
taking place. Such examples illustrate that, although the 
legal frameworks and competent authorities differ, powers 
of closure can serve as an important tool for preventing and 
disrupting criminal activities.

The principle of this measure lies in the need for rapid 
administrative intervention if the continued operation of a 
particular business is facilitating criminal activities or would 
undermine public trust. While such administrative sanc-
tions might not always be a direct response to a proven 
offence, they are applied in order to remove the environ-
ment allowing for crime to thrive. In most systems, proce-
dural safeguards such as prior notice to the owners as well 
as the opportunity to rectify infringements are provided. In 
some cases, repeated violations or persistent threats may 
lead to the indefinite closure of the establishment.20

Dissolving associations

Whereas measures such as integrity checks and licence 
revocations address risks presented by individuals or 
specific businesses, dissolution targets associations or 
groups whose collective existence itself is a danger to 
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public order or public safety. The idea is that some groups, 
such as outlaw motorcycle gangs (OMCGs) or Mafia-type 
associations derive their power not solely from the criminal 
activities of its members but also from its reputation, cohe-
sion and the infrastructure provided by their organisation. 
By dissolving or banning such groups, the authorities can 
disrupt this phenomenon by limiting their visibility, resources 
and influence.21

However, given its restrictive impact on the fundamental 
freedom of association,22 dissolution can only be justified 
under strict conditions: it has to be necessary and propor-
tionate, as stated in Article 11 of the European Convention 
of Human Rights.23 Any involuntary termination must be 
based on compelling and clearly established legal grounds 
and be both necessary and proportionate in a democratic 
society.24 General or blanket bans – meaning rules or meas-
ures being applied uniformly to entire categories of associa-
tions without considering specific facts or circumstances of 
each case – are not permitted. In fact, every decision must 
be carefully justified and weighed up against the interests 
of the association and of society as a whole.25 Dissolution 
should only be used as a last resort when lesser solutions 
have failed. Usually, dissolution is kept for associations that 
have engaged in anti-constitutional activities, or persist 
their illegal conduct even after repeated warnings and 
opportunities to rectify their behaviour.

The decision to dissolve an association can only be imposed 
by an independent and impartial court. Actions of individual 
members, when not attributable to the association acting 
as a whole, usually cannot justify dissolution.26 Denmark 
illustrates how these principles operate in practice. In 2021, 
the Danish Supreme Court upheld the dissolution of the 
“Loyal to Familia” association after finding that the organi-
sation promoted violence and unconstitutional means. The 
case demonstrates that dissolution may be used against 
organisations posing a serious threat to public order, while 
remaining subject to strict judicial review and constitutional 
safeguards.27 In Scandinavia more widely, legal steps to 
dissolve outlaw motorcycle gangs (OMCGs) such as “Hells 
Angels” or “Bandidos” have been limited. As of 2018, no 
direct dissolutions have taken place and preventive policing 
measures have been favoured instead.28

Germany provides a prominent example of the use of 
association bans as an administrative measure. Freedom 
of association is protected under Article 9 of the Basic 
Law but is subject to limits where associations pursue 
objectives contrary to criminal law or threaten the free 

democratic constitutional order. Under Article 9(2) of the 
Basic Law, associations may therefore be prohibited or 
dissolved where they meet these strict legal thresholds.29 
The legal framework is laid down in the Act Regulating 
Public Association Law (Vereinsgesetz), under which the 
competent authority is either the Federal Ministry of the 
Interior, for associations operating across more than one 
federal state, or the Interior Ministry of the relevant federal 
state in the case of organisations with a regional scope. The 
consequences of such bans are extensive. They include 
the dissolution of the association, the confiscation of its 
assets, the prohibition of successor organisations and the 
criminalisation of the continued use of the organisation’s 
symbols. Legislative amendments adopted in 2017 further 
strengthened restrictions on the public display of symbols 
associated with banned organisations.30

In practice, Germany has repeatedly relied on this instru-
ment. In September 2022, the Federal Ministry of the Interior 
prohibited the biker gang-like organisation “United Tribuns” 
because of its involvement in serious offences, including 
violent crime, human trafficking and sexual exploitation. The 
measure involved coordinated police operations across nine 
federal states, the seizure of assets and the prohibition of 
all organisational activities and symbols.31 Similar measures 
have also targeted outlaw motorcycle gangs, extremist 
organisations and the so-called Reich Citizens’ Association 
“Geeinte deutsche Völker und Stämme” (GdVuSt). These 
examples illustrate how association bans can disrupt crim-
inal organisations by dismantling both their organisational 
structure and their public presence.32

Within the administrative approach, dissolution there-
fore functions as a complementary measure to criminal 
proceedings and empowers Member States to dismantle 
dangerous organisations prior to, or beyond the reach of 
purely judicial responses.

Additional administrative 
measures
Administrative authorities have the power to impose admin-
istrative fines in order to punish any infringements of public 
order or violations of administrative decisions or rules. 
Administrative fines are primarily punitive, but will usually 
not appear on an individual’s criminal record, except in 
the Netherlands where such fines could be considered in 
integrity screenings under the BIBOB Act. Those fines offer 
authorities a flexible instrument to maintain public order and 
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enforce compliance, even in cases where no prior admin-
istrative decision existed. They can often accompany 
other sanctions, such as prohibitions on certain activities 
or warnings for instance. Examples of administrative fines 
include the Dutch General Administrative Law Act, which 
includes punitive fines (bestuurlijke boetes), Germany’s 
Administrative Offences Act (Ordnungswidrigkeitengesetz), 
which enables administrative authorities to impose fines for 
breaches of regulatory obligations, specific misdemeanours 
regulated under Czech law, and Belgium’s municipal fines 
(GAS).33

Another administrative measure available is the exclusion 
from participation in public tenders, which serves to prevent 
individuals or companies that pose integrity risks from 
obtaining public contracts. At EU level, Directive 2014/24/
EU on public procurement establishes mandatory grounds 
for exclusion in the case of economic operators convicted 
of offences such as money laundering or terrorist financing. 
Member States have transposed these requirements into 
their national procurement frameworks and may comple-
ment them with additional exclusion grounds and integri-
ty-screening mechanisms. In Germany, contracting author-
ities may therefore exclude economic operators convicted 
of organised crime, fraud or corruption from participating 
in public procurement procedures. This illustrates how 
procurement rules can function as a preventive adminis-
trative barrier by restricting access to public contracts for 
criminal or criminally infiltrated businesses.34 While the 
Directive primarily regulates contracts above certain mone-
tary thresholds, contracts below these thresholds remain 
subject to national rules that must nevertheless respect 

the principles of fairness, transparency and non-discrim-
ination. Member States may also complement the EU 
framework with their own procurement legislation and 
integrity screening mechanisms.35 In the Czech Republic 
and the Netherlands, for example, local regulations govern 
public tenders below the EU threshold. Italy’s Anti-Mafia 
Code also applies to tenders under €150,000, and special 
screening practices are exercised during major events such 
as Milan’s EXPO 2015 in order to uncover irregularities and 
criminal involvement.36 In Spain, public procurement law 
establishes a registry (ROLECE) to exclude individuals or 
entities convicted of administrative offences or crimes, such 
as tax evasion, fraud or labour law violations. Contracts 
awarded in violation of these rules may be declared null 
and void, thereby ensuring that only individuals meeting 
solvency and integrity requirements can participate in public 
contracting.37

Taken individually, each of these administrative measures 
addresses a specific aspect of criminal exploitation of the 
legal economy. Their real strength, however, lies in their 
combined use. Integrity checks prevent high-risk actors 
from entering the legal economy, revocations and closures 
interrupt ongoing misuse and dissolution and procurement 
measures further reduce opportunities for organised crime 
to establish or maintain legitimate business activities. The 
following sections illustrate how these different instruments 
have been brought together within comprehensive admin-
istrative approach frameworks in the Netherlands, Italy and 
Belgium.
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The Netherlands - 
BIBOB Act
In the Netherlands, the Public Administration (Probity 
Screening) Act, also known as the BIBOB Act, combines 
both a preventive and a repressive aspect, giving the Dutch 
authorities a tool to protect the integrity of their public 
administration.38 Referred to as “Bibob checks”, these are 
investigations carried out upon individuals or companies by 
the National Bibob Bureau (LBB) at the request of munici-
palities or provinces in the following situations:

•	 Request for a subsidy or permit;
•	 Purchase of immovable goods from the government;
•	 Bid for a government contract;
•	 Sale of immovable goods to the government
•	 Real estate contracts.39

Integrity checks

The LBB is part of the Ministry of Justice and Security, and 
has two main tasks:

1.	 to provide advice to government entities regarding the 
degree of risk of an individual misusing a government 
decision;

2.	 to inform the public authorities regarding the application 
of the BIBOB Act.40

As such, the Bureau has access to diverse sources of infor-
mation, such as the police registers, the Labour inspec-
torate, the Tax and Customs Administration or even the 
Land Registry to name but a few. After a request has been 
made to the Bureau, the LBB has eight weeks to investigate 
the matter and to provide its recommendation.41 However, 

it is crucial to note that requesting a recommendation from 
the LBB should not be the first step when conducting a 
background check, as such investigations infringe the 
privacy of individuals or legal entities. The request should 
only be made if a government’s agency own investigation 
has led to sufficient indications that the person investigated 
could indeed try to misuse the government decision he 
applied for. 

The LBB will only deliver a recommendation on the risk of 
criminal abuse, as it does not have the authority to take any 
binding decision. Such responsibility is held by the compe-
tent authority. Restaurants, nightlife, bars or prostitution 
establishments are some of the sectors in which this Act 
is most commonly applied. Nevertheless, it is also quite 
frequently relevant to the construction, chemical, livestock 
farming and road transport industries. 

Different actors are involved in the application of the BIBOB 
Act. The first actor involved is obviously the competent 
authority that requested the National Bibob Bureau for 
advice. The National Bibob Bureau then advises the author-
ities concerned, after conducting a thorough and extensive 
investigation. The Public Prosecution Service (PPS) acts as 
an intermediary for foreign information requests and may 
signal risks of criminal misuse.42 Finally, any other govern-
ment agencies can be an actor by supplying any information 
deemed necessary.

Administrative measures in action – 
Drawing inspiration from experience

While administrative measures exist across many Member States, the Netherlands, Italy and Belgium 

have developed some of the most comprehensive administrative approach frameworks in the European 

Union. Their systems combine multiple preventive and repressive administrative measures with 

structured information-sharing mechanisms, dedicated institutions and multi-agency cooperation. 

The following examples therefore illustrate how these different administrative tools can be integrated 

into a coherent administrative approach.
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There are four grounds for which a government decision 
could be refused:43

1.	 Serious risk that such a government decision will be used 
to obtain criminal benefits (Section 3(1)(a) of the BIBOB 
Act)

2.	 Serious risk that such a government decision will be used 
to commit criminal offences (Section 3(1)(b) of the BIBOB 
Act)

3.	 Criminal offence committed in order to obtain or retain 
a government decision (Section 3(6) of the BIBOB Act)

4.	 Refusal by the applicant or holder of the decision to 
provide the LBB with additional information when 
requested to do so (Section 4 of the BIBOB Act)

By means of these provisions, the Act prevents uninten-
tional facilitation of criminal activities by the authorities,44 
and the competitive position of bona fide business owners 
is supported.45 If serious causes for concern are deter-
mined at any point during one of these integrity checks, 
public authorities are allowed to refuse or revoke the permit, 
subsidy, or whichever governmental decisions the individual 
applied for.

In practice, the administrative authority will first conduct its 
own investigation, using a variety of information sources 
ranging from the public registers to police and judicial files. 
If suspicions remain, the authority may request an in-depth 
recommendation from the National Bibob Bureau, which will 
assess risks including the applicant’s background, finan-
cial backers as well as its business structure.46 Whilst the 
Bureau’s advice is non-binding, the authority must justify 
its final decision and respect the procedural safeguards, 
including informing the applicant, allowing them to respond 
and providing access to appeal mechanisms under the 
General Administrative Law Act (Awb). Courts and the 
European Court of Human Rights (ECtHR) have highlighted 
that refusals or revocations under BIBOB are considered 
preventive and not punitive and are therefore distinct from 
criminal charges.47

The Dutch BIBOB model is a great example of how a special-
ised and independent body can support administrative 
authorities by centralising expertise and relevant informa-
tion on criminal risks, while safekeeping the authority of the 
competent administrative body to make the final decision. 

Revoking licences and closure of 
premises

Beyond BIBOB, the Environmental Licencing Act (Wabo) 
provides a unified administrative framework for permits 
relating to land use, environmental and building matters. 
Under this framework, permits can be refused, suspended 
or revoked if the permit holder violates conditions, poses 
environmental or public health risks, or fails to comply with 
spatial plans. Authorities must give the permit holders a 
chance to remedy violations before issuing the revocation.48

Local public servants, often appointed by municipalities, 
have supervisory powers such as entering premises and 
applying administrative sanctions such as coercive orders 
or financial penalties.49 The Wabo authorises mayors and 
municipal executives to  close premises temporarily or 
permanently if public order or health is at risk, including as 
a result of drug-related offences for instance. Such meas-
ures include safeguards requiring motivation, notice and 
opportunities to object and appeal, with recourse to courts 
including the Council of State (ABRvS) for independent 
review.50

Dissolving associations

The Dutch approach with regard to outlawing motorcycle 
gangs (OMCGs) illustrates how the dissolution of associ-
ations can form one component of a broader, integrated 
strategy to combat organised crime. In the past, OMCGs 
were primarily addressed through criminal law by prose-
cuting individual members for specific offences. However, 
the Dutch authorities recognised that criminal proceedings 
alone had limitations as a means of dismantling these organ-
isations as collective entities. Criminal investigations were 
often time-consuming and required extensive evidence 
against individual members. Consequently, despite indi-
vidual convictions, the clubs themselves were often able to 
continue their activities.

To overcome these challenges, the Dutch authorities 
increasingly relied on measures targeting the organisational 
structure of these groups. By characterising clubs as legal 
entities or associations whose activities threatened public 
order, the Public Prosecution Service could seek their disso-
lution before the civil courts, without first obtaining criminal 
convictions against every individual member.
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Recent evaluations nevertheless demonstrate that 
dissolving associations should not be viewed as a stan-
dalone solution. The civil dissolutions formed part of a 
broader integrated strategy combining administrative, crim-
inal and fiscal measures, which therefore makes it difficult to 
isolate their individual impact. While the bans reduced the 
public visibility of several outlaw motorcycle gangs and facil-
itated further enforcement actions, members also adapted 
by meeting in less visible locations, joining newly created 
groups or changing their outward behaviour. The Dutch 
experience therefore illustrates that dissolution meas-
ures can be a valuable tool, but are most effective when 
embedded within a broader, multi-agency approach.51

To further strengthen this approach, Dutch lawmakers 
drafted a bill in 2018 introducing administrative banning 
powers aimed specifically at OMCGs and similar organ-
isations. The proposal would allow the Minister for Legal 
Protection to directly ban organisations posing a serious 
threat to public order and public safety without requiring 
prior court approval. Unlike the existing civil dissolution 
procedure, such an administrative ban would enter into 
force immediately following the ministerial decision, making 
any continuation of the organisation’s activities a criminal 
offence.52 As of 2026, however, this bill remained under 
parliamentary review and debate.

Italy - Anti-Mafia Code

In 2011, the ‘Code of anti-mafia laws, relevant preventive 
measures and new anti-mafia provisions’ (Anti-Mafia Code) 
was introduced in Italy, with the goal of unifying the pre-ex-
isting conditions relating to the fight against the Italian 
mafia.53 Made up of four books, the Code provides a coor-
dinated framework to prevent – and repress, as we will see 
in our next section – Mafia infiltration into the legal economy.

Integrity checks

Frequently, the integrity checks are conducted with the 
involvement of both law enforcement agencies and admin-
istrative authorities. Under the Italian model, this coopera-
tion is incarnated in the role of the Prefect, a high-ranking 
official who represents locally the national government. 
The Prefect has the power to lead such screenings with 
the support of financial intelligence units and the national 
government.54 Article 91 of the Anti-Mafia Code requires 
the Italian administrative authorities to request the ‘anti-
Mafia information’ before undertaking any administrative 
acts or entering a contract. The contracting authorities or 
the Public Administration will request such information at 
the Prefecture, the local office headed by the Prefect.55 The 
Prefect also has access to the Single National Database for 
Anti-Mafia Documentation (BDNA), which brings together 
both positive and negative feedback from the anti-Mafia 
documentation to enable fast background checks. The 
Prefect further works with the law enforcement agencies 
as well as the Direzione Investigativa Antimafia (DIA).
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In order to verify whether an applicant has been the subject of impediments, bans or suspected of having anything to do 
with the Mafia, the authorities go through the anti-Mafia documentation. There are two administrative provisions (or checks, 
both defined in Article 84 of the Code) constitute the anti-mafia documentation:

Anti-Mafia communication Anti-Mafia information

Rules state that any individual that has been 
subject to final criminal conviction for serious 
offences or a personal preventive measure 
issued by the Judicial Authority is not allowed 
to be granted governmental decisions such as 
“licences, police or commercial authorisations, 
a concession on state property or an assign-
ment of public financial contributions”.56 It is a 
binding act57 and based strictly on final criminal 
judgements, in accordance with the standard of 
proof known as “beyond reasonable doubt” that 
is used under criminal law.58 If such an imped-
iment exists, the Prefect will issue a prohibitive 
anti-Mafia communication, thereby automati-
cally excluding the applicant from government 
licences and contracts.59

This provision goes beyond the anti-Mafia 
communication. It allows authorities not only to 
check for convictions, but for broader risk indi-
cators. Documents – criminal records, pending 
proceedings or the absence thereof60 – are 
looked for in order to identify causes for prohibi-
tion, but also any other efforts that may possibly 
have been made at Mafia infiltration, meaning to 
impact the enterprise’s policies.61 The competent 
public authority is able to conduct investigations 
in order to prove infiltration by the Mafia, such 
as background checks into related persons, 
site inspections or financial analysis.62 This way, 
the authorities can establish whether a risk of 
Mafia influence is present. For this provision, the 
standard of proof is aligned with that of civil law, 
namely “more likely than not”, which provides for 
a more proactive and flexible approach.63

For the authorities, both of these administrative provisions 
are binding acts, and the outcome of these cannot be nego-
tiated by the individual.64

Whether anti-Mafia documentation is required or not solely 
depends on the amount of the funding or contract. Such 
information is disclosed in Article 83 of the Anti-Mafia Code, 
and works with the following system:

•	 Contract value < €150,000: no documentation required;

•	 Contract value > €150,000 BUT below the EU threshold 
for the public procurement: Anti-Mafia communication 
is required;

•	 Contract value exceeding the EU threshold: Anti-Mafia 
information is required.

In Italy, a broad range of persons can be subjected to such 
screenings. Article 85 of the Code states that these integ-
rity checks not only concern the applicant, but also apply in 
the case of technical managers, general partners, owners, 
majority shareholders through to family members. By doing 

so, loopholes possibly exploited by criminals such as using 
family proxies for instance can be closed off.65

The infrastructure of the Italian system66 In 2021, a reform 
was introduced to strengthen both the procedural safe-
guards and the proportionality of the Italian anti-Mafia 
system. If the Prefect finds evidence that could justify 
an anti-Mafia interdiction, the company or individual 
concerned must first be notified and will have 20 days 
to request a hearing or submit observations. This rein-
forces procedural fairness by allowing the affected party 
to respond before a final decision is taken. Furthermore, 
instead of automatically excluding a company whenever 
only occasional links with organised crime are identified, 
the reform introduced a collaborative prevention mecha-
nism. Under this system, the Prefect may closely monitor 
and guide the company’s corrective efforts for up to one 
year by imposing organisational and monitoring measures 
while allowing it to continue operating under strict super-
vision. This approach seeks to rehabilitate companies that 
have only been marginally affected by criminal infiltration 
rather than immediately excluding them from the market. 
It is particularly valuable for larger companies involved in 
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public procurement, where immediate exclusion from public 
procurement could have significant economic and social 
consequences. By combining anti-Mafia communication 
and anti-Mafia information with a centralised database, 
the Italian model enables authorities to identify and prevent 
more understated forms of Mafia infiltration before they 
undermine the legal economy. The 2021 reform comple-
ments this preventive framework by strengthening proce-
dural safeguards and introducing proportionate, corrective 
measures for companies affected by only occasional crim-
inal infiltration.67

The Italian model demonstrates that integrity checks can 
go beyond criminal convictions and incorporate broader 
indicators of criminal infiltration. It also illustrates the value 
of combining information from multiple authorities by means 
of a centralised screening mechanism whilst ensuring that 
preventive measures remain proportionate to the level of 
risk.

Revoking licences and closing premises

The revocation of licences and permits complements Italy’s 
broad anti-Mafia framework. it is also a measure within the 
Anti-Mafia Code that aims to prevent Mafia infiltration of 
the legal economy. The administrative authorities have 
the power to revoke licences, permits, authorisations and 
concessions that have been granted to individuals or enti-
ties that are suspected of Mafia influence or connections. 
The authorities carry out screenings using the informa-
tion applicants have provided, as well as data from the 
Chambers of Commerce, financial institutions, law enforce-
ment agencies and government databases. 

The Questore – the provincial head of the State Police – can 
suspend licences if the business premises poses risks to 
public safety or is frequented by criminals. Examples of this 
include establishments such as clubs or bars that become 
a location of repeated disturbances, criminal gatherings 
or violence that is clearly disrupting public order. To illus-
trate this, imagine a local restaurant which, over time, has 
become a gathering spot for members of a local gang. The 
neighbours could be victims of intimidation and violent alter-
cations could occasionally break out, leading to the police 
being called on a regular basis to restore order. In such a 
context, the establishment could potentially qualify as a 
risk to public safety, thereby justifying the suspension of its 
licence. The mayors, overseeing public order, are allowed 
to request intervention from the Prefect who will coordinate 
law and administrative enforcement actions to enforce the 
revocations. Such revocations are urgent repressive meas-
ures to protect public safety as well as to disrupt Mafia-
related activities.68

These measures target evident criminal conduct but also 
quieter forms of Mafia infiltration in Italy. Instead of relying 
solely on violence or public threats, Mafia groups have 
slowly turned to silently controlling or benefiting from legit-
imate businesses for purposes such as laundering their 
profits. Mafia groups infiltrate the legal domain by secretly 
owning businesses through trusted people – friends or 
family – or by manipulating financial records in order to hide 
their illegal activity and so on. This quieter form of mafia 
infiltration forces the authorities to look beyond criminal 
convictions and to be able to respond to suspicious connec-
tions and financial irregularities in order to ensure that the 
protective scope of the Italian Anti-Mafia Code includes 
both visible and silent threats to their legal economy.

With regard to closing businesses, if a business has had 
its licence suspended multiple times, the Questore has the 
authority to permanently close down the premises. In such 
cases, the property owner is not entitled to receive any 
compensation or financial support from the authorities.69
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Belgium - DIOB (Directie 
Integriteitsbeoordeling 
voor Openbare Besturen)
In 2023, Belgium introduced a preventive instrument in 
order to address the risks of OCGs infiltrating the legal 
economy through seemingly licit structures. Inspired by 
the Dutch experience with the BIBOB system, a Directorate 
for Integrity Assessment for Public Authorities (DIOB) was 
created and became operational in 2024. DIOB provides 
local administrations and municipalities with a new frame-
work that helps assess integrity risks linked to licences, 
permits and establishment authorisations.

At its core, DIOB seeks to interrupt the potential misuse of 
the legal domain before the harm can be done. Rather than 
waiting for criminal convictions to put an end to the exploita-
tion, local authorities can refuse to issue licences or permits 
if there are serious indications that the business will help 
facilitate crime or conceal illicit profits.70

The different tasks and ways in which the DIOB can help 
local authorities are as follows:71

•	 Risk analysis: Every year, the Directorate identifies 
economic activities and sectors deemed vulnerable 
to criminal infiltrations. Municipalities may select from 
this list when deciding which sectors require integrity 
assessments.

•	 Central register: Decisions to refuse authorisations are 
stored in a Central Register for Integrity Screenings 
which facilitates the transfer of information.

•	 Advisory opinions: Local administrations have to first 
conduct their own integrity screening. Only after doing 
so can they ask advice from DIOB. Such a request can 
be made when the local screening reveals the need for 
additional investigation beyond its own capacities, or 
when the findings point towards a potential refusal of 
the operating permit or licence.

Risk analysis

Central 
register

Advisory 
opinions

DIOB
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Even if the Directorate issues non-binding recommenda-
tions, such opinions still carry significant weight in municipal 
decisions.

Refusal to issue an authorisation is deemed possible if there 
is a well-grounded risk that either the establishment could 
allow profits from illegal activities to be reinvested, that the 
business would be potentially used to commit offences, 
or that crime has been committed in order to obtain the 
authorisation in the first place. The issuing of the operating 
permit or licence can only be refused after receiving the 
DIOB’s opinion.

Such integrity checks do not solely apply to the individual(s) 
managing the establishment. Whilst the checks do primarily 
concern them, they can, based on a reasoned justification, 
also be extended to include related entities or individuals. In 
order to perform its assessments, DIOB can request input 
from other bodies such as the police and the tax authorities 
for example.72

Before the DIOB was introduced, municipalities in Belgium 
possessed the administrative powers to withdraw or 
suspend permits and licences whenever a business had 
failed to comply with the conditions set out in its author-
isation. Under the New Municipality Act, municipalities 
were entrusted with the authority to establish police regu-
lations designed to maintain public order, including mech-
anisms to enforce compliance with licence conditions for 
instance. If an establishment breached such regulations or 

operated in a manner prejudicial to public order, the munic-
ipality was allowed to exercise its power and suspend or 
revoke the permit, thereby interrupting the operation of the 
establishment.

Such authority is framed as an administrative sanction, 
the goal of which is to preserve public order, rather than 
as a criminal penalty. There was a regulatory framework 
to ensure that municipalities complied with procedural 
safeguards, such as providing the licence holder with prior 
notice and ensuring that the decisions are proportionate for 
instance. These decisions could be appealed to the Council 
of State, which would have reviewed whether the adminis-
trative action had respected the principles of necessity and 
proportionality. 

Since the introduction of the DIOB, municipalities intending 
to revoke a permit or a licence must first request a recom-
mendation from the body. Although the recommendation 
is non-binding, the municipality cannot proceed without 
having obtained it.

In practice, municipalities adopt a risk-based approach 
when implementing the administrative approach. Rather 
than systematically screening all businesses, they focus 
their administrative controls and integrity investigations on 
sectors that have proven vulnerable to criminal infiltration. 
Recurring examples identified include night shops, garages, 
barber’s shops, and businesses in the hospitality sector.73

The first time that this Belgian framework was used in practice occurred in June 2026, when 
the city of Liège became the first Belgian municipality to order the administrative closure of a 
commercial establishment on the basis of the Act of 15 January 2024. The municipality first 
conducted a local risk analysis to identify sectors considered particularly vulnerable to criminal 
infiltration, including second-hand vehicle dealers, night shops, telecommunications businesses, 
hairdressers and gambling establishments. More than 800 establishments operating in these 
sectors were then subjected to an initial screening, carried out in cooperation with the Federal 
Police District Information and Expertise Centre (CIEAR). Businesses identified as particularly 
problematic underwent more in-depth integrity investigations combining administrative checks 
(e.g. publication of accounts, compliance with social obligations, possession of the necessary 
permits and compliance with sanitary and safety standards) with police and judicial information 
collected in accordance with a protocol established with the public prosecutor. 
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Where indications of money laundering or criminal exploitation were identified, the municipality 
summoned the operators to be heard before deciding whether to impose an administrative 
closure.74 However, in September 2026, the Belgian Council of State suspended several of the 
definitive closure decisions imposed by the City of Liège, finding that the principle of proportionality 
had not been sufficiently respected. In particular, the Council of State considered that the 
municipality should have assessed whether a temporary rather than definitive closure would 
constitute an appropriate measure. This development underlines the importance of ensuring 
that administrative measures adopted are individually assessed and always proportionate. This 
case illustrates how the Belgian administrative approach enables municipalities to intervene 
administratively against the infiltration of criminal activities into the legal economy by carrying 
out integrity investigations and administrative measures, rather than relying solely on criminal 
proceedings.

Before the introduction of the DIOB, the law in Belgium 
provided municipalities with a legal framework to tempo-
rarily or permanently close establishments. There were two 
main forms in which such closures could happen: 

1.	 By means of an administrative sanction: if a regula-
tion had been violated, for instance if a business has 
been operating without having been issued the proper 
licence or permit, the closure of the premises could have 
been ordered. Such closures of establishments were 
imposed by the Mayor and Aldermen and were subject 
to the same procedural guarantees as the revocation 
of permits and licences, such as the right to be heard, 
proportionality, reasoning and appeal.

2.	 By means of an administrative police measure:75 under 
specific provisions of the New Municipality Act, the 
Mayor was able to act if there were serious indications 
of specific crimes – such as human trafficking, smug-
gling or drug trafficking for instance – or disturbances 
to public order.

These measures were not punitive but rather designed 
to remove the conditions that were allowing the crimes to 
happen. They were framed as measures to preserve public 
order. Whenever relevant, such as in drug-related cases, 
the Mayor had to consult the judicial authorities and respect 
the right to be heard. The Mayor also had to justify that the 
decision to close the premises was proportionate to the 
offences or the nuisance. Closure decisions could be chal-
lenged before the Council of State.

With the introduction of the DIOB, municipalities intending to 
close a business must first request a recommendation from 
the body. Although the recommendation is non-binding, the 
municipality cannot proceed without having obtained it.

In July 2025, the Belgian government approved a prelim-
inary draft introducing a legal framework for administra-
tive measures against organisations considered to pose a 
serious threat to national security or the democratic rule of 
law. The initial proposal envisaged both the prohibition and 
administrative dissolution of certain organisations, including 
associations with and without legal personality.76 Following 
the opinion of the Council of State and subsequent polit-
ical discussions, the proposal was substantially revised. 
Rather than allowing the government to administratively 
dissolve organisations, the new version provides the ability 
to temporarily suspend the activities of organisations that 
meet the legal criteria. At the time of writing, the proposal 
is still undergoing the legislative process and has not yet 
entered into force.77
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Summary
Organised crime relies on the legal economy not only to 
conceal criminal activities, but also to access resources, 
opportunities and legitimate markets. Administrative 
authorities can make this exploitation more difficult by using 
their existing regulatory powers to prevent criminal infiltra-
tion or intervene when misuse has already occurred.

Administrative measures can therefore intervene at different 
stages: before criminal infiltration occurs, through integrity 
checks and screening procedures, or once misuse has been 
identified, for example by revoking licences or closing prem-
ises. Examples from across Europe illustrate how these 
instruments can be used individually or in combination to 
create barriers against organised crime and protect the 
integrity of the legal economy.
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