
European Crime Prevention Award (ECPA) 

Annex I – new version 2015 

 

Please complete the template in English in compliance with the ECPA 

criteria contained in the RoP (Par.2 §3). 

General information 

1. Please specify your country. 

Germany, Lower Saxony 

 

2. Is this your country’s ECPA entry or an additional project?  

 

 

3. What is the title of the project? 

Ratgeber Internetkriminalität (Cybercrime Adviser) 

 

4. Who is responsible for the project? Contact details. 

Hans-Joachim Henschel, Landeskriminalamt Niedersachsen, Zentralstelle 

Prävention, Am Waterlooplatz 11, D-30169 Hannover, 

rik@lka.polizei.niedersachsen.de  

 

5. Start date of the project (dd/mm/yyyy)? Is the project still running (Yes/No)? 

If not, please provide the end date of the project. 

21/10/2013. The project is still running. 

 

6. Where can we find more information about the project? Please provide links 

to the project’s website or online reports or publications (preferably in 

English). 

www.polizei-praevention.de 

 

  



7. Please give a one page description of the project (Max. 600 words) 

The “Ratgeber Internetkriminalität” (Cybercrime Adviser) is the first website in 

Germany, created and managed by the State Office of Criminal Investigation of 

Lower Saxony (Landeskriminalamt Niedersachsen), which offers up-to-date-news, 

advice for prevention and first aid for cybercrime for all citizens and internet 

users. The idea behind this virtual guide is to offer prevention of cybercrime 

where cybercrime actually happens. All visitors of the website will get immediate 

and correct help directly from the police instead of using questionable forums on 

the internet with dangerous half-truths.  

From simple advice and basics to concrete cases we offer a wide spectrum of 

knowledge of the German police in the fight against cybercrime. Every citizen has 

the chance to ask questions to the police via the website and a personal answer 

will follow shortly. The website tries to explain all phenomena of cybercrime in 

simple words, so that the basic user is able to understand it and can carry out all 

the detailed advice easily.  

We offer a special mail-address for all internet users to send their spam mails to 

in order to get an overview of what happens at the citizen’s mailbox. We can 

analyse included malware and quickly create warning messages for everyone via 

our guide. 

The “Ratgeber Internetkriminalität” is located at the Landeskriminalamt 

Niedersachsen. Visitors of the website send their questions from all over Germany 

and different countries in the world. We hope that shortly more federal states in 

Germany will join the Cybercrime Adviser, so that we can offer more prevention 

to more citizens. 

We are very pleased about the positive feedback given by many visitors after 

receiving a personal answer to a question. And we are even more pleased about 

the feedback from visitors of our cybercrime guide, who were prevented from 

becoming a victim of cybercrime. 

Different magazines, newspapers, TV-shows and radio stations in Germany have 

mentioned our website and even a few banks and municipal administrations use 

our guide for their customers.  

You can find our website at: 

www.polizei-praevention.de or www.polizei-prävention.de  

  



I. The project shall focus on prevention and/or reduction of everyday 

crime and fear of crime within the theme. 

8. How does the project contribute to crime prevention and/or to the 

reduction of crime or the fear of crime? (Max. 150 words) 

We offer a lot of up-to-date-prevention advice and basics for all internet users 

and citizens who are interested in the internet. Additionally, the visitors have the 

possibility to ask questions concerning their cybercrime problems to the police. 

 

9. How is the project contributing to raising citizens’ awareness of crime 

prevention? (Max. 150 words) 

We try to help everyone who needs help in simple terms without explaining it in a 

complicated way. 

 

II. The project shall have been evaluated and have achieved most or all 

of its objectives.1  

10.  What was the reason for setting up the project? What problem(s) did it 

aim to tackle?  

Cybercrime prevention has to be constantly up-to-date and close to the citizens, 

because cybercrime can happen to everyone any time. Every day citizens go to 

police stations with their “cyber” problems and report cybercrime. With our guide 

we can inform citizens as well as police officers and we can support our local 

police. In regard to legal proceedings, the citizens can inform themselves 

beforehand of what kind of information is necessary for the criminal prosecution. 

So the police can act faster and more efficiently. 

 

11. Was the context analysed before the project was initiated? How, and by 

whom? Which data were used? (Max. 150 words)  

We searched all over Germany whether there are websites or virtual guides 

operated by any German police force which offer the same information and 

service. There was only one website in Germany which shows some general 

advice and sometimes some “up-to-date-news”. No other police force in all the 

federal states offers specific information, except some downloads of (sometimes 

outdated) brochures. 

 

12. What were the objective(s) of the project? Please, if applicable, distinguish 

between main and secondary objectives. (Max. 150 words)  

                                                
1 For more information on evaluation, see Guidelines on the evaluation of crime prevention initiatives 
(EUCPN Toolbox No.3): http://www.eucpn.org/library/results.asp?category=32&pubdate 



Main:  

- first aid/contact for victims of cybercrime and internet users 

- accessibility 24/7 

- being up-to-date 

- help with questions regarding cybercrime 

- easy to understand 

Secondary 

- information also for police officers  

- correct answers directly from the police without dangerous half-truths 

from the internet 

 

 

13. Did you build in internal goals to measure the performance of the project? 

If so, please describe at what stage of the project and how you measured 

whether the project was moving in the planned direction. (Max. 150 

words) 

It’s not easy to measure prevention. The question is: Are there now less reports 

to the police because everybody knows by now how to manage cybercrime or 

are there more reports because everybody is aware that he is a victim and the 

police is able to help? On our webpage we use the piwik-tool for our visitor 

analysis. We receive a lot of feedback from citizens and from inside the police.  

 

14. Has there been a process evaluation? Who conducted the evaluation 

(internally or externally?) and what where the main results? (max. 300 

words) - for more information on process evaluation, see EUCPN Toolbox No.3, p.9-10 & 

part 2 - section 2A 

No 

 

15. Has there been an outcome or impact evaluation? Who conducted the 

evaluation (internally or externally?), which data and evaluation method 

where used and what were the main results? (Max. 300 words) - for more 

information on outcome or impact evaluation, see EUCPN Toolbox No.3, p.7-9 & part 2 - 

section 2A 

No 

 

III. The project shall, as far as possible, be innovative, involving new 

methods or new approaches. 



16. How is the project innovative in its methods and/or approaches? (Max. 

150 words) 

We are the first cybercrime guide for citizens created and managed by the police 

in Germany. We offer a virtual helpline for cybercrime problems, so that the 

citizens can react faster and more cautious. 

 

IV. The project shall be based on cooperation between partners, where 

possible. 

18. Which partners or stakeholders were involved in the project and what was 

their involvement? (Max. 200 words) 

The project was initiated by the Landeskriminalamt Niedersachsen alone. In the 

meantime we work together with some banks (cybercrime in onlinebanking). We 

hope to expand our guide to other federal states in Germany.  

 

V. The project shall be capable of replication in other Member States.  

19. How and by whom is the project funded? (Max. 150 words) 

Up to now, it is paid from our budget of the LKA. 

 

20. What were the costs of the project in terms of finances, material and 

human resources? (Max. 150 words) 

The costs were about 5,000 Euro for creating the backbone of our website by an 

agency. Up to now, the website is operated by two police officers. For upgrades of 

the website we have to budget further costs. 

 

21. Has a cost-benefit analysis been carried out? If so, describe the analysis, 

including how and by whom it was carried out and list the main findings of 

the analysis. (Max. 150 words) 

No, it was a pilot-project without an analysis before. 

 

22. Are there adjustments to be made to the project to ensure a successful 

replication in another Member State? 

Not at this time 

 

23. How is the project relevant for other Member States? Please explain the 

European dimension of your project.  



Cybercrime has no frontiers and there were a few questions from different 

countries (for example France, Hungary and Japan) where citizens had been 

victims of cybercrime “made in Germany”. We could help these victims after a 

short research by providing addresses of the right prosecuting attorney in Lower 

Saxony. 

 

Please provide a short general description of the project (abstract for inclusion in 

the conference booklet – max. 150 words).  

The “Ratgeber Internetkriminalität” (Cybercrime Adviser) of the State Office of 

Criminal Investigation of Lower Saxony helps every citizen and police officer to 

react fast and competently to cybercrime by offering up-to-date news, advice that 

is easy to understand and the possibility to ask questions that will be answered 

personally. 

 

 

 

 


