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NEW THREATS

NEW RESPONSES THAT ARE NEEDED....

Responses

Awareness

New European _
Alert and Incident Response

Security Agenda 2015

e Organized Crime Crime Fighting
e Terrorism
e Cybercrime
Y [ Critical Infrastructure Protection ]
\ J

Standardization and Certification

Research and Development
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THE POWER OF AWARENESS

THE PILLARS OF THE PROGRAM

Security Forces  The Implementation

of Prevention
Programs implies:
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SAFER INTERNET

THE PROJECT

Main Objectives

* Major awareness actions on Cyberprevention aimed to
Citizens, especially to young people in school;

* Engage Cooperation and Collaboration between institutions
and organizations (Security Force, Industry, Organizations,
Citizens);

e Contribute for the development of a more secure, open and
free Internet.
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SAFER INTERNET

THE PROJECT

Strategy

Reinforcement of Digital Citizenship Focus On

Citizens will be better informed about Ethics and Values
the various cybercrimes and will play a Personal Data
more direct and active role, through the Digital Devices

E-Mail
Social Network
Games

different project initiatives, in defining a
national  criminal  cyberprevention
program.
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SAFER INTERNET

THE PROJECT (PRINCIPAL MILESTONES)

2017

2016 v" Awareness Campaigns
in industry

v" Educational “Cyber Challenge”
2015 y &

v School Contests: “Charter of Cybersecurity
Principles”

2014

v’ Celebrate Partnerships

v" GNR Internal Trainings

v" Awareness sessions for Children
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SAFER INTERNET 2015

COMMITMENT

Communication Strategy

$6 adiciono 0s meus
amigos nos chats
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SAFER INTERNET 2015
THE PROJECT

ntests
= Logo Mascot — The Padlock
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Charter of Principles

Artign 3.0
{ F'rincipio 92 universg lidade)

O acessg 3 Internet deye SET UNiversa) ge forma que &la seja yr ©5paco de
desenw:lvimenlb Social g humang,

Todos gg cibemaygyg 90zam dgg direitos & estag Sujellos apg deveres
Consignados ng Presente Capg 20Na e nag joig Nacionajg,
Artigg 4.0
{Principig da 'qualdade)

Nao hy ninguém que tenhg Um poder acima dg lei oy que tenhg Mais
dirgitog Que gg Qufrps,

Ningugm Pode sgr m‘vilegiado. beneﬁu’ado. Prejudicadq, Privadp g
Qualguesr direitn ou

Artig 5o
[Segumm;a Parﬁcipaliva}

- Assegurar 4 Seguranca gy Intemey ¢ UM dever ge todos, evendy g,

BXeITida g formg ativa, Participagiyz € Cooperantg entrg o Cidadag,
Oranismeg ¢ 05 vérigs Setores gg Sbciedage,

Artigo g o
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SAFER INTERNET 201 5

THE PROJECT

Main Stats

Students

Total Students: 25.773

Parents: 1351

Jaes GNR Officers
¥ Elements: 944

first schoolcycle  second school year  third school year secondary
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NEXT STAGE

L 0 Educational “Cyber Challenge”

Main Goals:

“National competition” to be held annually, aimed at students of basic and
secondary education, to promote the exercise of citizenship in digital security.

* Foster in students the stimulus for learning about digital citizenship;

e Contribute to the internalization of the individual sense of security;

 Contribute to the team spirit of collaboration, cooperation, and
development of interpersonal communication between groups;

* Encourage a spirit of healthy competition through the involvement of
the educational community (parents, guardians, teachers).
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Structure of the Challenge
Knowledge, Challenges, Technology and Creativity

ON-LINE

PRESENTIAL

KNOWLEDGE TEST
(Without Consulting)

CHALLENGES AND
PROBLEM SOLVING
(Consulting)

Students, according to their category, choose the format
and support (Video, Animation, App, etc)

Safety

Ethics and Values

Others

My Tecnology (My Boat...)

And If (What to do with pirates...)

Me and the Others ( Rules of Navigation)
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Promote relationships between different
generations, through Cyber Challenges....
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Organization of the “Cyber Challenge”

Contest Phases

Town Halls , Schools Directorates , Students,
Teachers and GNR Officers
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SAFER INTERNET

FOR A BETTER WORLD




Together, we will create
a better Internet....

Safer Internet Project - Portugal

European Crime Prevention Award

GNR - Lieutenant Colonel Paulo Santos (


mailto:santos.pjs@gnr.pt

