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CYBERCRIME

370 million

victims per
year

1 million
per day

12 every o
second
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MARMISUSINGN  CYBERCRIME

@ lack of awareness of the general public

@ insufficient preparation from services and even authorities

what is your password? f\ g
A\
\-

@ complexity of the cases and of modi operandi
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https://www.youtube.com/watch?v=opRMrEfAIiI
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QB1. How well informed do you feel about the risks of cybercrime?

@ \ery well informed

@ Fairly well informed
@ Not very well informed
@ Not at all informed

Don't know

Inner pie : EB79.4 May-June 2013
Outer pie : EB82.2 Oct. 2014

@ EU2s
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TYPES OF CYBERCRIME

@stalking

@disseminating private contents
@using malware

@child sexual abuse

@cyberbullying

IMPACT

@phishing

@romance scams
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SRRV CYBERCRIME

A NEW CHALLENGE FOR VICTIM SUPPORT

gathering knowledge and expertise

adopting best practices

providing intensive training based on these best practices

assessing the effectiveness of the intervention models
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SUPPORTING VICTIMS OF IDENTITY THEFT AND IDENTITY FRAUD

Policia Judiciaria (Judiciary Police) (Portugal);

Procuradoria-Geral da Republica (General Prosecution) (Portugal);
Parnu’s Centre of Gender Based Violence (Estonia);

Ficalia General del Estado de Espafia (Spain);

General Inspectorate of the Romanian Police (Romania)
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PARTICIPANTS AND BENEFICIARIES
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SPECIFIC ISSUES ADDRESSED
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APAV

underreporting

Impact on victims

... derives from lack of
awareness of victimization and
of reporting mechanisms,
victim shame and
embarrassment, and perceived
reputation risks for
corporations...
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... besides financial losses,
the costs also include the
time and hassle required
sorting matters out. The

psychological effects too are
not inconsiderable, with
victims reporting a variety of
reactions: from fear, anger
and distress, through to
prolong cautiousness and
suspicion ...

lack of

prevention and
support

... forgotten victims ...
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General
objective

to contribute to the

prevention of criminality
and the protection of
victims of crime
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OBJECTIVES
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Core
objective

to contribute to increase
knowledge, skills,
information and
awareness on identity
theft

Specific
objectives

- capacitate professionals:
exchange of knowledge,
training and best practices
- information and prevention:
raising awareness
campaign
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awareness raising campaign

raising awareness campaign with 40.000
leaflets, 6.000 posters, press/web adds,
bus shelter adds and street furniture;

best practices

Creation of a best practice guide (PT, RO,
EE, ES) on the support to victims of identity
theft

conference

1 final conference in Lisbon

training

Design of a training course (PT, RO, EE,
ES) on the support to victims of identity
theft

workshops

2 workshops (local experts + project team)
in RO and ES: “Phishing: from origin to
destination: using the banking system for
money laundering”; “Social networks and
identity theft”
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BEST PRACTICES GUIDE
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« cybercrime and identity theft
* modus operandi

* risk factors

* impact on victims

« difficulties for investigation

« national and international law
* prevention advice

« providing support

» glossary
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PRETEUS | s TRAINING MANUAL
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a. training presentation

b. training organization
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c. development of training course
* 9 sessions with IX training

modules

d. teaching resources
e. bibliography

f. legislation
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Kilberkuritegevus (slilteod, mis on toime pandud kasutades
arvuted jafwli inbemettl) on katvev fa pdevalt muutiy ndhtus
ring on sepses sellege muulomas Oheks suurmeks ohuks
nimeshele, sttevBielele |2 ka rikidele JErjest suurem hulk
kurjstegied kasutsvad pideval arenevald erinevald info- ja
lommuniketsioonitehraloogia whimaks, et penng toime kireid,
aronlilraetd fa suurl inimhulkl koraga hesrevald kuritegusid,
milistel on olulized majandusikud, praktilised, emotsionaatsed
j& sotsiaaised tagadrjed. See kilik saab aga jubiuda ail, kd me
& ole e vedmis ega oska end kaitela,

Citit)

~~ PANGAANDMED

Andmeplik pannakes tavalel toime BB sure hulgs elifede
saabmise erirevalele sagjatele (nn spimm) aadressil, mis vl
olla sarrene panga e-postl sadressige. Mimetstud e-kin stesideh
tavalicel linkl Ssafatel palutakee vajutada ingle ring tavalisst
on villdetsvalt plijuseks vajadus vwendsds smdmeid. Lingile
vajutades svanel panga vesbilehele samene lehekdly, bud e
ole zeds sitgkl. Lebele [Sudes tulsks justnagu sisestads oma
personaalesd inbemetipamga koodid. Stesststud info viimaideh
aga leheklille loorud (zikul saads giphlisu konto omardo
rahalistele vahenditele fo kands see edasi teizele konfole
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AWARENESS RAISING CAMPAIGN

~~~ TOOALASED PETTUSED

Tegemist viib néiliezh olla dana tavapdrase tidkuultuzega,
kuid tegelikkus on sellest viga keugel Ohendust wittes
pakutakse suurepdraste tngimustega thd. Kk, mida
tibfintela peab tegema, on tasuda koheselt viirhajake teenuse
sest vill sz mingite viiidetavate sertifkaatide, koolibuste yme
epst. Mined juhul soovitakse saade ke isikusndmeid ja
pangadetslle viites, &1 s=da on vaja protzessi paremaks
sujumizeks. Izl jubul el ole pakuted tidkohts olemes,
Hakimal juhul vildekse ochwit veenda hoopis tegema
lilekardeid ning seslibl olema o2 minest rahapesuga
seotud skeemist.

~~ SOTSIAALVORGUSTIKUD

Sotgaalvlirgustiud o lurjetegijatele el meslepirased,
et kesutajad postitaved ends kobia suurel hulgal infol. Oks
sotstagimesdias sagell kesulatevabest skeemidest on ernevate
Inkide saatming j& nn 2snale peatiaming ning nende juures on
sallizad loosungid nagu *Vaats, mida Sinu kobla on postitatud™
wii imglae keeles “Don't mies thiz video!” yms. Samuti vikdekse
sxaln mdngu- vl sbbeakutseld. Igal juhul b saadetud
Inogile vajutades ome seadmesse - olgu see gis kasutaje arat,
telefon i tahwelaradi = pahavara, mida kurjategifad hilem
kesutsvad ohrile andmete kogumieks. Veel Uhe verlanding

viidekse inimere juhatads edasi viltslehekiiljele, kus plitakse
sisestadn vuestl oma kasutsfatunnus je sslasna. Info seab
larjahenifa ning =eda ssab hijem kasutades mitmel enneval mosl
Viga sage shesm on vills! profill loomize abil W olemascleate
profilide dra kssutamine selleks, ef sasta erinevatele
kontzktidele nn =pémmi, mis on sesbud kontakiide eckevale
eelahustega,

(2]

~~ ROMANTIKA

Fotentsizalee ohwrige whetakss Uhendust sotsiaalvirgustiu
il tutvumisportaal kaudu kelegl poot, kes widab end ot
nn ridka riigl kodenk, edukes, perekond pusdub ning, et olaib
omigle hingesuguiast Mimetstud s profill juures on tavalselt
ka kena mehe v naise pill. Peale esimest kentskti algab
virguiamize osa ning petbur kasutzh lEheduse sarnutamiceis
Hira kogu info, mis te oma ohwn kohta leida suudab. Sellest
hetkest alstes, kul kurjategija funneb, et suhe on keodud, Rigub
petius edas| jdrgmisesse fags| mis tihendab, et pethur kisib
rsha secees mingl ootamsty ning Wsise slndmussga Kuna
ematsonsaie side on loodud, slab aga ohver ammastabut
mreeisasil...
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ennetuslikku
nouannet

Le= oma seadmetesse kvaliteeine virusetine ning
uuznda seda regulsarselt.

Hoie oma selesinad, internetipanga kacdid
ning mu isidk info zalajes ning Ere avakde neid
kellzlegi.

Enine e-kirjega saabunud manuste svemizs vii
kinjes sasdebud lingile kiikimist ole veendunud,
et e-kiri an parit sealt, kust videiskse.

Internetti kasutedes ole weendunud, =t kasutad
turvalist herdust: kortrolli, kas asdressiibal on
“hitps" mitte “hitp” ning et eadrezsinba elguses
on tabalubu kujutis.

Llekendeid tehes pea meeles, mida Sinult pank
tavalizelt kilzi (eoodi kalm vilmast kaodi, kaboulastori
pin jmez) ning, et tevabzsl on see ks ja zama number,
kui midagi esimess] simestusal pesks valesti minema.
Saega - kui kiksitakse ka teisi koode vai muw
tavaparasast eninevat, siis on see mark sellest,

et tegemist on vOltzi lehekiljege.

Valdi oma kontodele logimist avalius WiFis
clevetest vOi voDrestest sesdmetest.

Arz gvalda enda kofts kaivat informatziooni ei
telefoni ega e-irja teel enne, kui cled veendurud,
kellega réagid voi keliek on sasburud e-kiril

#ra jaga ga paju enda kohta kiivat
informetsiani sotizsahvdrgustikes, erit sinniaega,
eadressi, welefoninumbrit, asukohie ning leste pite
jB videasid.

&3 vasta viGral iskult tulnud s3beakutsele.

2lojal<a] o |aw/~f QTN

Aktivesr plemazolevad privastsuss ja
turvalisuse viimalused.
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APAV LINHA DE APOIO A VIiTIMA 'I 'I 6 0 0 6

A realidade do (&[5

0 cibercrime € a vertente do crime economico que mais tem crescido em Portugal e internacionalmente.

350 78% 400

milhdes de mensagens cibernautas portugueses milhdes de pessoas
de spam sdo enviadas estao mal .ﬂformczlco sobre como se protegerem sdo vitimas de cibercrime,

digriamente contra ameagas de cibercrimes. em todo o mundo.
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https://apav.pt/cibercrime/
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prevenir e formar

Obrigad@

mafaldavalerio@apav.pt

Rua José Estévao, 135 A, Piso 2
1150-201 Lisboa

formacao@apav.pt
21 358 79 26/28




