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PROJECT PROTEUS | SUPPORTING VICTIMS OF 

IDENTITY THEFT AND IDENTITY FRAUD 
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12 every 
second 

1 million 
per day 

370 million 
victims per 

year 

CYBERCRIME 



formacaoapav.pt 
 

CYBERCRIME 

@ lack of awareness of the general public  

@ insufficient preparation from services and even authorities 

@  complexity of the cases and of modi operandi 

what is your password? 

https://www.youtube.com/watch?v=opRMrEfAIiI
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CYBERCRIME 
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TYPES OF CYBERCRIME 

@stalking 

@disseminating private contents 

@using malware 

@child sexual abuse 

@cyberbullying 

@phishing 

@romance scams 

SHAME 

IMPACT 
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CYBERCRIME 

A NEW CHALLENGE FOR VICTIM SUPPORT

gathering knowledge and expertise 

adopting best practices 

providing intensive training based on these best practices  

assessing the effectiveness of the intervention models 
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Polícia Judiciária (Judiciary Police) (Portugal);  

Procuradoria-Geral da República (General Prosecution) (Portugal);  

Pärnu’s Centre of Gender Based Violence (Estonia);  

Ficalía General del Estado de España (Spain);  

General Inspectorate of the Romanian Police (Romania) 

SUPPORTING VICTIMS OF IDENTITY THEFT AND IDENTITY FRAUD 
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judicial authorities law enforcement victim support private sector 

PARTICIPANTS AND BENEFICIARIES 
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underreporting 

… derives from lack of 

awareness of victimization and 

of reporting mechanisms, 

victim shame and 

embarrassment, and perceived 

reputation risks for 

corporations… 

lack of 

prevention and 

support 

… forgotten victims … 

impact on victims 

… besides financial losses, 

the costs also include the 

time and hassle required 

sorting matters out. The 

psychological effects too are 

not inconsiderable, with 

victims reporting a variety of 

reactions: from fear, anger 

and distress, through to 

prolong cautiousness and 

suspicion … 

SPECIFIC ISSUES ADDRESSED 
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General 

objective 

to contribute to the 

prevention of criminality 

and the protection of 

victims of crime 

Core  

objective 

to contribute to increase 

knowledge, skills, 

information and 

awareness on identity 

theft 

Specific 

objectives 

- capacitate professionals: 

exchange of knowledge, 

training and best practices 

- information and prevention: 

raising awareness  

campaign 

OBJECTIVES 



formacaoapav.pt 
 

training  

Design of a training course (PT, RO, EE, 

ES) on the support to victims of identity 

theft 

workshops 

2 workshops (local experts + project team) 

in RO and ES: “Phishing: from origin to 

destination: using the banking system for 

money laundering”; “Social networks and 

identity theft” 

awareness raising campaign 

raising awareness campaign with 40.000 

leaflets, 6.000 posters, press/web adds, 

bus shelter adds and street furniture; 

conference 

1 final conference in Lisbon   

ACTIVITIES 

best practices 

Creation of a best practice guide (PT, RO, 

EE, ES) on the support to victims of identity 

theft 
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BEST PRACTICES GUIDE 

• cybercrime and identity theft 

• modus operandi 

• risk factors 

• impact on victims 

• difficulties for investigation 

• national and international law 

• prevention advice 

• providing support 

• glossary 
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TRAINING MANUAL 

index 

 

a. training presentation 

b. training organization 

c. development of training course 

• 9 sessions with IX training 

modules 

d. teaching resources 

e. bibliography 

f. legislation 
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AWARENESS RAISING CAMPAIGN 
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AWARENESS RAISING CAMPAIGN 
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www.apav.pt/cibercrime 

https://apav.pt/cibercrime/


Rua José Estêvão, 135 A, Piso 2  

1150-201 Lisboa  

formacao@apav.pt  

21 358 79 26/28  

Obrigad@ 

mafaldavalerio@apav.pt 

 


