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Save the Children Romania

ORA DE NET ( Safer Internet Programme)

a unique European programme that promotes Safe internet use amongst Romanian children
run by Save the Children Romania.
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Statistics...

*69% declare that they witnessed cyberbullying
*55% added strangers In thelr friends’ list

*27% met face to face with people they met online
*33% seen sexual Images online

*8% were asked to talk about sex online

*5% were asked to send erotic pictures

Save the Children studies (2015)
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Objectives

We run a counselling to children and
parents through a helpline : ctrl AJUTOR

We organize workshops and sessions for
children, parents, teachers, and
professionals on online risks encountered
by minors and preventivie measures

We run a civil contact point for reporting
illegal content: esc_ ABUZ
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Cooperation between parteners

Supervised by an Advisory Board which comprises
of both governmental and private entities:

Telecom

Mobile Operators, ISP’s,
National Authority for
Communication, Ministry
of Communication
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Education-Prevention

Ministry Of Education,
Ministry of Work, Family,
and Social Protection,
Google Romania, ECDL,
UPC, Researchers,
National Police
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Safety

Cybercrime Department,
Kaspesky Lab, Bitdefender
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RESULTS

2008-2017
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Results

Over 4000 people involved in the volunteering
program, 4000 already registered for 2017-2018

(2000 schools in all counties)

NS

336.000 children and tutors informed about online
risks

NS

6400 people benefitted from counselling
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Results

188

specialists Silver Award \
from different for Excellence f
authorities

trained

online safety
guide
approved by
the Ministry
of Education

Silver Award at
Romanian PR Award
2016 & Winner
Interactive
Campaigns - Full
Digital Campaigns at
Internetics 2016
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Results
Counselling and reporting

Helpline ctrl_ AJUTOR

Experts in online safety answer children’s questions regarding safe Internet use
and new tech.

6400 cases.

Most frequent: cyberbullying, security and technical information, data theft.

Hotline esc_ ABUZ

The lllegal content reporting hotline is based on a protocol between Save the
Children Romania and the Romanian General Inspectorate of Police, as well as
the Authority for Child Rights and Adoption.

2017: 2555 cases out of which 1421 CSAM.
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Hotline esc_ABUZ

Reporting Hotline
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Hotline esc. ABUZ

B

Adresa de internet (URL) la care se afia materialul sesizat:

[ |« What can be reported?

Continutul raportat: |llegC1l content

[ pornografie

Data la care ai gasit pe net acest continut:

[ 2 * * Child Sexual abuse Images (Art. 374, Codul

Contextul In care ai identificat continutul raportat:

[ | Penal, Pornografia infantild).

Nume si prenume:

[

e o o s e ¢ Adult Pornography accessible to mlnors(Lege

| f privind prevenirea si combaterea pornogrdfiei
Nr. 196/2003)

- - . ax.: O poZifcapturd cu
Incarci un fisier Pﬂﬂﬁa £isier ) )
- site-ul sau continutul

Esti de acord cu transmiterea datelor tale personale citre Politie
sau alte structuri abilitate s4 intervind n instrumentarea sesizAari?

Da Nu

Trimife

V& rugdm s3 completati campurile obligatord, marcate cu *
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Processing reports

Reports are handled with special attention to
confidentiality and data safety.

Accessing the content by INHOPE standards.

T )
* Verifying content
ahial * Verifying server location
report )
: > A
 Alerting authorities
el * Transmitting data to partener hotline/Interpol
report )
\
S8 Verifying report : content removal.
raport J
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Activity —registered reports

2016

1887 processed
reports out of which
745 Child Sexual
LAbuse -Materials
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2017 (Jan-Nov)

2555 processed
reports out of which

1421 Child Sexual
Abuse Materials

Connecting Europe Facility
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Type of medium

esSC.ABUL
2016 2017

B Websites B Websites

M Videos m Videos

w file sharing
archives

w file sharing
archives
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Country of hosting

esSC.ABUL
2016 2017

[ | Others | Other's
m Unidentifiable m Unidentifiable
= RO = RO
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Depicted victims’ age

2016 2017

15,86% 13,36%

43.05% 16,79%
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Prevention
Dialogue

Communication
Reporting




Thank you!
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www.oradenet.ro
www.facebook.com/SigurPeNet

Sorin Stanica
Police Superintendent
sorin.stanica@politiaromana.ro



