
 

 

1. Project title 

Threats on the Web - Prevention, Reaction  

 

2. Main theme 

Education activities covering the area related to cyberspace  

 

3. Project purpose and outcome (in two sentences) 

The main goal of the project is to present how to use the Internet efficiently and 

safely, how to respond to online threats and how to avoid to them  

The project is addressed to primary school students (Classes 4-8), their parents, 

guardians and teachers, middle school students and their parents, guardians and 

teachers, as well as all primary schools in the same scope.  

There are also organized trainings for Psychological and Pedagogical employees 

from the Lesser region  

The project has already covered all primary schools from the Lesser Poland area 

(apart from newly created ones) 

 

4. Project submitter (Member State), project leader(s) and project partner(s)  

 Poland 

 Voivodship Police Constabulary in Lesser Poland Crime Prevention  

 Marshal's Office of the Lesser Poland Voivodship, Department of Health 

and Social Policy  

 NASK Science Research Institute 

 

 

 

 

 

 



5. Links to the project’s website or online reports/publications (preferably in 

English) 

http://malopolska.policja.gov.pl/pl/content/zagrozenia-w-sieci  

https://www.profilaktykawmalopolsce.pl/index.php/programy/11-zagrozenia-w-

sieci  

https://akademia.nask.pl/projekt-46/o-projekcie.html  

https://www.youtube.com/watch?v=1TmJ3GT6dd4  

https://www.youtube.com/watch?v=upYIEMeOtYA  

https://www.youtube.com/watch?v=XtnMUecQj_Q  

https://www.youtube.com/watch?v=7Oral07_32k  

https://www.portalsamorzadowy.pl/ochrona-zdrowia/zdrowy-samorzad-oto-

laureaci-konkursu-zobacz-relacje,104979.html  

 

6. Short summary of the project 

Project "Threats on the Web - Prevention, Reaction" implemented in its initial 

formula in primary schools among students of grades 4-6 and their parents and 

teachers, over time had to respond to emerging - cyber threats. His formula has 

been widened, and so it is currently addressed to primary school students of 

grades 4-8, their teachers and parents (all levels - classes 1-8), students of 

excluded gymnasiums and their teachers and parents, as well as other 

educational institutions, among others industry schools, high schools, technical 

schools.  

Beneficiaries of the project, in addition to the knowledge they are given, are also 

equipped with preventive materials that correlate with the assumptions of the 

activities undertaken. 

The multidimensional character of the project is also emphasized in encouraging 

young people to use the space of the physical world - being offline. We promote a 

healthy lifestyle through physical activity, which is associated with participation in 

outdoor events. 
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7. Project description  

In May 2012, police officers from the Prevention Department of the Voivodship 

Police Constabulary in Krakow took part in the meeting of the Health Protection 

Committee of the Lesser Poland Regional Assembly, where they presented an 

idea for the implementation of educational activities in Lesser Poland, covering 

the area related to cyber threats. The project addressed to primary school 

children arose as a "response" to the demand reported by teachers and parents. 

After the meeting, the Health Protection Commission of the Regional Assembly 

of the Lesser Poland, a decision was taken to start implementing the 

abovementioned project under the name "Threats in the network - prevention, 

response". 

In the fourth quarter of 2012, the Department of Prevention of the Voivodship 

Police Constabulary in Krakow began pilot project implementation in three 

poviats of the Lesser province: Tarnów, Nowy Sącz, Myślenice, and also in the 

city of Krakow. 

From January 2013, the project was extended to all poviat and city police 

headquarters of the province Malopolska - ultimately the project is to cover all of 

them primary schools in Lesser Poland. The project's addressees are children of 

grades 4-6 of primary schools as well as their parents and teachers.    

As part of the project, ten training conferences were prepared by the Prevention 

Department of the Voivodship Police Constabulary in Krakow together with the 

Marshal Office of the Malopolska and the Research Institute "Science and 

Academic Computer Network". Policemen from Police Commissariats - Poviat / 

District Police Headquarters and from the Voivodship Police Constabulary 

(juvenile and district specialists) participated in these conferences, and their aim 

was to improve professional and didactic competences implementing the 

policemen project - almost 100 policemen participate in the training each year. 

The project also implemented three advertising spots addressed to students, as 

well as to parents and teachers. The policemen implementing the project joined 

in their preparation. The spots were broadcast on public transport in Krakow, in 

some of the cinemas before film screenings, and are used by police officers as 

auxiliary material during meetings with children and their parents. 

Policemen conduct meetings with children, during which they use the preventive 

and educational materials developed by NASK, including: "Adventures of Plik’s 

and Folder" for children, brochure "Excessive use of computer and Internet by 

children and young people", Leaflet, poster, guide and the brochure "Controlled 

purchase", film and audiobook "The Adventures of Plik’s and Folder on the Web", 

the educational package "Become your child's friend", the film "Sheep in the 

Net" 

As part of the project, on September 20, 2013, the Declaration on cooperation 

was signed between the Marshal's Office and the Voivodship Police Constabulary 

in Krakow, updated on January 29, 2014 with a Declaration on cooperation 

between the Board of the Malopolska Province, and Voivodship Police 

Constabulary in Krakow and the Krakow Academy. The inclusion of the academic 

environment in the project is aimed at ongoing monitoring and evaluation of the 



project in terms of defining the directions of its development in the following 

years. After more than two years of implementation of the above-mentioned 

project the university "left" the project.   

The project enjoys a very good reception especially in the group of parents, 

which is a phenomenon of previous preventive activities carried out in the area 

of safety of children and teenagers. 

 

8. Project objectives 

One of the main goals of the project is to show how to use the Internet efficiently 

and safely, how to respond to online threats and how to avoid it. Our activities 

are aimed at limiting the occurrence of cyberbullying among children and youth 

and related cyber threats, as well as exposing children and young people to 

victimization in the online space.     

Another of the important goals is to for teachers, pedagogues, psychologists and 

parents and guardians of children and youth with knowledge and competences 

that allow to recognize and counteract cyberbullying and cyber threats.  

Children and teenagers  were covered by multi-segment training at various 

stages of their educational process. Parents and teachers familiarized with the 

created "Procedures" for dealing with the perpetrator, victim of cyberbullying, as 

well as methods of securing "cyberevidence”. 

New preventive goals related to emerging cyber threats are set, i.e. Blue Whale 

Challenge, Momo doll, etc. 

 

9. Project outcome 

From the beginning of the project "Threats on the Web - prevention, response", 

the policeman met with:  

• 372930 students (11424 meetings) 

• 61440 parents and guardians (1407 meetings) 

• 30201 teachers, educators and psychologists (7380 meetings).  

In 2018 as part of the project, police officers visited 1204 primary schools, in 

which they met with  

72 412 students (2 228 meetings), 10 545 parents (159 meetings) and 5 780 

teachers and pedagogues (1 714 meetings).  

 And apart from, the policeman in the implementation of the above project, they 

reached with its assumptions for kindergartens, junior schools, high schools, 

technical schools, as well as parents, guardians and teachers of children and 

youth attending the 409 aforementioned. institutions. In 2018, policeman 

officers met during 655 meetings with 22 240 students (children and youth), 45 

meetings with 2,110 parents (carers, seniors), 478 meetings with 2099 teachers 

(pedagogues). 



10. Start and end project, timescales and key milestone dates 

The project implementation began in the fourth quarter of 2012. The project is 

being implemented at the time, to date, due to the great interest it enjoys and 

the emerging new threats - challenges in the world of on-line as well as off-line . 

 

11. Funding (total budget and type of funding (e.g. ISEC, EUCPN Fund,...) 

The project is financed by the Marshal's Office of the Lesser Poland. In the 

Office's budget so far, it was about PLN 200,000. 

 

12. Evaluation 

Evaluation of the project "Threats in the Network - Prevention, Response" is 

planned for the years 2019/2020. 

 

13. Contact details project 

Voivodship Police Constabulary in Krakow, Prevention Department 

31-571 Kraków, ul. Mogilska 109 

Tel. +48 12 61 54 800 

Fax. + 48 12 61 54 818  

Mail: prewencja@malopolska.policja.gov.pl  
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